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Preface 


The Security Intelligence Review 
Committee was created under the 
provisions of the Canadian Security 
Intelligence Act (the “Act’’), which 
received Royal Assent on June 28, 

| 1984, and which came into force on 
July 16, 1984. 


Subsections 34.(1) and (2) of the Act 
read as follows: 


34.(1) There is hereby established a 
committee, to be known as the 
Security Intelligence Review Com- 
mittee, consisting of a Chairman 
and not less than two and not more 
than four other members, all of 
whom shall be appointed by the 
Governor in Council from among 
members of the Queen’s Privy 
Council for Canada who are not 
members of the Senate or the 
House of Commons, after consulta- 
tion by the Prime Minister of 
Canada with the Leader of the 
Opposition in the House of Com- 


mons and the leader in the House of 


Commons of each party having at 


least twelve members in that House. 


(2) Each member of the Review 
Committee shall be appointed to 
hold office during good behaviour 
for a term not exceeding five years. 


The Chairman, the Honourable 
Ronald G. Atkey, P.C., Q.C., and four 
Members, the Honourable Frank 
McGee, P.C., the Honourable Jean- 
Jacques Blais, P.C., Q.C., the Honour- 
able Saul M. Cherniack, P.C., Q.C., 
and the Honourable Paule Gauthier, 
P.C. were appointed by Order in 
Council on November 30, 1984. 


This report is made to the Solicitor 
General under section 53 of the Act 
and covers the activities of the Com- 
mittee for the four months ending on 
March 31, 1985. It has been prepared 
without benefit of the annual report of 
the Director of the Canadian Security 
Intelligence Service (CSIS) to the 
Solicitor General or certificate of the 
Inspector General under section 33 of 
the Act for the period ending Decem- 
ber 31, 1984, neither of which had 
been received by the Committee at the 
time of writing. 


Section | — The Review Committee’s 


Mandate 


General 


Parliament has entrusted the Review 
Committee with a heavy responsibil- 
ity. Not only must the Committee act 
on behalf of all Canadians as the 
external review mechanism for the 
Canadian Security Intelligence Ser- 
vice, it must also act as a tribunal to 
consider complaints about activities of 
CSIS. As well, it must act as an 
appeal tribunal for all disputes about 
security clearances involving federal 
employees or those who wish to pro- 
vide goods or services to the federal 
government. The Committee, then, 
has three distinct functions. 


The Review Function 


There is little doubt that Parliament 
would not have given the CSIS its 
extraordinary powers if Parliamentari- 
ans had not been satisfied that the use 
of those powers was to be subject to 
continuous and thoroughgoing review. 
To this end, the Act establishing CSIS 
not only requires all intrusive powers 
to be used only upon the authority of a 
warrant issued by a Judge of the Fed- 
eral Court, but also puts in place per- 
manent internal and external review 
mechanisms. 


The Solicitor General is, of course, 

accountable to Parliament for the 

actions of CSIS; his is the ultimate 

responsibility. To assist him, the Act 

creates the new position of Inspector 

General. This officer’s functions are: 

— to monitor the compliance by the 
Service with its operational poli- 
cies; 

— to review the operational activities 
of the Service; and 

— to submit to the Minister a certifi- 
cate stating the extent to which the 
Inspector General is satisfied with 
the Annual Report, or any other 
periodic report to the Minister, 
prepared by the Director of the 
Service, and noting whether the 
Service has, in his opinion, done 
anything not authorized by the Act, 
contrary to Ministerial directives, 
or involving an unreasonable use of 
the powers given to the Service. 


Thus, the Inspector General’s major 
role is to strengthen the internal 
review of the Service which ts the 
responsibility of the Solicitor General. 
However, because the Review Com- 
mittee will receive from the Minister 
copies of both the Director’s reports, 
and the certificates issued by the 
Inspector General, and because the 
Inspector General may also be 
required by the Review Committee to 
conduct investigations into specific 
activities of the Service, his office is 
something more than just an internal 
review mechanism. It is also the link 
between the internal and external 
review functions so carefully put in 
place by Parliament. 


The external review mechanism is the 
Security Intelligence Review Commit- 
tee which was created to monitor and 
report to Parliament on the activities 
of CSIS. The Committee has been 
given powers that are as far reaching 
as its responsibilities. In particular, it 
may call for any information whatso- 
ever from CSIS (with the sole but 
important exception of Confidences of 
the Queen’s Privy Council of Canada) 
in order to fulfil its responsibilities 
under the provisions of sections 38 and 
40 of the Act. 


38. The functions of the Review 
Committee are 


(a) to review generally the perform- 
ance by the Service of its duties and 
functions and, in connection there- 
with, 


(1) to review the reports of the 
Director and certificates of the 
Inspector General transmitted to 
it pursuant to subsection 33(3), 
(ii) to review directions issued by 
the Minister under subsection 
6(2), 

(iii) to review arrangements 
entered into by the Service pursu- 
ant to subsections 13(2) and (3) 
and 17(1) and to monitor the 
provision of information and 
intelligence pursuant to those 
arrangements, 


(iv) to review any report or com- 
ment given to it pursuant to sub- 
section 20(4), 


(v) to monitor any request 
referred to in paragraph 16(3)(a) 
made to the Service, 


(vi) to review the regulations, and 


(vil) to compile and analyse sta- 
tistics on the operational activi- 
ties of the Service; 


(b) to arrange for reviews to be 
conducted, or to conduct reviews, 
pursuant to section 40. 


The object of reviews under section 40 
is to ensure that the activities of CSIS 
are carried out in accordance with this 
Act and with the regulations and 
directives issued by the Minister; and 
also to ensure that these activities do 
not involve any unreasonable or 
unnecessary exercise by the Service of 
any of its powers. To achieve this, the 
Review Committee may 


a 


(a) direct the Service or Inspector 
General to conduct a review of 
specific activities of the Service and 
provide the Committee with a 
report of the review; or 


(b) where it considers that a review 
by the Service or the Inspector 
General would be inappropriate, 
conduct such a review itself. 


Clearly, these are onerous responsibili- 
ties. To fulfil them adequately the 
Committee will need to know, in con- 
siderable detail, virtually everything 
that is being done by CSIS. A later 
section in this report will outline how 
the Committee plans to accomplish 
this. 


The Complaint Function Regarding 
CSIS 


The Review Committee, under the 
provisions of section 41 of the Act, 
must investigate complaints made by 
any person with respect to any act or 
thing done by CSIS. Such complaints 
must not be trivial or frivolous, they 
must have been submitted first to the 
Director of CSIS, and they must not 
be complaints which would normally 
be handled under established griev- 

| ance procedures. 


These are reasonable conditions, and 
they do not diminish the Committee’s 
ability to investigate and to make 
independent recommendations in cases 
where individuals do not feel that they 
have had their complaints answered 
satisfactorily by CSIS. The Commit- 
tee’s function with respect to com- 
plaints is, in a very real sense, an inte- 
gral part of its major role as the 
external review body overseeing the 
activities of CSIS. 


The Complaint Function Regarding 
Security Clearances 


Quite distinct from its external review 
function, the Committee has been 
constituted as an appeal tribunal to 
consider any matter having to do with 
federal security clearances. 


42.(1) Where, by reason only of the 
denial of a security clearance 
required by the Government of 
Canada, a decision is made by a 
deputy head to deny employment to 
an individual or to dismiss, demote 
or transfer an individual or to deny 
a promotion or transfer to an 
individual, the deputy head shall 
send, within ten days after the deci- 
sion is made, a notice informing the 
individual of the denial of the secu- 
rity clearance. 


(2) Where, by reason only of the 
denial of a security clearance 
required by the Government of 
Canada to be given in respect of an 
individual, a decision is made to 
deny the individual or any other 
person a contract to provide goods 
or services to the Government of 
Canada, the deputy head concerned 
shall send, within ten days after the 
decision is made, a notice informing 
the individual and, where appli- 
cable, the other person of the denial 
of the security clearance. 


(3) The Review Committee shall 
receive and investigate a complaint 
from 


(a) any individual referred to in 
subsection (1) who has been denied 
a security clearance; or 


(b) any person who has been denied 
a contract to provide goods or ser- 
vices to the Government of Canada 
by reason only of the denial of a 
security clearance in respect of that 
person or any individual. 


This quasi-judicial role as an appeal 
tribunal is of immediate interest to 
individuals who are denied a security 
clearance and are adversely affected 
in their employment with the Federal 
Government as a result. Of course, an 
individual cannot appeal the denial of 
a security clearance unless he knows 
that such a decision has been made. In 
the past, there was often no require- 
ment that he be so informed. As is 
evident from the subsections cited 
above, the Act remedies this by 
requiring deputy heads or the Minister 
to inform the individuals concerned. 


The Committee has heard some criti- 
cism of the wording of section 42 of 
the Act from officials who must com- 
ply with it. The major criticism is that 
it is often not possible to determine 
with precision whether the denial of a 
security clearance will, alone, 
adversely affect the employment of 
the individual concerned. It is often 
the case that even though future 
employment may be adversely 
affected, this is not certain at the time 
of the denial of the security clearance, 
and the Departments concerned are 
unsure as to their immediate obliga- 
tions in such situations. The Commit- 
tee will continue to consult with vari- 
ous departments to determine whether 
this ambiguity can be resolved satis- 
factorily without an amendment to the 
Act. 


Until the Act was promulgated, not 
only were many individuals unaware 
that they had been denied a security 
clearance, but even those who were 
informed were often not told why their 
application had been denied. Now, the 
| law requires the Committee to give 


| each individual who registers a com- 


_plaint as much information about the 


circumstances giving rise to the denial 
of a security clearance as is consistent 


with the requirements of national 


_ security. The Committee must then 
examine all facts pertinent to the case, 
and make its own judgement as to the 
basis of the decision of the deputy 
head concerned. 


All parties have the right to present 
evidence before the Committee in 
person, or to be represented by coun- 
sel. The Committee has the right to 
examine all the available evidence, 


and may summon witnesses or 
_ demand the production of documents 


_ in the same manner as a superior 
court of record, though it may often 


receive “national security” testimony 
or documents in the absence of the 
complainant or counsel. 


Complaints under the Canadian 
Human Rights Act 


The Canadian Human Rights Act is 
amended to read: 


36.1 (1) In this section, “Review 
Committee” has the meaning 
assigned to that expression by the 
Canadian Security Intelligence 
Service Act. 


(2) When, at any stage after the 
filing of a complaint and before the 
commencement of a hearing before 
a Human Rights Tribunal in 
respect thereof, the Commission 
receives written notice from a Min- 
ister of the Crown in right of 
Canada that the practice to which 
the complaint relates was based on 
considerations relating to the secu- 
rity of Canada, the Commission 
may 


(a) dismiss the complaint; or 


(b) refer the matter to the Review 
Committee. 


In such references from the Human 
Rights Commission, the Review Com- 
mittee will conduct an investigation in 
essentially the same way as if the 
matter had originated as a security 
clearance complaint. However, the 
Committee’s report and recommenda- 
tions will be made to the Human 
Rights Commission as well as to the 
appropriate Minister. 


Reports from the Secretary of State 
and the Minister of Employment and 
Immigration 


The Citizenship Act has been 
amended so as to provide that when 
the Minister is of the opinion that a 
person should not be granted citizen- 
ship because there are reasonable 
grounds to believe that the person will 
engage in activity that either consti- 
tutes a threat to the security of 
Canada or is part of a pattern of 
organized criminal activity, the Minis- 
ter may make a report to the Review 
Committee. The Minister must also 
cause a notice to be sent to the person 
concerned within ten days of making 
the report. This notice will inform the 
individual that a report has been made 
to the Review Committee, and that, 
following an investigation by the 
Committee, a declaration with respect 
to that individual may be made by the 
Governor in Council denying citizen- 
ship. 


The Immigration Act, 1976 is also 
amended so as to provide that when 
the Minister and the Solicitor General 
believe that an applicant for admission 
to Canada will engage in activity that 
is inimical to Canada’s interests 
because it is part of a pattern of 
organized criminal activity, a threat to 
national security, the instigation of the 
subversion by force of any govern- 
ment, or acts of violence that could 
endanger the lives or safety of persons 
in Canada, they may make a report to 
the Review Committee. 


As is the case with reports to the 
Review Committee made under the 
Citizenship Act, the individual con- 
cerned must be informed within ten 
days that such a report has been 
made. 


Reports made to the Review Commit- 
tee under both the Citizenship and the 
Immigration Act, 1976, will be inves- 
tigated in essentially the same way as 
complaints made by an individual. 
The Committee will judge the merits 
of the case before taking the actions or 
making the reports specified in each 
Act, and so, though the procedures 
and the statutory requirements differ 
somewhat in each case, the net effect 
is the same. That is, an individual 
making a complaint under the 
Canadian Security Intelligence Ser- 
vice Act, or a person being judged 
under the Citizenship or Immigration 
Acts, is now accorded the opportunity 
of a thorough review of the case by an 
independent body. 


The Committee is not empowered by 
the Act to make the final decision on 
cases submitted to it, and so investiga- 
tions culminate in the Committee’s 
making a report or a recommendation 
to the appropriate Minister or the 
Governor in Council as the case may 
be. Because the Act requires the Com- 
mittee’s annual report to be tabled in 
Parliament, it was envisaged, no 
doubt, that reports and recommenda- 
tions made on complaints would 
receive serious consideration and 
probable action. 


————…—…—…—…—"—"—…—"—"—"—"—"—"—"—"—"—"—"—"—"—"—"…"…"…—…—…—…—…—…—"…—…"…"—"—…"…"…"—"…"…"…"—"—"…—…————— 


Reports are also provided where 
appropriate to the Director of CSIS 
and the deputy head concerned, and 
the Review Committee will always 
provide the complainant, or the 
individual concerned, with as full a 
report as possible of its findings. 


Section II Committee Activities 


The Review Function 


From the very beginning, it was clear 
to members of the Committee that 
CSIS would have reservations about 
being totally open with information 
which was not distributed even within 
CSIS itself except on a “need-to- 
know” basis. 


To help allay these concerns about 
preserving secrecy, the Chairman 
asked that all Committee staff be 
cleared to Top Secret by CSIS after a 
thorough review of their files and any 
further investigation the Director 
deemed necessary. 


With the same aim in mind, the Com- 
mittee relied on CSIS personnel to 
transport sensitive documents from 
Ottawa to CSIS regional offices clos- 
est to members’ homes, and enlisted 
the aid of RCMP specialists to ensure 
that its permanent offices will be com- 
pletely secure. 


Though the Committee realizes that 
there will certainly be occasions when 
it differs with the Director, and that 
its function may create an adversarial 
relationship in certain circumstances, 
it is also very conscious of the need to 
establish a solid foundation of trust 
between the two organizations. With- 
out such an atmosphere of mutual 
confidence, both CSIS and the Com- 
mittee would fulfil their respective 
responsibilities much less effectively. 


Since its formation on November 30, 
1984, the Committee has been briefed 
on many of CSIS’ activities, and has 
met with several experts in the field. 
During the four months ending on 
March 31, 1985, Committee Members 
devoted, on average, twenty-four days 
to the Committee’s business. 


Briefings 


Introductory briefings have been given 
to the Committee by CSIS on the 
following subjects: 

— CSIS’s current organization and its 
plans for the future. 

— Recruiting and personnel training 
and development plans. 

— Arrangements with foreign agen- 
cies. 

— Arrangements with other federal 
departments, and with provincial 
governments and agencies. 

— The development and maintenance 
of sources of information. 

— Warrant procedures before the 
Federal Court. 

— Terrorist organizations of current 
concern. 

— The orientation and allocation of 
CSIS’s resources vis-a-vis current 
threats to Canada’s security. 


The Committee is well aware that 
there is still a great deal to learn about 
the above matters and is carrying on 
continuing discussions with and 
receiving additional briefings from 
CSIS. In particular, the Committee is 
not satisfied that it has sufficient 
knowledge or understanding of the 
extent of arrangements between CSIS 
and other foreign or domestic agen- 
cies, nor does it believe that it is suf- 
ficiently well briefed on CSIS’ recruit- 
ing and training activities. 


The Committee has also been briefed 
by the Solicitor General, the Honour- 
able Elmer Mackay, M.P.; the former 
Solicitor General, the Honourable 
Robert Kaplan, M.P.; the Clerk of the 
Privy Council, Gordon Osbaldeston; 
the Deputy Solicitor General, Fred 
Gibson; the Commissioner of the 
RCMP, Robert Simmonds; the Assist- 
ant Secretary to the Cabinet for Secu- 
rity and Intelligence, Nicholas 
d’Ombrain; a former Director General 
of the RCMP Security Service, John 
Starnes; and Professor Alan Grant, an 
expert in the field from Osgoode Hall 
Law School of York University. 
Arrangements were also made to 
meet, in the spring of 1985, with Blair 
Seaborne, Security and Intelligence 
Coordinator in the Privy Coucil 
Office; Senator Michael Pitfield; Mr. 
Justice David McDonald of the 
Supreme Court of Alberta and former 
Royal Commissioner; Professor Peter 
Russell of the University of Toronto 
and former Research Director for the 
McDonald Commission; and Svend 
Robinson, M.P., Justice critic for the 
New Democratic Party. 


Briefings from External Affairs and 
National Defence on their security 
clearance procedures and from the 
Communications Security Establish- 
ment (CSE) on current operations 
were also arranged for the spring of 
1985. 


The Chairman met the Solicitor Gen- 
eral three times on Committee busi- 
ness and the Committee met for an 
evening With the Inspector General 
(designate) Dr. Richard Gosse, Q.C., 
and arranged to meet him again when 
he assumed his responsibilities in 
Ottawa. 


Review of Warrants and Arrange- 
ments 


The Committee had the opportunity 
to make initial reviews of all CSIS 
applications and supporting affidavits 
seeking warrants from the Federal 
Court, and will continue its review of 
new and renewed applications. It has 
also received from CSIS copies of 
documents relating to arrangements 
with other agencies, both domestic 
and international, and is making plans 
for a comprehensive review of these, 
having conducted only a cursory 
review of some of them in the time 
available. 


Despite in-depth briefings and exten- 
sive reading, both in Ottawa and at 
the CSIS regional offices closest to 
their homes, the members of the Com- 
mittee recognize that they do not have 
a complete understanding or knowl- 
edge of CSIS activities in these areas. 
This is hardly surprising since the 
McDonald Commission found that it 
took a considerable amount of full- 
time effort over four years to even 
begin to understand the complexities 
of the RCMP Security Service. 


Special Events or Reports 


The Chairman, on behalf of the Com- 
mittee, and following consultation 
with the Solicitor General, asked 
CSIS to provide its post mortem 
report on CSIS activities related to 
events leading up to the terrorist 
attack on the Turkish Embassy in 
Ottawa on March 12, 1985. 


Also, after similar consultation with 
the Solicitor General, the Chairman, 
on behalf of the Committee, asked 
CSIS to provide its post mortem 
report on CSIS activities related to 
the terrorist threat of March 26, 1985 
to bomb the Toronto transit system on 
the following Monday, April 1, 1985. 


Both CSIS reports were considered by 
the Committee at its meetings on 
April 18-19, 1985. It appeared from 
the reports that CSIS had done all it 
could to obtain information which 
would be of use to all concerned agen- 
cies. 


While considering the reports referred 
to above, the Review Committee dis- 
covered that, though information from 
the Canadian Police Information Cen- 
tre (CPIC) is available to the Service 
through the co-operation of the 
RCMP, CSIS itself is not a direct 
participant in the system and does not, 
therefore, have CPIC terminals 
directly available to its officers. It 
seems to the Committee that direct 
access to CPIC information by CSIS 
officers is essential to their operational 
capability. 


The Review Committee is of the opin- 
ion that the Canadian Police Informa- 
tion Centre Advisory Committee 
should allow CSIS direct access to 
CRIG: 


CSIS Employment Policy Regarding 
Homosexuals 


The Chairman wrote to the Director 
on March 29, 1985 asking him for 
information on the Service’s employ- 
ment policy regarding homosexuals. 
The Committee has been informed 
that both the Armed Forces and the 
RCMP refuse to employ or retain 
known homosexuals, and state that 
this policy is not based on concerns as 
to their vulnerability as security risks. 


The Director replied to the 
Chairman’s letter on April 12, 1985. 
He explained that CSIS does not have 
a formal policy on the employment of 
homosexuals; it being possible in such 
a relatively small organization to 
judge each case individually. The 
Director added that one of the major 
ways in which senior management is 
attempting to civilianize CSIS is by 
avoiding the issuance of detailed 
guidelines and regulations, and relying 
on the intelligent and humane applica- 
tion of broad policies. 


The Committee is of the opinion that 
this is an entirely acceptable 
approach, and will monitor its 
implementation in the context of the 
more general review of CSIS’ person- 
nel activities. 


The Complaint Function Regarding 
CSIS 


The Committee received a complaint 
respecting the activities of CSIS in the 
questioning of refugees seeking per- 
mission to immigrate to Canada. This 
complaint had not been submitted 
previously to the Director as it should 
have been under the provisions of 
section 41 of the Act, and so the com- 
plainant has been informed of the 
correct procedure in such cases. 


The Complaint Function Regarding 
Security Clearances 


By March 31, 1985, the Committee 
had received three complaints. One 
was prematurely filed, one was 
delayed at the request of the complai- 
nant, and one is being considered. 


Several complaints have been submit- 
ted to the Committee since March 31, 
1985. But it is evident that the small 
number received in the first four 
months of the Committee’s existence 
is due not only to the fact that the 
Committee has been established for 
such a short time but also to the fact 
that Public Service managers are not 
yet fully informed as to the require- 
ments of the Act. Many potential 
complainants, therefore, are not aware 
of their rights. To remedy this, the 
Committee has suggested to the Clerk 
of the Privy Council that he instruct 
deputy heads to inform in writing all 
persons who have their employment 
adversely affected by the denial of a 
security clearance of their right to 
complain to the Review Committee. 
The Committee also intends to take 
other steps to ensure that prospective 
complainants are made aware of their 
statutory rights. 


To ensure procedural fairness to those 
complainants and their counsel who 
do come forward, the Committee on 
March 9, 1985 adopted Rules of 
Procedure applicable to complaints 
under sections 41 or 42 of the Act, or 
to proceedings under the Canadian 
Human Rights Act, the Citizenship 
Act and the Immigration Act. 
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Committee Staffing 


The Committee has employed an 
Executive Secretary and a small staff 
to assist in research and investigation, 
and to help collate, categorize and 
summarize the large volume of infor- 
mation available. Maurice Archdea- 
con, formerly Deputy Assistant Secre- 
tary to the Cabinet Committee on 
Foreign and Defence Policy in the 
Privy Council Office, was recruited as 
Executive Secretary to the Committee 
following a personnel search and a 
competition. He commenced his duties 
on February 11, 1985, and has been 
authorized to employ a small profes- 
sional research and investigative staff, 
as well as the administrative staff 
necessary to the Committee’s support. 
_The Committee has established its 
permanent offices on the sixteenth 
floor of the Journal Building (South 
Tower) at 365 Laurier Avenue West, 
Ottawa, Tel. (613) 990-8441. 


Section Ill — Committee Assessment, 


1984-85 


Despite the fact that the Committee 
was in operation for only four months, 
the members were able to form some 
preliminary views concerning the 
activities and operational methods of 
the Service. 


Separation from RCMP 


Overall, it appears to the Committee 
that the new civilian Service has 
weathered the separation from the 
RCMP quite well. The Committee did 
not have an opportunity to visit CSIS 
Regional offices and, therefore, can- 
not comment on the morale of the 
Service as a whole. However, morale 
at the Headquarters level seems to be 
quite good in spite of the magnitude of 
the organizational change and the 
additional frustration inherent in mov- 
ing such a complex organization from 
1200 Alta Vista Drive to the East 
Memorial Building on Wellington 
Street in Ottawa. 


The CSIS regional organization in 
Toronto moved from its location on 
Jarvis Street to new offices on Front 
Street at the end of May. The Toronto 
region’s new offices provide CSIS 
employees with much better and more 
modern facilities. This is not entirely 
true with respect to the offices which 
have been allocated to the CSIS 
Headquarters staff in the East 
Memorial Building in Ottawa. The 
Committee believes that it would be 
desirable to have modern self-con- 
tained facilities for CSIS in Ottawa as 
soon as financial and other circum- 
stances permit. 


Foreign and Domestic Arrangements 


When the Committee first asked to be 
briefed on arrangements for the 
exchange of security intelligence with 
other countries and with other agen- 
cies in this country, CSIS did not have 
the information organized or collated 
in a way which would have allowed 
Committee members to review all of 
it. Since then, CSIS has organized the 
relevant material in a series of 
volumes which have been made avail- 
able to members at CSIS regional 
offices. The Committee was not sur- 
prised to learn that all exchanges of 
information with other agencies, both 
domestic and international, are still 
authorized on the basis of arrange- 
ments made with those organizations 
by the RCMP. This is understandable 
in the short term, but it is the Com- 
mittee’s view that arrangements 
should be consolidated by CSIS itself 
under the provisions of section 17 of 
the Act. 


Canada’s security intelligence 
arrangements with foreign organiza- 
tions fall within three general catego- 
Ries: 


—Formal 


a) the terms of agreements are 
explicitly documented; 


b) there is an exchange of notes 
stating that both sides agree to 
the terms and the notes are duly 
signed by the person in charge of 
both services; and 


c) there is an exchange of notes 
between the Canadian Embassy 
and the foreign ministry of the 
country concerned. 


—Informal 


there is an exchange of notes or 
letters at the service or embassy 
level, stating an implicit under- 
standing of cooperation. 


Al HOE 


there is only an oral understand- 
ing to cooperate, conveyed to a 
liaison officer. 


Some examples of normal agency to 
agency cooperation are: 


immigrant/visa vetting 

acquisition or exchange of security/ 
criminal information on applica- 
tions for admission to Canada; 


security assessments 

acquisition or exchange of security/ 
criminal information for the pur- 
pose of appraising an individual’s 
loyalty to Canada and so far as it 
relates thereto, the reliability of an 
individual: 

security intelligence liaison 
acquisition or exchange of informa- 
tion and intelligence respecting 
activities that may, on reasonable 
grounds, be suspected of constitut- 
ing threats to the security of 
Canada. 


ae 


Personnel Recruitment and Training 


The personnel recruitment and train- 
ing programmes of CSIS since the 
establishment of the new organization 
remain for the Committee somewhat 
of a question mark. Two Royal Com- 
missions of Inquiry concluded that the 
establishment of a new civilian agency 
separate from the RCMP was neces- 
sary, and this was clearly the intent of 
Parliament in Bill C-9 which was 
given Royal Assent on June 28, 1984; 
we understand that 95 percent of the 
members of the RCMP Security Ser- 
vice chose to transfer to the new 
agency. The Committee intends to 
become thoroughly familiar with the 
personnel recruitment and training 
activities of CSIS as a matter of high 
priority, and will be seeking detailed 
briefings from the Director or other 
appropriate CSIS officials in June, 
1985 to determine what further review 
and assessment should be undertaken 
and then reported to the Minister. 


Operational Priorities 


A clear, understandable analysis of 
the operational priorities of the Ser- 
vice has not yet been made available 
to the Committee. Such information is 
necessary to an assessment of the 
allocation of resources, the effective- 
ness of the operational priorities sys- 
tem, targeting effectiveness, recruit- 
ment criteria and activities, and the 
training and development programmes 
being put in place. The Committee 
intends to request that such a compre- 
hensive analysis, including an analysis 
of the allocation of financial and 
human resources, be provided to it 
before the end of the 1985-86 fiscal 
year. 


The Committee is aware that the 
balance of resources between counter- 
intelligence, counter-subversion, and 
counter-terrorism will change from 
time to time, perhaps annually. How- 
ever, the Committee believes that 
CSIS should have an operational plan 
which, though subject to change, 
reflects CSIS management’s view of 
current operational and administrative 
priorities. 


The Committee expects that the 
Director’s report to the Solicitor Gen- 
eral under section 33 of the Act for 
the period ending December 31, 1984 
(not yet received) will be a useful 
starting point in this area. 


Section IV— The Future 


The Review Function 


During 1985-86, its first full year of 
operation, the Committee intends to 
become intimately familiar with every 
aspect of CSIS’ activities. 


Priority areas for investigation and 

research will be: 

— personnel recruitment, training and 
development activities; 

— the use of human sources, an 
evaluation of the intelligence prod- 
uct from such sources, and an 
assessment of where CSIS’ appar- 
ent priorities lie in this regard; 

— the collection and analysis of infor- 
mation from open sources by CSIS 
(this was an area of criticism by the 
McDonald Commission); 

— the CSIS budget and CSIS priori- 
ties in the allocation of resources to 
its targets; 

— the exchange of information with 
other countries and agencies by 
CSIS. (The Act requires the Com- 
mittee to monitor this facet of 
CSIS’ activities, and the Commit- 
tee is particularly interested in 
examining how this exchange of 
information affects the rights of 
Canadians and how it might affect 
Canada’s sovereignty); and 

— the collection and analysis of statis- 
tics, including financial statistics, 
so as to arrive at an independent 
view of how CSIS uses its human 
and material resources; also appro- 
priate means of reporting such 
statistics to the Minister and Par- 
liament on an annual basis. 


The Committee is mindful that, simi- 
lar to the practices of the past nine 
years, all warrants issued by the 
Solicitor General under subsection 
16(2) of the Official Secrets Act in 
1984 and any interceptions and sei- 
zures made thereunder up until 
December 31, 1984 will be the subject 
of an annual report to Parliament by 
the Solicitor General. However, with 
the transference of the authority to 
grant warrants to the Federal Court 
under section 21 of the Canadian 
Security Intelligence Service Act, the 
reporting to Parliament of the number 
of such warrants in future years 
(including average length of time in 
force, the method of interception and 
seizure utilized, and an assessment of 
the importance of such warrants in 
meeting the objectives of the Act) 
seems to have fallen into abeyance. It 
is not clear from the Act whether 
reporting this information is initially 
the responsibility of the Solicitor Gen- 
eral, the Director of CSIS, the Inspec- 
tor General or the Committee. How- 
ever, it is clear that the Committee 
has the responsibility to “compile and 
analyse statistics on the operational 
activities” of CSIS. 
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In the first three months of 1985, it 
was not possible for the Committee to 
develop a statistical reporting system 
for warrants sufficient to inform Par- 
liament in any meaningful way. Defi- 
nitions relating to the persons or 
classes of persons or places against 
which a warrant may be directed have 
changed from the Official Secrets Act 
system, and statistical comparisons 
would have been difficult for the short 
period in question. However, the Com- 
mittee intends to include in its statisti- 
cal analysis for future years a compre- 
hensive review of warrants applied for 
and issued under the Act, so as to be 
in a position to include in its annual 
report to the Minister and Parliament 
statistical information which is at least 
equal to that formally provided under 
the Official Secrets Act. 


The Review Committee and its 
Clients 


The Committee believes that Par- 
liamentarians intended it to act on 
their behalf to ensure that the new 
civilian agency, while effectively pro- 
tecting the nation’s security against 
non-military threats, treats individual 
Canadians fairly, and that CSIS uses 
its intrusive powers with restraint and 
with an overriding sensitivity to demo- 
cratic values. 


The Committee is well aware that to 
draw the correct line between the 
protection of national security and the 
preservation of individual liberty has 
never been easy in any democratic 
society. Parliament has attempted to 
do so, in general terms, in the Act 
which created both CSIS and the 
Review Committee. The Committee 
must now attempt to establish the 
delicate balance between national 
security and individual liberty by 
applying those general guidelines to 
specific activities and particular cases. 
Future reports to Parliament will 
reveal the degree to which the Com- 
mittee is able to meet this challenge. 


In the meantime, the Rules of Proce- 
dure adopted by the Committee on 
March 9, 1985 are designed to give 
the Committee’s clients some insight 
into how it plans to investigate com- 
plaints brought before it. Copies of the 
Rules of Procedure in English and 
French are available to members of 
the public. The Committee wishes to 
consider appeals or complaints expedi- 
tiously and with concern for fairness 
to persons affected, but always having 
due regard to the requirements of 
national security. 


Individuals, or their counsel, will find 
that the Committee’s objective is to 
attempt to avoid unnecessary confron- 
tation between the complainants and 
the government and to have before it 
all pertinent information so as to 
attempt to establish the true facts of 
any complaint over which it has juris- 
diction. Parliament has given the 
Committee, acting as a tribunal, the 
right to require the production of any 
information or documents whatsoever. 
However, it may not be possible in 
some instances to give complainants or 
their counsel access to some of this 
information or documents because of 
the requirements of national security. 


Complaints Procedures 


Any person who has a complaint 
under section 41 of the Act against 
any actions of CSIS should write in 
the first instance to the Director, Mr. 
T.D. Finn at 1200 Alta Vista Drive, 
Ottawa, Ontario, K1A OR2. Should 
the response be unsatisfactory to the 
individual concerned, or should no 
response be received, he or she may 
then write to the Chairman, The Secu- 
rity Intelligence Review Committee at 
P.O. Box 2430, Station “D”, Ottawa, 
Ontario, K1P 5W5S, or deliver the 
complaint to the Committee’s offices 
on the sixteenth floor of the Journal 
Building (South Tower) at 365 
Laurier Avenue West, Ottawa. Com- 
plaints under section 41 which have 
not been first submitted to the Direc- 
tor cannot be considered by the Com- 
mittee. 


Any person who has been adversely 
affected in employment with the fed- 
eral government or any of its agencies, 
or who has been refused an opportu- 
nity to provide goods or services to the 
federal government or its agencies 
solely by reason of the denial of a 
security clearance, may complain 
directly to the Committee. The infor- 
mation kit available from the Execu- 
tive Secretary of the Committee out- 
lines in non-legal language the rights 
and duties of individuals who wish to 
make use of this procedure. In each 
case, the Committee will consult with 
the deputy head concerned to deter- 
mine whether the negative actions of 
government were “solely by reason of 
the denial of a security clearance”; a 
statutory precondition to the Commit- 
tee’s assuming jurisdiction over the 
complainant’s case. 


Any person, though not so informed, 
who has been adversely affected in 
either employment with or ability to 
supply goods or services to the federal 
government or any of its agencies by 
reason of the denial of a security 
clearance may write to the Committee 
asking that the case be considered. 
The Committee will then attempt to 
establish the facts in consultation with 
the deputy head concerned and decide 
whether it has jurisdiction. 


Complainants will be informed by the 
Committee of the outcome of every 
complaint, and of the government’s 
reasons for the refusal to hire or pro- 
mote, the dismissal, demotion, or 
transfer of an individual, or the denial 
of a contract. 
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Section V—Conclusion 


The Committee is deeply conscious of 
its onerous responsibilities in repre- 
senting the interests of Parliament in 
the external oversight of CSIS. In the 
short time since its formation, the 
Committee has adopted a collegial 
non-partisan approach to its assigned 
tasks, with the emphasis being on 
acquiring a working knowledge of 
security intelligence matters and 
attempting to ask the right questions 
to those who should be in a position to 
provide answers. 


Given its statutory and part-time role 
as an external review body, the Com- 
mittee’s perspective is necessarily that 
of detached outsiders. With this comes 
a genuine curiosity sprinkled with a 
healthy dose of skepticism — factors 
which are an important part of the 
Canadian Parliamentary tradition. In 
addition, Committee members bring a 
wide range of parliamentary, legisla- 
tive, governmental, and public service 
experience to the job: as former fed- 
eral or provincial ministers responsible 
for security, defence, immigration, 
and treasury matters, and as activists 
who continue to play a public role in 
their respective communities or 
professions. Members of the Commit- 
tee have a combined legislative experi- 
ence totalling thirty-nine years. The 
Committee believes that this experi- 
ence constitutes a pool of knowledge 
and insight which enables it to pursue 
its oversight and complaint functions 
with intelligence and sensitivity to the 
competing interests at stake. 


In every aspect of its functions, the 
most difficult issue facing the Com- 
mittee is balancing the rights of 
individual Canadians against the 
requirements of national security. 
While Parliament has attempted to 
make this task somewhat easier 
through a new definition of “threats to 
the security of Canada”, there is still 
broad scope for differences of opinion 
under the Act. Also, this sort of issue 
cannot be solved through legislative 
drafting alone. Much depends on the 
nature and extent of the information 
available and the philosophy of deci- 
sion makers in positions of authority. 


For its part in the process, the Com- 
mittee plans to ferret out with vigour 
information relevant to its duties and 
functions, and then, in deliberating 
and determining the national security 
requirements involved, to provide 
fairness to individual Canadians 
affected. The Committee is only one 
body in a complex maze of checks and 
balances established by Parliament in 
the Act. But through its report, the 
Committee is the single body which 
can give Parliament annually an 
independent insight into the workings 
of the maze. This the Committee 
intends to do to the best of its abilities, 
judgement, and experience. 
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|. Introduction 


The Reporting Process 


This is the second annual report of the 
Security Intelligence Review Commit- 
ee and the first based on a full 12- 
month period. The first annual report 
covered only the four months from our 
appointment on November 30, 1984, 
to March 31, 1985. This report deals 
with our activities in the 12 months 
ending March 31, 1986. 


In preparing this public report, we 
have had the benefit of the first two 
annual reports of the Director of the 
Canadian Security Intelligence Ser- 
vice (CSIS) to the Solicitor General, 
the first covering the period from July 
16 to December 31, 1984, and the 
second covering the calendar year 
ending December 31, 1985. Both are 
substantial documents. The second, 
much more complete than the first in 
terms of substantive analysis, was 
produced in the remarkable time of 
only two months of the year-end, 
printed and bilingual. 


Besides the two annual reports of 
CSIS, we received two certificates 
that the Inspector General, Dr. Rich- 
ard Gosse, submitted to the Solicitor 
General. These certificates covered 
the period July 16 to December 31, 
1984, and calendar year 1985, respec- 
tively. The certificates are also sub- 
stantial documents produced with 
considerable effort and within a tight 
time frame. 


Both the annual report and certificate 
for 1985 were transmitted to us by the 


Solicitor General in mid-April, 1986. 


This allowed six weeks for these 
important documents to be reviewed 
and analysed before the deadline for 
submission of our own annual report 
to the Solicitor General, in printed 
and bilingual form, as required by 
section 53 of the Canadian Security 
Intelligence Service Act (the Act). 
While the reporting deadlines adopted 
by the Service, the Inspector General 
and ourselves are tight, we believe that 
they serve a useful public purpose in 
ensuring that the information, analysis 
and conclusions in the Committee’s 
annual report — received eventually 
by Parliament and the public — will 
be reasonably up to date, with a max- 
imum six-month lag between the end 
of the CSIS reporting period and the 
tabling of our report in Parliament. 


Parliament’s Watchdog 


In view of recent terrorist activities in 
Canada and abroad, most Canadians 
need very little convincing of the need 
for a modern, effective security intelli- 
gence service. Canada had its fair 
share of tragedy inflicted by terrorists 
last year, most significantly, perhaps, 
the Air India disaster in June, 1985. 
The need to prevent these sorts of 
incidents simply affirms the impor- 
tance of the CSIS role in the counter- 
terrorism field. 
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But giving support to this type of pre- 
vention carries a price — the potential 
threat to the rights and liberties of 
individual Canadians. Parliament was 
concerned about this when it adopted 
the Act, and it made various provi- 
sions to keep this price down. For 
example, the use of the most intrusive 
of surveillance techniques (wire-tap- 
ping, mail opening and so on) requires 
a judicial warrant. The Solicitor Gen- 
eral may give specific directions to the 
Director of CSIS regarding the con- 
trol and management of the Service. 
An Inspector General is appointed to 
monitor compliance by the Service 
with its operational policies and to 
certify whether the Service has done 
anything not authorized by the Act or 
the Minister’s directions or has 
engaged in an unreasonable or 
unnecessary exercise of any of its 
powers. Finally, Parliament provided 
for institutionalized accountability 
through the CSIS annual report, the 
annual certificate of the Inspector 
General, and the Committee’s annual 
report, which is submitted to the 
Solicitor General for tabling in Parlia- 
ment. 


Other than the general accountability 
of the Solicitor General, the only full 
Parliamentary review of CSIS (apart 
from statutory amendment), is 
through the Committee and its annua 
report. In some respects, the Commit- 
tee may be seen as an extension of 
Parliament. While we are appointed 
by the Governor in Council and report 
initially to the Solicitor General, we 
are appointed “after consultation by 
the Prime Minister of Canada with 
the Leader of the Opposition in the 
House of Commons and the leader in 
the House of Commons of each party 
having at least twelve members in that 
House” (subsection 34(1) of the Act). 
This condition of appointment virtu- 
ally guarantees our “tri-partisan”? 
nature. Combined with our collective 
parliamentary, governmental and 
public service experience and the 
active role that we continue to play in 
our communities and professions, it 
justifies our assuming the role of Par- 
liament’s surrogate under the Act. 
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In general terms, our mandate is to 
see that the Service carries out its 
work effectively and efficiently — and 
within the law. Specific tasks spelled 
out for us in the Act fall into two 
broad areas: 


Oversight.* Subsection 38(a) directs 
us “to review generally the perform- 
ance by the Service of its duties and 
functions”, while subsection 38(b) and 
section 40 permit us “to arrange for 
reviews to be conducted, or to conduct 
reviews” with a view to “ensuring that 
the activities of the Service are carried 
out in accordance with this Act, the 
regulations and directions issued by 
the Minister ... and that the activities 
do not involve any unreasonable or 
unnecessary exercise by the Service of 
any of its powers’. Our work in this 
area is described in Chapter I. 


Complaints. Section 38(c) directs us 
to investigate complaints that anyone 
makes about the activities of the Ser- 
vice, complaints about the denial of 
security clearances in public service 
employment, in the supply of goods 
and services to the federal government 
and in immigration and citizenship 
matters, as well as to investigate the 
security aspects of certain complaints 
lodged with the Canadian Human 
Rights Commission. In Chapter III, 
we report on our work in this area. 


Chapter IV describes other activities, 
including communications, liaison and 
administration, and Chapter V raises 
certain major policy issues. 


In assuming this role as Parliament’s 
watchdog over CSIS, our oversight 
activities have tended to be event- 
oriented rather than comprehensive in 
approach. We have sought to maintain 
an arm’s-length relationship with the 
Service and other direct participants 
in the Canadian security intelligence 
establishment. Granted, we have had 
to adopt the standard rules and proce- 
dures pertaining to any organization 
operating in this field, such as requir- 
ing appropriate security clearances for 
all our staff and counsel and maintain- 
ing the security of sensitive docu- 
ments. But we have consciously 
avoided becoming part of the system 
and giving the appearance of being 
“insiders”; we are mindful of our role 
in explaining the system to Parliament 
and the public without throwing up 
unnecessarily the smoke screen of 
“national security” as an excuse for 
not providing information that can 
and should be made available in the 
public interest. 


* Oversight is the word used in both the 


United States and the United Kingdom to 
mean monitoring and evaluation of security 
intelligence operations. Because it is a well- 
established term in the intelligence commu- 
nity, we also use it despite the risk of 
ambiguity arising from its other meaning as 
a failure to notice. 
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Our job has been greatly assisted by 
our small but hard-working and pro- 
ductive staff. Each staff member 
brings an important and unique 
professional contribution to the team, 
which collectively operates in an effi- 
cient and effective manner in conduct- 
ing research and providing adminis- 
trative support for us. Like everyone 
else in government, we and our staff 
have had to learn to live with budget- 
ary restraint, and this has not been 
without problems. Our resource prob- 
lems are far from over, particularly 
given the increased workload as a 
result of an important referral from 
the Solicitor General on bilingualism 
and personnel management policies 
and practices. We have received co- 
operation and support from the Privy 
Council Office and the Treasury 
Board in making suitable arrange- 
ments for staff and physical facilities 
for the Committee’s operations. 


Report Card 


The bulk of this report, in describing 
our activities last year, reflects many 
of our conclusions regarding the 
performance by the Service of its 
duties and functions. However, we 
thought it might be useful to highlight 
some of these conclusions in the form 
of a report card on CSIS and on secu- 
rity clearances by the Department of 
National Defence. By way of general 
comment, after 20 months, progress 
continues to be made in the Service 
and the future is promising. However, 
there are still transitional problems. 


Operational Activities. To the extent 
that can be determined through the 
Office of the Inspector General and 
independently, the operational activi- 
ties of CSIS appear to have complied 
with the law and have not involved an 
unreasonable or unnecessary exercise 
by the Service of any of its powers. 


Unlawful Conduct. Unlawful conduct 
by individual members of the Service 
in 1985 appears to have been 
restricted, with one exception, to 
minor parking or traffic violations for 
which fines were paid in the normal 
course. The exception involved an 
incident of personating a peace officer, 
and, after a report was given by the 
Director to the Solicitor General, the © 
Attorney General of Canada and to 
us, it was dealt with internally in a 
satisfactory manner. 


Counter-intelligence and Counter- 
terrorism Programs. CSIS is operat- 
ing at a high level of competence and 
professionalism within its counter- 
intelligence and counter-terrorism 
programs, providing useful intelli- 
gence assessments and advice to 
appropriate officials. However, there 
is still room for improvement even 
within current budgetary limits, which 
appear to be a serious constraining 
force on CSIS operational capabilities. 
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Targeting Process. The Inspector 
Jeneral found that the CSIS target- 
ng process — under which individuals 
ind organizations that are or may be 
onducting activities constituting 
hreats to the security of Canada are 
nvestigated — appears to be function- 
ng well, with due regard to the rights 
ind liberties of those Canadian resi- 
Jents affected. We concur with this 
finding. In particular, the centralized 
approval system within CSIS, the 
various levels of investigation that can 
be authorized, the length of time of 
such authorizations, and the nature of 
information required to be placed 
before the centralized approving body 
all leave us and the Inspector General 
with the general impression that CSIS 
carries out the targeting process 
responsibly and well. The Inspector 
General has suggested some specific 
improvements; related to the quality 
and clarity of reports and the role of 
legal counsel in making targeting 
decisions. We concur with his sugges- 
tions. 


Recruitment and Training. The pro- 
cess of recruiting and training new 
intelligence officers through the Sir 
William Stephenson Academy at 
Camp Borden is working well in most 
respects. This facility will serve CSIS 
well in the long term. 


However, not enough Francophones or 
women are being recruited, and 
arrangements for lateral transfers into 
CSIS of highly qualified people with 
special skills is lagging. As a result, 
CSIS in the short term may be simply 
an extension of the former RCMP 
Security Service, not the truly civilian 
body that Parliament intended. 


Civilianization. CSIS is unnecessarily 
defensive and sensitive in discussing 
civilianization. While we recognize 
that this process, mandated by Parlia- 
ment after a lengthy Royal Commis- 
sion and a full Parliamentary debate, 
is not without practical problems of 
transition (e.g., new institutional rela- 
tionships to be established, phasing 
out of shared administrative systems 
with the RCMP), we are disappointed 
that the progress toward civilianiza- 
tion has been so slow. 
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We cannot accept the CSIS Director’s 
view that such critical observations 
somehow reflect unfairly on the 
professionalism of CSIS employees 
who came from the RCMP. We have 
no desire or inclination to denigrate 
the professional reputations of mem- 
bers of CSIS and the Force from 
which most of them came. We are the 
first to recognize their significant 
contribution to the effective security 
intelligence programs now in opera- 
tion. But, also, we now have the 
advantage of being informed outsiders 
who, upon being given a fairly sub- 
stantial look at the inside, have unani- 
mously concluded that Parliament’s 
mandate regarding civilianization is 
slow to be implemented. We would be 
remiss in our duty to Parliament if we 
turned a blind eye to this fact. 


We have observed at many levels 
within CSIS, particularly in senior 
management, an unwillingness to 
bring in outsiders. While this attitude 
may be based on genuine concerns 
over maintaining security among per- 
sonnel, it has left the impression that 
many persons within the organization 
are still resisting the civilianization 
process mandated by Parliament. 


Concerns have been expressed that 
because of civilianization and the 
emphasis put on it, there may be 
wholesale transfers of senior CSIS 
personnel back to the RCMP under 
section 66 of the Act (permitted on or 
before July 16, 1986). But we believe 
that most CSIS employees regard 
civilianization as a step in the right 
direction, with their career opportuni- 
ties enhanced as a result. This 
assumes, of course, that there will be 
adequate financial resources for CSIS 
to carry out its civilian mandate, an 
issue which we would hope Treasury 
Board and the Government do not lose 
sight of. 


Relationship with RCMP. CSIS has 
made significant progress in clarifying 
its relationships with law enforcement 
and other agencies in combatting 
terrorism. However, it still faces sig- 
nificant impediments to fulfilment of 
its statutory mandate in this area. We 
are concerned that, as of the time of 
writing, CSIS still did not have direct 
access to the Canadian Police Infor- 
mation Centre (CPIC). We noted in 
last year’s annual report that such 
access by CSIS officers is essential to 
their operational capability. 
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Ve also have questions about the 
scurity intelligence capability of the 
‘CMP, which might operate in paral- 
] with CSIS, duplicating or even 
onflicting with the Service’s primary 
gle mandated by Parliament. As a 
jommittee, we have no oversight 
owers respecting the RCMP directly, 
xcept to the extent that RCMP 
ctivities impinge on the performance 
y CSIS of its duties and functions. 
ndeed, there is comparatively little 
ndependent oversight of the RCMP 
— no Inspector General, no Review 
Sommittee, no annual report tabled in 
’arliament, no independent adjudica- 
ion for members of the public, and 
ess stringent requirements for obtain- 
ng warrants authorizing interception 
yf communications. We are 
ncouraged that there is ongoing con- 
ultation between the Director of 
SSIS and the Commissioner of the 
CMP regarding investigative respon- 
sibilities in counter-terrorism with a 
fiew to minimizing overlap and the 
‘isk of working at cross-purposes. 
Suffice it to say at this point that the 
sounter-terrorism roles of CSIS and 
the RCMP should be complementary, 
with CSIS primarily engaging in the 
collection of intelligence and the 
RCMP in the investigation of security 
offences and the provision of protec- 
tive security measures. If CSIS is 
impaired in the performance of its 
duties and functions by investigational 
activities of the RCMP, it should seek 
direction from the Solicitor General 
on the matter. 


Bilingualism and Personnel Manage- 
ment. As early as the summer of 1985, 
we began to detect that not all was 
well in relationships between Québec 
Regional Command and CSIS 
National Headquarters. It was not 
always clear what the nature of the 
problem was, although it appeared to 
be a mixture of personality differ- 
ences, concern over alleged failure of 
headquarters to implement bilingual- 
ism in the Québec region, and differ- 
ences of opinion concerning RCMP 
pension rights, bonuses, grievance 
procedures and promotional oppor- 
tunities for surveillance officers. The 
situation erupted into the courts and 
the press in Montreal in early 1986, 
and we received numerous complaints 
under section 41 of the Act from 
individuals, unions and legal repre- 
sentatives. 
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Given the widespread nature of these 
problems and their potential for seri- 
ously impairing the operational capa- 
bility of the Service in Québec and the 
National Capital Region, the Solicitor 
General on March 19, 1986, asked us 
to provide him with a special study on 
the extent to which the reported prob- 
lems are prevalent in CSIS, with 
recommendations to remedy any 
deficiencies which may be discovered. 
We responded favourably to this 
request on March 24, 1986, character- 
izing the Solicitor General’s letter and 
terms of reference as a formal request 
for a “special report” under section 54 
of the Act. We were pleased that the 
Solicitor General had discussed the 
request with the Director of CSIS, 
who was fully in support of study and 
investigation by the Committee. 


We expect to report our findings and 
recommendations to the Solicitor 
General by the early fall of 1986. 


Security Screening. In both our over- 
sight and complaints functions, we 
have had the advantage of observing 
closely the work done by CSIS in 
providing security assessments for 
other departments and agencies. For 
the most part we have been impressed 
with the quality and thoroughness of 
field investigations and the security 
screening interviews conducted by the 
Service. However, there was one com- 
plaint before us in which CSIS 
secretly taped the comments of the 
public servant being interviewed, a 
practice which is completely unaccept- 
able and which should cease immedi- 
ately. 


In a review of over 100 files opened 
since CSIS was created on July 16, 
1984, apart from complaints before 
us, there was not a case where it was 
found that CSIS exercised “unreason: 
able” or “unnecessary” powers of 
investigation or collected information 
that was unnecessary or excessive. 


However, we were disturbed by the 
time required by CSIS to process 
requests — up to nine months, com- 
pared with the maximum of three 
months targeted by the Service at the 
time of its formation. The facts and 
figures will be found in Chapter II. 
While part of this problem may lie 
with inadequate resources and with 
government departments that may be 
requesting clearances that are not 
really necessary, CSIS must share 
some of the blame for the backlog and 
resulting hardship on those present or 
prospective government employees 
whose opportunities for advancement 
are held up while they wait to get the 
required level of clearance. 
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The Government’s current proposals 
for changes to the security screening 
program, about to be implemented as 
a result of Security Policy Under 
Review (SPUR), may result in a 
reduction in the overall number of 
persons screened for national security 
purposes. However, there may be 
offsetting requirements which could 
demand additional person-years 
within CSIS. While the SPUR pro- 
posals contain major improvements on 
current policy and should provide 
better value for money in this impor- 
tant area, we are not at all confident 
that the overall resource implications 
for CSIS will be positive. If that is the 
case, we see no alternative to CSIS 
allocating a larger portion of its opera- 
tional program resources to security 
screening. 


DND Security Screening. At the 
Department of National Defence 
(DND), security investigations fell far 
below the CSIS standard. After hear- 
ing 16 complaints on denials of clear- 
ances by DND, we concluded that 
many negative security assessments 
were made as a Substitute for person- 
nel management decisions. This is 
discussed in some detail in Chapter 
Ill. 
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Polygraph Examinations. As dis- 
cussed in Chapter II, we believe that 
the “voluntary” polygraph program 
being implemented among serving 
CSIS employees should go no further 
and that polygraph testing of CSIS 
recruits should cease, at least until a 
thorough and objective study has been 
carried out and the Solicitor General 
and the Government have been able to 
reach conclusions about whether this 
technique should be employed by 
Canadian agencies and, if so, under 
what circumstances and rules. 


CSIS Attitude to the Review Process. 
If CSIS is still uncomfortable with the 
process of civilianization, it is even 
more uncomfortable with the process 
of independent review. Having a body 
of outsiders acting as a watchdog is 
unfamiliar to security intelligence 
agencies in many countries of the 
world, including some of Canada’s 
closest allies. Nevertheless, civilian 
oversight is a growing trend in western 
democracies as a means of maintain- 
ing the delicate balance between the 
provision of effective security intelli- 
gence and protecting the rights and 
liberties of individual citizens. 
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Our relationship with CSIS is improv- 
ing, and we are encouraged by con- 
scious efforts now being made by some 
within the Service to develop an 
atmosphere of mutual respect and co- 
Operation as we carry out our respec- 
tive mandates. Nevertheless, there 
appears to be a lingering attitude 
within the Service that the Committee 
and the Inspector General are a bit of 
a nuisance, that there is a risk of the 
review process feeding on itself* and 
that high-level government discussions 
should take place on the issue follow- 
ing each reporting cycle**. We believe 
that this attitude is unwarranted, and 
we concur with the Inspector 
General’s view that CSIS officials 
should avoid what might be con- 
sidered an unwise invitation for politi- 
cal direction as to how statutory 
responsibilities of review should be 
carried out. There will be ample 
opportunity for Parliament to speak 
when it makes its scheduled review of 
the legislation three years from now. 
In the interim, we believe that as we 
and the Service become more familiar 
with each other’s roles and respon- 
sibilities, relationships will develop 
which should prove to be mutually 
beneficial. 


* acomment in the 1985 Annual Report of 
the Director of CSIS 
** ibid 


For members of the Service, exposure 
to the new and challenging reality of 
oversight and accountability to Parlia- 
ment should be a positive experience. 
For us, the appropriate line between 
review functions carried on in a crea- 
tive and constructive atmosphere and 
interference in the day-to-day opera- 
tions and management of the Service 
should become clearer. In this respect, 
we wish to state categorically that we 
recognize the exclusive role of senior 
management and the Director of 
CSIS in the day-to-day operations and 
management of the Service. 


What should emerge in the end is the 
sort of healthy and creative tension 
between two bodies that is based on 
mutual respect and a commitment to 
excellence in carrying out their respec- 
tive statutory mandates in this most 
delicate of areas. 


"À 
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ll. Oversight 
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Establishing Priorities of Review 
In last year’s annual report we charac- 
terized our approach as “a genuine 
curiosity sprinkled with a healthy dose 
of skepticism — factors which are an 
important part of the Canadian parlia- 
‘mentary tradition”. In the year ending 
| March 31, 1986, we focused on a 
number of areas: 


e the CSIS budget (multi-year 
operational plan); 


recruitment, training and 
development at CSIS; 


use of the polygraph (“lie detec- 
tor’’); 

e various acts or threatened acts of 
terrorism in Canada; 


judicial warrants; 


e CSIS arrangements with the 
RCMP and other bodies; 


e ministerial directions to CSIS; 
e security screening; 
e CSIS use of open sources; 


¢ counter-subversion operations 
and the problem of unwitting 
participants; and 


¢ collection of information by CSIS 
and file retention (accidental by- 
products). 


This report deals with many of them. 


CSIS Resources and Administration 


Mandate. One of our tasks under the 
Act is to “review generally the 
performance by the Service of its 
duties and functions”. We thus exam- 
ined the CSIS budget, to see whether 
the Service had adequate resources to 
carry out its work, as well as certain 
elements of its administration. 


Transition. Before CSIS was created 
in 1984, its work was the responsibil- 
ity of the RCMP, which provided 
accommodations and such central 
services as financial administration. 
CSIS has had to establish facilities 
and services of its own. In some areas, 
RCMP systems have had to be tail- 
ored to the needs of a smaller organi- 
zation. 


CSIS is having to develop its own 
services in a climate of severe 
restraint. The new agency also faces 
extensive demands for information 
from oversight bodies — something 
the RCMP Security Service did not 
have to deal with. In 1985-86, for 
example, we made 70 written inquiries 
and received oral briefings on a wide 
variety of topics. 
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While all areas of government must 
share the burden of restraint, we are 
concerned that CSIS may be faced 

with a very serious resource squeeze. 


Accommodations. CSIS has a multi- 
year capital plan to build and equip 
facilities separate from those of the 
RCMP in a number of Canadian 
cities. In Ottawa, a new national head- 
quarters is planned. However, there 
have been serious delays. 


The Service has provided us with a 
copy of a special audit concerning the 
renovation of a building in Montreal 
to serve as regional headquarters for 
Québec. This audit was carried out by 
the Auditor General at the request of 
a former Solicitor General. The report 
indicates that this project could be 
delayed by as much as three years, 
and that the real cost may conse- 
quently be higher than planned. While 
the report acknowledges that some of 
the delays were beyond the control of 
the Service or were to be expected in 
any new venture, it also noted that 
CSIS: 


e did not examine the cost efficien- 
cies of various sites in its initial 
search for a location; 


+ has weaknesses in project man- 
agement, notably a lack of clearly 
defined responsibilities; and 


¢ was unable to meet certain mile- 
stone dates and made late amend- 
ments to the specifications. 


| 
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We will continue to monitor the com- | 
pletion of capital projects and to 
inquire into the changes made by 
CSIS in response to the Auditor Gen- 
eral’s report. 


PEMS. At present, all government 
departments and many agencies have 
an annual planning cycle based on the 
Policy and Expenditure Management 
System (PEMS). The Service has 
started putting PEMS in place, but it — 
is not as yet fully implemented. 


Examining the Service’s PEMS docu- 
mentation in light of Treasury Board | 
guidelines and discussing implementa- 
tion with CSIS officials, we noted 
some difficulties. The documentation : 
includes non-measurable objectives, 
which are not compatible with the 
intent of PEMS. In any event, follow- 
up “statements of results” are gener- | 
ally lacking, so that the degree to 
which objectives were achieved is not 
apparent from a reading of the docu- | 
mentation. These deficiencies impede 
systematic budget analysis. 


We appreciate the problems 
associated with measuring the results 
of security expenditures. We also 
recognize that few departments or 
agencies fully adhere to PEMS docu- 
mentation guidelines. We do feel, 
however, that knowledge of how 
resources are transformed into end 
results is of more than academic inter- 
est. In times of restraint, the Govern- 
ment must be fully aware of the 
implications of reductions, and the 
Service must be able to state the 
results of security expenditures clearly 
so it can compete for scarce resources. 


Bilingualism and Personnel Manage- 

_ ment. At the request of the Solicitor 

General on March 19, 1986, we have 
undertaken a special study on prob- 

lems of bilingualism and personnel 
management policies and practices, 
reported from the Montreal office of 
the Service as described in the intro- 
duction to this report. 


In early April, we commenced our 
investigation of this situation with the 
assistance of Pierre Gagnon, a Quebec 
City lawyer with considerable experi- 
ence in labour-management issues, 
and the Office of the Inspector Gen- 
eral. Discussions were held with the 


Office of the Commissioner of Official 


Languages with a view to co-ordinat- 
ing his and our investigations of the 
implementation of Canada’s official 
languages policy within CSIS and to 
avoid duplication, overlap and 
unnecessary expense. 
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Our immediate task has been to focus 
on the extent, if any, to which the 
operational effectiveness of CSIS has 
been impaired by: 


e failure to observe the Govern- 
ment’s official languages policies 
in the Québec and National Capi- 
tal Regions; 


e ineffective, poorly executed, inap- 
propriate or misunderstood per- 
sonnel policies and practices, with 
particular reference to the Qué- 
bec and National Capital 
Regions; 


e inappropriate or misunderstood 
pay and benefits policies, with 
particular reference to the effect 
of such policies in the Québec and 
National Capital Regions; and 


e ineffective, poorly executed or 
misunderstood promotion and 
grievance procedures, with par- 
ticular reference to the effect of 
such policies in the Québec and 
National Capital Regions. 


We expect to report our findings and 
recommendations to the Solicitor 
General by the early fall of 1986. 
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On his own initiative, the Inspector 
General in early 1986 reviewed the 
use of Canada’s official languages in 
obtaining warrants under the Act in 
the Québec Region during 1985. This 
review was undertaken to determine 
whether undue delays were caused 
though lack of bilingual capacity at 
CSIS headquarters. He concluded, 
after examining relevant files and 
records, that warrants were not 
delayed for this reason, although there 
were delays in translating certain 
documents after the warrants were 
issued. The perceived problems in 
Québec relating to warrants appear to 
have arisen through the failure of 
some personnel in Montreal to under- 
stand the elaborate process necessary 
under section 21 of the Act for obtain- 
ing warrants and insufficient com- 
munication between CSIS headquar- 
ters and Montreal to explain non- 
linguistic problems associated with 
preparing warrant applications to the 
court. We are advised that these com- 
munication and information problems 
are currently being resolved. 


Personnel Recruitment, Training and 
Development 


In last year’s annual report, we 
indicated that examination of CSIS 
training and development would be a 
priority. After a briefing from the 
Service, we launched a full research 
study, which was completed in March, 
1986, and forwarded to the Solicitor 
General, the Director of CSIS, and 
the Inspector General. 


We recognize that CSIS management 
has overcome many obstacles and 
achieved good results in a number of 
areas. Particularly impressive was the 
speed with which the Service created 
from scratch a training program that 
got a very high rating from its first 
class of recruits. And it is only fair to 
note that some strains will exist in any 
transition process — are, indeed, una- 
voidable in a career service with a 
competition system for transfers and 
promotions. 


We recommended that: 


e CSIS recruit additional personnel 
from outside the Service to mid- 
dle-management positions; 


+ CSIS advertise openly and widely 
for recruits; 


+ the recruitment pool be widened 
to encourage greater participa- 
tion by Francophones and women 
in the operational and intelligence 
officer categories. We also sug- 
gested more recruitment of 
individuals with foreign-language 
skills; 


e CSIS management intensify 
current efforts, with the Public 
Service Commission, to keep 
unionized employees from losing 
the right to compete for other 
public service jobs as a conse- 
quence of CSIS’ designation as a 
separate employer; 
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e more Francophones be hired at 
senior levels, that all communica- 
tion with Québec and all docu- 
mentation for national use be 
made available in French, and 
that senior management recog- 
nize and make a commitment to 
solving the bilingualism issue; 


e efforts be made to develop addi- 
tional internal training programs 
and tradecraft courses for 
employees; 


e an employee assistance program 
be established to deal with per- 
sonal and work-related problems, 
and that it operate on a basis of 
strict confidentiality; and 


e greater efforts be made to 
improve communication between 
senior management and 
employees. 


An executive summary of our findings 
and conclusions can be found in 
Appendix A. 


Polygraph Examinations 


We have grave doubts about the 
present use of the polygraph — better 
known to the public as the “lie detec- 
tor” — by the Service for employment 
and security clearance screening. 
Taking a polygraph examination is a 
condition of employment for recruits, 
and current employees have been 
asked to “volunteer” for examinations. 
Questions relating to both lifestyle and 
loyalty are posed to recruits in these 
examinations. Current employees are 
asked questions related to loyalty only, 
not lifestyle. 
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In polygraph examinations, certain 
physiological reactions of subjects are 
monitored while they respond Yes and 
No to questions. Quickened pulse and 
breathing, for example, in response to 
particular questions, may be read as 
signs that the subject is deceptive. 


A distinction has to be drawn in the 
use of the polygraph between criminal 
investigation, on the one hand, and 
employment and security clearance 
screening, on the other. There is some 
evidence that polygraph examinations 
can be a useful tool in criminal investi- 
gation. But there are no generally 
accepted scientific studies that estab- 
lish their validity in employment and 
security clearance screening, and it is 
this use we are discussing here. Sup- 
porters generally cite anecdotal rather 
than scientific evidence in favour of 
the polygraph in security clearance 
screening. 


Nonetheless, there are some who 
argue that, used as one indicator 
among others, the polygraph is an 
invaluable guide to the honesty of 
individuals tested. But others point out 
that it can wrongly point the finger of 
suspicion and put an intolerable onus 
on those who fail to prove their 
honesty. 
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The Service must, of course, guard 
against penetration by those who 
would betray Canada for ideology, 
personal gain or other reasons. We 
know that the use of polygraph exami- 
nations is widely accepted in the U.S. 
intelligence community to screen 
recruits and employees, although not 
without objections from some promi- 
nent Americans. 


The Canadian Security and Intelli- 
gence Service is trying to be respon- 
sible in this area. CSIS examinations 
are performed by trained psycholo- 
gists.* And the Service says that “nor- 
mally” no one is denied security clear- 
ance or employment solely on the 
basis of a polygraph examination; 
supporting evidence from other 
sources is required. 


* We also wish to record that we were dis- 
turbed to find that the Service did not have 
on call a trained psychologist who could 
administer the examinations in French. 
This failing has been corrected as of Febru- 
ary, 1986. 


But we are not satisfied with these 
safeguards. The accuracy of poly- 
graph results lies at the heart of the 
issue. Assuming that the examinations 
were 90 per cent accurate — a higher 
estimate than most experts claim — 
and that one out of every 1,000 per- 
sons tested were disloyal, then in a 


sample of 1,000 candidates, 100 inno- | 


cent people would be labelled dishon- 
est and the one truly dishonest person 
would have one chance in 10 of not 
being caught. Thus, there is not only 
the risk of grievous injustice to honest 
and loyal Canadians, the polygraph is 
not even an airtight bulwark against 
penetration of the Service by disloyal 
and dishonest people. 


Most importantly, we do not think 
that CSIS can sustain in day-to-day 
work its policy against making poly- 
graph results the sole determinant of 
security clearances and employment 
— even “normally”. Negative results 
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on a polygraph examination would be ! 


taken so seriously by so many people 
that injustices could not be avoided. 
Indeed, in one complaint before us in 
1985, overwhelming reliance on the 
polygraph was clear, although it was 
denied with palpable sincerity by those 
whose judgement the polygraph read- 
ings had so obviously swayed. 
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In a similar vein, we do not believe 
that the examination of current 
employees can be truly “voluntary”. 
Anyone who showed any reluctance 
would clearly be suspected of having 
something to hide, with the result that 
pressure to be examined would almost 
certainly be irresistable for all but the 
bravest souls. 


Finally, we are also concerned that as 
‘the polygraph becomes routine for 
members of the Service themselves, its 
use will spread unnecessarily through- 
out the government. 


For all of these reasons, we urge that 
the use of polygraph examinations for 
| employment and security clearance 
_ screening stop, at least until a thor- 
ough and objective study has been 
carried out and the Solicitor General 
and the Government have been able to 
reach conclusions about whether the 
use of such methods is compatible 
with the values of a free and demo- 
cratic society. 


_ Meetings and Inquiries on Specific 
Incidents 


We actively question the Service on 

_ incidents and actions of national 
import, both on our own initiative and 
following inquiries from the public. 
We wish to record our appreciation of 
the Service’s general candour in these 


_ matters. Overall, we believe that CSIS 


took appropriate and adequate action. 


Air India and Narita Airport Disas- 
ters. On June 23, 1985, Air India 
flight 181/182 crashed into the Atlan- 
tic Ocean off the coast of Ireland. On 
the same day, there was an explosion 
in luggage unloaded from CP Air 
flight 003 at Narita Airport in Japan. 
The cause of these incidents has not 
been officially determined, however 
bombs planted by terrorists are 
strongly suspected. We were con- 
cerned with the intelligence produced 
in this matter and the quality of air- 
port security in general, and we 
started questioning CSIS officials on 
these and related issues. We intend to 
pursue this matter with vigour but not 
in a way that will interfere with ongo- 
ing CSIS and RCMP operations. 


Airport Hoax. In December, 1985, the 
RCMP was informed of an alleged 
Libyan plot to place an explosive 
device on a commercial passenger 
flight originating from Ottawa. Secu- 
rity precautions at several airports 
were subsequently increased, at sig- 
nificant expense to Canadian taxpay- 
ers and inconvenience to travellers. 
The RCMP ultimately determined, 
with CSIS assistance, that the alleged 
plot was a hoax. We questioned CSIS 
officials on the incident and on airport 
security in general. 


Expulsion of Bulgarian Diplomat. On 
July 22, 1985, following a CSIS inves- 
tigation, the Department of External 
Affairs declared a Bulgarian 
diplomat, Vitaly Ivan Delibaltov, 
persona non grata. Information pro- 
vided by CSIS had indicated that 
Delibaltov was involved in collecting 
unauthorized information, an activity 
incompatible with his diplomatic sta- 
tus. Our interest arose from media 
discussions and comments on this 
case. 


Deportation of Taiwanese Official. In 
January, 1986, Patrick Chang, presi- 
dent of the Canada-Taiwan Chamber 
of Commerce, received a deportation 
order, and in March, 1986, abandon- 
ing court appeals, he returned to Tai- 
wan. According to media reports, 
some members of the Chinese 
Canadian community believed that 
the government decision was racist 
and that Chang had no opportunity to 
defend himself. We have asked to be 
informed of the specific reasons for 
this deportation decision. 


Federal Court Warrants 


Mandate. The Service may, with the 
approval of the Solicitor General, seek 
warrants from the Federal Court of 
Canada for such purposes as planting 
electronic listening devices, conduct- 
ing clandestine searches or opening 
mail. 


The Act does not assign to us any 
specific responsibilities regarding 
warrants. However, we have a general 
duty to flag unreasonable or unneces- 
sary use by the Service of its powers. 
And we are also directed by the Act 
“to compile and analyse statistics on 
the operational activities of the Ser- 
vice”. This responsibility permits us to 
fill a gap in reporting on warrants. 
Before the Act was adopted, the 
Solicitor General published certain 
statistics under the Official Secrets 
Act on the use of warrants in security 
matters. This portion of the Official 
Secrets Act was repealed when the 


Act was adopted, so the Solicitor Gen- | 


eral no longer has this duty. With his 
concurrence, we have decided to 
report to Parliament on the use of 
warrants. 


Statistics. Statistics found in Table 1, 
provided by CSIS, cover the calendar 
year 1985. Section 21 of the Act pro- 
vides for new warrants and section 22 
for the renewal of existing warrants. 


Activities authorized by these war- 
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rants included wiretapping, eavesdrop- | 


ping by microphone, capturing of 
optical images, interception of 
recorded communications, searches 
for documentation and paraphenalia 
and the interception of mail. 


In 1983, the last full year in which 
warrants were issued under the Offi- 
cial Secrets Act, the Solicitor General 
approved 525 warrants. The average 
length of time a warrant remained in 
force was 253 days. 


Table 1. Warrants Granted to CSIS, 1985 


New warrants issued under Section 21 


Warrants renewed under Section 22 


Average length of time for which warrants were in force: 


However, a direct comparison of the 
aumbers of warrants issued under the 
two statutes is not possible because of 
differences between them. Under the 
Official Secrets Act, in general, each 
warrant authorized the use of only one 
covert technique, such as a wiretap, 
against only one “target”. Thus the 
warrant statistics provided to Parlia- 
ment under that Act clearly showed 
the extent to which such powers were 
used. Under the new Act, however, 
one warrant can authorize the use of 
many devices against many targets. 
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173.58 days 


Thus, statistics on warrants issued 
under the new Act convey substan- 
tially less information than those com- 
piled under the Official Secrets Act 
about the extent of authorization of 
highly intrusive devices. We are nego- 
tiating with CSIS a more informative 
arrangement of statistics to present to 
Parliament in future. In the mean- 
time, we have examined recent trends 
and believe that there has been no 
increase in the use of intrusive investi- 
gation techniques authorized by war- 
rants over the last three years. Differ- 
ences in the average length of time 
warrants are in force may be 
explained by provisions in the new Act 
for 60-day warrants and by the 
change-over to a new warrant 
approval system. 


Observations. We were briefed by 
CSIS on the use of warrants generally, 
we read the affidavits sworn by CSIS 
officers in support of requests for 
particular warrants, we read the spe- 
cific terms of the warrants issued by 
the Federal Court, we reviewed the 
quarterly reports on outstanding war- 
rants, and we undertook some statisti- 
cal analysis. No improper use of war- 
rants or the warrant application 
procedure was noted. 


Future Review. The public presenta- 
tion of warrant statistics in any detail 
could jeopardize security intelligence 
operations. We plan, however, to 
examine this process in some depth, 
with the intention of ensuring that 
there is no unnecessary or excessive 
use of the Service’s powers. We also 
intend to go behind the affidavits to 
examine the files which support them. 
We will question the Service on sig- 
nificant variations in the use of intru- 
sive techniques, and, if need be, report 
to Parliament on these changes. 


Inter-organization Arrangements 


Mandate. The Act directs us to review 
arrangements that the Service enters 
into with federal departments, provin- 
cial authorities and police forces, and 
foreign governments and institutions. 
Under such arrangements, the Service 
may conduct security clearance inves- 
tigations for other agencies. It can also 
make arrangements for such purposes 
as sharing information and conducting 
joint operations. 


Access to Data Bases. We have 
received copies of two memoranda of 
understanding that give the Service 
access to Canada Post and External 
Affairs data bases. Under these agree- 
ments, CSIS can request information 
under paragraph 8(2)(e) of the 
Privacy Act — information required 
to enforce any law or carry out lawful 
investigation. We have examined the 
two agreements and believe that both 
fall within the letter and spirit of the 
Act; they involve no undue encroach- 
ment on individual privacy or liberty. 


CSIS has advised us that four further 
memoranda of understanding giving it 
access to federal data banks have been 
finalized. Negotiations are underway 
with a view to gaining access to a 
number of other data banks held by 
federal departments and by certain 
provincial authorities. We will review 
these agreements when they are 
signed and copies are received. 


Foreign Arrangements. We have been 
briefed on arrangements that the Ser- 
vice has with friendly powers. These 
fall into three categories. There are 
formal agreements in which the terms 
are explicitly documented and there 
are exchanges of notes, including an 
exchange between the Canadian 
embassy and the foreign ministry of 
the country concerned. Second, there 
are informal arrangements in which a 
general understanding of co-operation 
is exchanged between services or at 
the embassy level. Finally, there are 
ad hoc arrangements in which liaison 
officers reach a verbal understanding. 
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CSIS provided us with copies of such 
agreements that it inherited from the 
Security Service of the RCMP — 
thousands of pages, which we perused. 
Questions arose and, in most cases, 
clarification has been received. 


However, we believe that these 
arrangements should all be reviewed 
in light of the new Act and renego- 
tiated. We made the same recommen- 
dation in last year’s annual report. 
CSIS’ lack of action to date suggests 
that it does not agree. 


US. Immigration and Naturalization 
Service. We inquired into the provi- 
‘sion of information by the Canadian 
‘government to the United States 
Immigration and Naturalization Ser- 
vice (USINS) and found that before 
1980, the RCMP Security Service 
provided USINS with information 
that may, in some cases, have been 
used to place individuals on a USINS 
“Lookout List” which is kept at bor- 
der crossings. This is a list of individu- 
als to be refused admission into the 
United States. The Canadian govern- 
ment cancelled this agreement in 1980 
and asked the U.S. government to 
purge from USINS files all informa- 
tion previously provided. 


We are concerned that USINS has 
been unable to comply with this 
request, offering various legal and 
administrative reasons. But it has 
agreed to review files on a case-by- 
case basis. That is, when Canadian 
authorities ask that Canadian-sup- 
plied information on a given individual 
be removed from the file, USINS will 
review the case and may comply. 
Exceptions occur when USINS has 
similar information from other 
sources. 


Canadians who are on the “Lookout 
List” because of information supplied 
by Canadian authorities before 1980 
can apply to CSIS to ask USINS to 
have the information withdrawn. If 
they are not satisfied that CSIS made 
such a request, they can lodge a com- 
plaint with us. 


Ministerial Direction 


Mandate. The Act provides that when 
the Solicitor General issues written 
directions to the Service, we must be 
given copies. 
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Past Solicitors General have provided 
direction to the Service in two forms 
— directives and direction. Minis- 
terial directives are formal instruc- 
tions covering a certain type of opera- 
tion. They normally require that 
certain matters be referred to the 
Solicitor General for decision. Minis- 
terial direction normally takes the 
form of correspondence on specific 
cases in which the Solicitor General 
incidentally provides policy guidance 
with respect to fairly narrow catego- 
ries of cases. 


Review. We received from the Service 
a “Compendium of Ministerial Direc- 
tion” containing all known written 
directives and direction. We have 
reviewed this document, and asked a 
number of questions on specific items. 
We understand that all Ministerial 
directives are currently being revised 
to conform to the new Act, and we will 
continue to monitor the situation. 


Fourteen new directives have been 
issued since CSIS was established. 
They are listed in Appendix B. 


“CPIC” 


We are disturbed by the fact that 
CSIS still does not have full, direct 
access to Canadian Police Information 
Centre (CPIC) data banks, which let 
users find out instantly about such 
things as vehicle registration and 
criminal records. 
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This was an issue we raised in last 
year’s annual report. Because we 
believe that CSIS officers need direct 
access to CPIC to work effectively, we 
said then that the Canadian Police 
Information Centre Advisory Com- 
mittee should allow such access. The 
RCMP is a major participant in this 
committee. 


In February, 1986, we asked for a 
progress report and learned that, 
pending further discussions, the Ser- 
vice is still denied direct access to a 
major portion of CPIC information. 
To get this information, CSIS must 
apply to the RCMP. Even for the files! 
to which access was granted, the Ser- 
vice is still waiting for the RCMP to © 
supply the necesary computer termi- 
nals and software. 


We have strongly urged the parties 
involved to resolve their difficulties 
and have suggested to the Solicitor | 
General that he consider intervening | 
personally, as both the RCMP and 
CSIS report to him. 


As noted in the introduction, we have 
no oversight powers respecting the 
RCMP directly, except to the extent 
that RCMP activities impinge on the 


| performance by CSIS of its duties and 


functions. On July 29, 1984, just after 


the Act came into force, the then 


Solicitor General issued guidelines of 


| the principles on which the security 


responsibilities of the RCMP and 
CSIS should be based. To the extent 
that these guidelines result in both 


organizations working at cross-pur- 


poses, particularly in the field of coun- 
ter-terrorism, they should be re-exam- 
ined by the Solicitor General with a 
view to clarification. We wish to state 
our position clearly: the roles of CSIS 
and the RCMP should be complemen- 
tary, with CSIS engaging in the col- 
lection of intelligence and the RCMP 


| in the investigation of security 


offences and taking responsibility for 
protective security measures. 


Security Clearances 


In October, we asked the Inspector 
General to review the Service’s inves- 


_tigative role when security clearances 
are requested by government depart- 

_ ments. One of many reasons for the 
request was delays in clearing our own 
staff to the Top Secret level. Investi- 


gations of employees who had already 
been working in the government were 


_ taking more than six months. 


Our preliminary survey of all federal 
departments showed that this was not 
unusual. On average, it takes six to 
seven months to complete a Top 
Secret security clearance investiga- 
tion, and it can take up to nine 
months. There was evidence that 
departments were losing potential 
employees because of the length of 
time it takes to obtain clearances. 


It should be noted, however, that it 
takes considerably less time for Confi- 
dential and Secret clearances, as they 
do not require field investigation. The 
normal waiting period at the Confi- 
dential and Secret levels is from six to 
eight weeks. 


We asked the Inspector General to 
review the following specific matters: 


e the role played by the Service in 
the security clearance process; 


e the workload imposed upon the 
Service by departments and agen- 
cies; 

e arrangements between the Ser- 
vice and federal, provincial and 
foreign agencies in this area and, 
in particular, the nature of infor- 
mation exchanged; 


¢ criteria used by the Service to 
measure an individual’s suitabil- 
ity for each level of security 
clearance and, in particular, the 
use of Cabinet Directive 35 as a 
standard; and 


e relevant ministerial directives. 
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Since CSIS also advises the govern- 
ment about landed immigrants and 
potential immigrants, we asked the 
Inspector General to review CSIS’ 
role in citizenship and immigration 
cases. 


Data. The Service received 69,647 
requests in 1985 for security assess- 
ment related to Public Service 
employment. More than two-thirds — 
48,000 — were for Secret and Confi- 
dential clearances, while the remain- 
ing 14,647 were for Top Secret clear- 
ances. Of the total number of 
requests, 4,438 were for a full field 
investigation on applicants or 
employees of the Public Service and 
2,898 of these were completed and a 
security assessment report submitted 
to the departments concerned. 


The reported average cost of a Top 
Secret clearance was $1,425 and of a 
Confidential or Secret clearance 
$13.62 (exclusive of a criminal records 
check). We were surprised at how low 
these figures are. We suspect that they 
include only direct costs and exclude 
the share of overhead that could be 
attributed to each investigation. 


Backlog. Both the CSIS headquarters 
and the regions have a backlog of 
security screening applications. The 
study attributes this to a number of 
reasons, as follows: 


° a quarter of the positions in the 
Security Screening Branch have 
not yet been filled; 


e new staff in this Branch has not 
yet reached peak efficiency; 
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e there has been a substantial 
increase in requests for time- 
consuming Top Secret clearances. 
This was explained in part by the 
change of Government, which 
brought a surge of requests for 
clearance of new staff in minis- 
ters’ offices; and 


e there are delays in criminal 
records checks related to delays 
the Service has faced in getting 
direct access to the Canadian | 
Police Information Centre | 
(CPIC), as discussed earlier in 
this chapter. 


The study reported that there are 
about 4,000 applications at all levels 
at some point in the system. We were | 
disturbed to learn that about a thou- 
sand cases are delayed because the 
files are “in typing” (i.e., the assess- ! 
ments have been written and sent to 
the typing pool). There were 700 such | 
files in National Headquarters in | 
February and March, 1986, and | 
almost half that number again at the 
Ottawa Regional Office. Meanwhile, | 
about 280 new requests are coming in 
daily. | 


| 


tecommendations. The study made a 
iumber of recommendations for 
mproving the security clearance pro- 
ess. We will review them in conjunc- 
ion with new policies and operational 
ruidelines on the security classifica- 
ion and personnel screening system, 
vhich the Government is expected to 
ssue shortly. These policies and guide- 
ines will replace Cabinet Directive 35, 
which has set criteria and procedures 
or security clearances since 1963. 
[hey are intended to establish a secu- 
ity screening process that meets the 
‘equirements of departments within 
he letter and the spirit of the Act. 


We will monitor these policies, 
ogether with related guidelines issued 
xy Treasury Board, to assess their 
mpact on the security screening pro- 
ess and on the Service. 


Open Sources 


Among shortcomings that the McDo- 
aald Commission found in the RCMP 
Security Service was an almost com- 
plete reliance on information from 
covert sources. The Commission 
stressed the value of organizing and 
developing a mechanism for collecting 
information from public sources as an 
alternative to such intrusive activities 
as wiretaps and infiltration. Major 
Open sources include scholarly periodi- 
cals and the mass media. 


Created as a result of the McDonald 
Commission findings, CSIS has taken 
some first steps toward the use of open 
sources. With advice from the Centre 
for Conflict Study at the University of 
New Brunswick, it has established an 
Open Sources Research Unit with two 
components — the existing library 
and a new team charged with compil- 
ing and distributing open-source infor- 
mation to operational desks. 


Assessment. The Service is moving in 
the right direction but we would like 
to see it move further and faster. The 
open sources unit is still not fully oper- 
ational, as some staff positions remain 
vacant; the library continues to grow, 
but modestly. 


Staffing of the research component is 
also a concern. The Service has pre- 
ferred “‘street-wise”’ intelligence offi- 
cers rather than individuals with 
broad academic or analytic capability 
and knowledge of government. In 
operations, the value of street-wise 
intelligence officers is beyond dispute. 
But we feel that experienced, univer- 
sity-trained professionals might be 
more appropriate for positions in the 
research unit. 


In addition, we have not seen evidence 
to convince us that making open infor- 
mation more widely available within 
CSIS has been reflected in wider use 
of this information by intelligence 
officers in the field. A change in atti- 
tude may be as important as increased 
resources. 
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A somewhat similar concern was 
expressed by the Inspector General in 
his certificate, in the following terms: 


.. What has surprised me is that 
some of the [External Affairs 
Department] specialists have had 
little or no contact with the ana- 
lysts in the CSIS that have 
responsibilities for these activi- 
ties. I know, of course, that the 
CSIS and External Affairs have 
formal links and that, in that 
context, discussions take place in 
all areas of mutual concern, but 
it struck me that both CSIS ana- 
lysts and External Affairs offi- 
cials have much to gain from a 
greater direct interchange of 
information and views. It seems 
to me that interchange should be 
developed and encouraged. From 
the point of view of the CSIS, I 
am certain that it would enhance 
the quality of their analysis, in 
some areas at least. I am sure 
External Affairs would benefit as 
well, and the impression I had 
was that such interchanges would 
be welcomed. 


Quality of Information on File 


We have asked CSIS for reports on 
two potential problems with the infor- 
mation in its files on individuals and 
organizations. 
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First is the possibility that some infor-| 
mation in files inherited from the | 
RCMP Security Service is out of date’ 
or does not satisfy the definition that 
the Act gives to the term “threat to | 
the security of Canada”. This defini- | 
tion includes, of course, such things as! 
espionage, sabotage and violence in ! 
the pursuit of political goals, but it  : 
explicitly excludes “lawful advocacy, | 
protest or dissent”. By implication it 
excludes personal information | 
unrelated to security concerns. We | 
have asked CSIS what action has been! 
taken to purge Security Service files 
of any inappropriate information they 
may contain. 

Second, in its own work, CSIS may | 
itself sometimes get “accidental by- | 
products” — that is, information that | 
does not meet the Act’s definition of a: 
threat but which can be useful in some 
way to public administration. Of 
course, when an investigation turns up 
evidence of crime, the police must be 
told. Otherwise, such information is to 
be discarded. We have asked for a full 
accounting of the measures put in 
place to ensure that this happens, so 
that we can assess their adequacy. 


When these two reports are received, | 
they will be compared with the elabo- | 
rate procedures proposed by the | 
McDonald Commission for keeping 
non-security information out of secu- 
rity files. 


EO 


Annual Reports of the Director and 
Certificates of the Inspector General 


Mandate. The Act makes extensive 
provisions for review of the annual 
report that the Director of CSIS sub- 
mits to the Solicitor General on opera- 
tional activities. First the Inspector 
General examines the report and 
issues a certificate indicating whether 
he is satisfied with it, whether the 
Solicitor General’s directions have 
been followed and whether the Service 
has used its powers reasonably and 
only as necessary. Then, both the 
annual report and the certificate come 
to us for review. 


1984. In our previous annual report, 
we could not comment on the 1984 
report of the Director or the certifi- 
cate of the Inspector General as they 
were not available soon enough. Thus 
they are dealt with in this report. 


Like the Inspector General, we noted 
that the 1984 Director’s report con- 
tained much useful background but 
that it was short of facts and figures. 
Along with the Inspector General and 
the Deputy Solicitor General, we took 
part in a meeting, held in November, 
1985, with the Service to develop a 
format for future annual reports. 


We noted the Inspector General’s 
comment that his certificate was “lim- 
ited in scope” as staff shortages pre- 
vented extensive audits of operational 
activities to ensure compliance with 
the Act and with the Solicitor Gen- 
eral’s directions. 


1985. Incorporating many of the 
suggestions made by us and by others, 
the Director’s 1985 report was far 
more useful than the 1984 report. It 
describes CSIS operational activities 
and certain targets of surveillance in 
some detail. We were also pleased to 
note that the report came out in good 
time. Like the Inspector General, we 
were generally satisfied, but we would 
still like to see the inclusion of more 
facts and figures on such matters as 
the precise breakdown of the budget 
among various activities. 


After a careful reading of the report 
and accompanying certificate, we 
support the Inspector General’s state- 
ment that he “was generally satisfied 
that the investigative authorization 
process was being carried out reason- 
ably and well”. We note, however, 
that once again the Inspector General 
felt he could not certify compliance 
with the Act or with directions from 
the Solicitor General because staff 
shortages prevented thorough audits. 


Usefulness of the Annual Report in 
Oversight. It has become apparent 
that the annual report of the Director 
will not be a major source of informa- 
tion in the oversight process. A similar 
conclusion has been reached by the 
Inspector General. As he says in his 
1985 certificate: “Even if it did con- 
tain a mass of information about the 
CSIS’s operational activities, it would 
be necessary to go behind the report 
and examine files and conduct inter- 
views in appropriate cases”. 
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Most of the information in the report 
will already be known to us if we have 
carried out the review function prop- 
erly. We expect that we will rely 
mainly on our own research and infor- 
mation supplied in confidence by the 
Service to carry out our oversight 
tasks. 


Nevertheless, the annual report will 
certainly often stimulate the initiation 
of particular inquiries and will be 
generally useful to us. In addition, we 
will often wish to request additional 
evidence to buttress conclusions 
reached. 


Future Oversight Research 


We have identified a number of major 
initiatives to be pursued during the 
period remaining in our five-year 
term. In the coming year, we hope to 
examine the following subjects: 


+ federal court warrants — (a) 
whether activities authorized by 
warrant are generally effective in 
producing needed information; 
and (b) close study of warrants 
issued to ensure there is no unrea- 
sonable or unnecessary use of the 
Service’s powers; 


¢ agreements with other bodies for 
the exchange of information; 


+ Solicitor General’s directives — 
what they say and how systemati- 
cally they are applied; 


e human sources — an analysis and 
review of the product gained and 
its overall reliability; 
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counter-subversion — the activi- 
ties of the Service in this area an 
a review of the product gained; | 
how it is used by those who get rt 
and its usefulness; 


| 


e “accidental by-products’? — how 
the Service deals with non-secu- | 
rity information about individua. 
and organizations that comes its. 
way in the course of its work; 


+ bilingualism and personnel man- 
agement policies and practices a 
CSIS; | 


e use of security intelligence prod- 
uct — whoare the legitimate 
consumers?; and 


| 
¢ mail opening. 


We also intend in the coming year to | 
begin a regular and systematic review 
of operational statistics. To date, we | 
have asked for and received statistics : 
on various operational activities, 
including the use of intrusive powers | 
and the allocation of operational | 
resources. Actual compilation and 
analysis of the information provided 
has, however, been delayed pending 
acquisition of appropriate computer 
capacity. | 
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I. Complaints 


Je received many more complaints 
jan we had expected — more than 

)0 in all. However, fewer than 100 
ised strictly security issues; the over- 
helming majority were made against 
1e Service’s practices regarding use 

f French and English. 


part from that, the denial of security 
learances prompted the most com- 
laints — 81. We attribute this in part 
) our own efforts to inform Canadi- 
ns of rights that Parliament has given 
1em. But it is clear that mandatory 
otification of those whose security 
learances are denied was the major 
actor. In this respect, the Act is doing 
hat Parliament intended it to do. 


Ve have some concerns that “‘secu- 
ity” is sometimes being given too 
road a reading, especially by the 
Yepartment of National Defence 
DND). Some gaps that Parliament 
nay not have meant to leave open 
ere also detected in the Act. These 
oncerns will be made clear later in 
his chapter. 


security Clearances 


Mandates. Under the Act, complaints 
an be made to the Committee by: a 
yerson refused federal employment 
olely because a security clearance has 
een denied; a federal employee who 

s dismissed, demoted or transferred or 
lenied a promotion or transfer for the 
ame reason; and anyone refused a 
ontract to supply goods and services 
0 the government for the same rea- 
on. 


In all of these cases, persons denied a 
security clearance must be notified 
and told that they may lodge formal 
complaints with us. After investigation 
and in camera hearings, Committee 
members report their findings and any 
recommendations to the Solicitor 
General, the Director of CSIS, the 
deputy head concerned, and the com- 
plainant. 


Investigations and Recommendations. 
Hearings have been completed and 
recommendations made in 21 security 
clearance cases. While this accounts 
for only about a quarter of the com- 
plaints received, 44 complaints origi- 
nating in DND are being reconsidered 
by departmental officials and 14 were 
withdrawn (nine because they fell 
outside our jurisdiction and five 
because they were resolved without 
formal hearings). Thus, only two com- 
plaints were under active consider- 
ation at year-end — although, of 
course, the 44 being reconsidered by 
DND are still active Committee files. 


The outcomes of the 21 cases in which 
we reported findings and recommen- 
dations during the year are as follows: 


e In eight, we supported the denial 
of a security clearance. However, 
in five of these cases, we recom- 
mended that the security status of 
the individual concerned be 
reviewed earlier than planned, 
and these recommendations were 
all accepted. 


OO — OO aan 
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e In 12 cases, we recommended 
that the denial be overturned and 
the security clearance granted or 
restored. In one case, from the 
Department of Agriculture, our 
recommendation was still under 
consideration by the Deputy 
Minister at year-end. In the other 
11, all from DND, the Chief of 
the Defence Staff accepted five 
recommendations, ordered fur- 
ther investigation in four cases, 
directed in one case that the com- 
plainant be reconsidered for a 
Top Secret clearance at some 
time in the future, and rejected 
one outright. In this last case, the 
complainant may be taking legal 
action against the Department 
directly, although it is possible 
that the matter could be resolved 
through negotiation. 


e In one case, we recommended 
that the matter be placed before 
the Public Service Staff Relations 
Board as national security was 
not the real issue. 


A brief summary of each case dealt 
with by the Committee can be found 
in Appendix C. 


Quality of Security Investigations. | 
We indicated earlier in this report th’ 
security screening by CSIS was | 
almost always fair and thorough, if | 
too slow. A notable exception found | 
was a case where the subject being 
interviewed by CSIS (the public ser-| 
vant whose security clearance was in: 
issue) had his comments during the 
interview secretly taped by CSIS. 
While such taping is not illegal where 
one party (the CSIS interviewer) | 
consents, it is a completely unaccept- 
able practice that assaults the privacy 
of the individual being interviewed, © 
and should cease immediately. 


| 
| 


| 
But problems were endemic in screen 
ing by the Department of National | 
Defence. At DND, clearances were | 
commonly denied on the strength of | 
rumor and second- or third-hand heai 
say that was not always verified. DN] 
appeared to be hypnotically concerne 
with pre-service and early service 
minor offences despite the clearest 
possible evidence that the individuals 
concerned had reorganized their lives 
and had demonstrated their positive © 
potential and value to the Forces. Thi 
is particularly puzzling because in _ 
most of the cases we dealt with, it wa: 
clear that the environment within the 
Forces helped these young people 
reorganize their lives. Most serious 
and most common of the problems we 
saw was a tendency to draw adverse 
inferences and conclusions from inade 
quate evidence. Also, some investiga- 
tions clearly lacked objectivity: 
adverse information was accepted at 
face value while favourable evidence 
was discounted. 
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1 the 44 cases now being reconsid- 

‘ed by DND, the original investiga- 
on failed to respect safeguards speci- 
ed in Cabinet Directive 35. For 
ample, none of the complainants 

ad been given a chance to meet with 
senior officer so they could try to 
solve doubts about their reliability. 
ideed, most had not been interviewed 
y even the investigating officer, so 
iey were not aware of these doubts 
ntil after they were notified that a 
scurity clearance had been denied. At 
ur request, DND agreed in January, 
986, to reconsider these cases, follow- 
1g procedures set out in Cabinet 
Mirective 35. 


fowever, this was not the only con- 
ern we felt about arrangements for 
ecurity clearances at DND. Our 
xamination of complaints originating 
here suggested that not enough care 
vas being taken to distinguish 
yetween threats to national security 
ind personnel problems. In many 
ases, the activities or attitudes for 
which security clearances were denied 
ire not within the ambit of either the 
Act or Cabinet Directive 35. It is not 
or us to advise the Department on 
uitable counselling, disciplinary or 
ther personnel management proce- 
lures. But we do not hesitate to say 
hat many of these cases should not 
lave reached us as national security 


natters. This was particularly so when 


yecasional use of soft drugs was the 
principal issue. 


As part of our discussions with DND 
on these issues, we asked for and 
obtained a briefing on its concerns 
about drug use. The briefing team was 
led by the Assistant Deputy Minister 
(Personnel), Lt.-Gen. Paul Manson. 
While we understand the need for 
strict standards concerning even the 
minor use of drugs in the Forces, we 
do not believe that the security clear- 
ance process should be used as a 
weapon in the battle against drug use. 


DND's special sensitivity to security 
concerns goes some way to explaining 
the fact that it was the source of more 
than three-quarters of the complaints 
we received about security clearances 
— 67 out of 81. But overuse of the 
security process to deal with unrelated 
matters is also, in our view, a signifi- 
cant factor. 


Response to Committee Recommen- 
dations. We are concerned, too, by the 
high proportion of our recommenda- 
tions rejected by the Chief of the 
Defence Staff, though the number of 
cases involved is small, and it may be 
too early to draw definitive conclu- 
sions. We are especially troubled by 
DND decisions to re-investigate cases 
after Committee hearings and recom- 
mendations. 


In the Act, Parliament clearly left the 
final decision in security clearances to 
deputy heads, but it is not plausible 
that it intended review by the Com- 
mittee to be merely a detour. We 
follow court-like rules in which all 
parties can be represented by expert 
counsel, call witnesses who testify 
under oath and cross-examine wit- 
nesses called by other parties. Only 
then do we make a report with our 
findings and recommendations. 


Further security inquiries by a depart- 
ment should be unnecessary following 
such hearings, unless there are new 
circumstances or facts that did not 
exist or were not known at the time of 
our hearing. We are disturbed that 
individuals who use rights of appeal 
granted to them by Parliament and 
attend hearings where DND has every 
opportunity to question them should 
then be the subject of further investi- 
gation by the same Department fol- 
lowing a recommendation that a secu- 
rity clearance be granted. This 
approach could well amount to harass- 
ment and discourage military person- 
nel in future from asserting rights that 
Parliament intended them to have. 


Role of Counsel. Of the 21 complai- 
nants who appeared before us at hear- 
ings on security clearances, only four 
were assisted by counsel of their own. 
The rest were generally young people 
without the means to retain counsel. 
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We are concerned about a perceived | 
or real lack of fairness when a depart- 
ment or agency of government, repre- 
sented by counsel, faces a complaina 
who is alone, often nervous, seldom 
able to cross-examine effectively and, | 
commonly, has little ability to make a 
cogent statement in his or her own 
defence. A low-ranking employee can 
be forgiven for feeling that he or she i 
not in a fair fight — outnumbered, 
outranked and perhaps intimidated. 


We believe that departments should 
ensure that their employees are repre- 
sented by counsel, or at least an assist’ 
ing official, at Committee hearings. 


| 


In the meantime, we have made it a 
practice to direct our own counsel — 
whose first responsibility is to help us - 
by interpreting procedural rules and | 
the Act — to give complainants what 
help they can, particularly by ensuring 
that all relevant evidence is brought 
forward and that appropriate ques- 
tions are posed in direct and cross- 
examination. 


Guidance to Security Officials. The | 
Solicitor General has suggested that — 
we make our decisions and the reasons 
for them more widely known within 
government. The more that security 
officials and senior managers under- 
stand the Committee’s approach, the © 
more likely they are to avoid pitfalls — 
that lead to complaints. 


SS 


t present, under the Act, our findings 
id recommendations in each case are 
mmunicated only to the complai- 
nt, the Solicitor General, the deputy 
ad concerned and the Director of 
SIS. Both privacy and security con- 
lerations are involved, since we 
dinarily allude in our reports to 
rsonal information and often to 
assified official information. 


owever, we see great value in mak- 

g our reasoning in decisions better 
10wn, and we are considering 

hether it may be possible to provide 
irly detailed summaries, without 
mes or sensitive information, to the 
curity community, deputy heads 

id, perhaps, a wider public, including 
arliament. Appendix C is a first step 
this direction. 


omplaints against CSIS 


fandate. The Act directs us to con- 
uct investigations of complaints 

ade about “any act or thing done by 
1e Service”. There are two principal 
mitations on the right to complain. A 
mmplaint must first be made to the 
irector of the Service. We can then 
ccept the complaint if the Director 

as not responded within a period that 
e consider reasonable or if the com- 
lainant is not satisfied with the 
irector’s response. Second, we may 
ot investigate a complaint that can be 
hanneled through another grievance 
rocedure under the Act or the Public 
ervice Staff Relations Act. 


Official Languages. Almost all com- 
plaints made against the Service came 
from its own employees and focused 
on just two issues. The first was lan- 
guage policy. There were 480 com- 
plaints, filed by 21 persons, that inter- 
nal documents were provided in 
English only, contrary to official lan- 
guages policy requirements that these 
be made available simultaneously in 
English and French. These complaints 
were also filed with the Commissioner 
of Official Languages, D’Iberville 
Fortier. We are holding these com- 
plaints in abeyance while the Commis- 
sioner conducts an audit of the Ser- 
vice’s official languages practices. We 
are co-operating with the Commis- 
sioner. Another nine complaints cen- 
tred on linguistic issues. 


Other Internal Issues. Of the remain- 
ing 49 complaints by Service 
employees, 45 came from a group of 
people who said through their counsel 
that their chances of promotion are 
unnecessarily limited. The reason 
alleged is that surveillance officers 
cannot transfer into investigation jobs. 
These complaints and the linguistic 
issue complaints are currently being 
considered by us as part of the special 
study requested by the Solicitor Gen- 
eral on March 19, 1986, on the extent 
to which problems of bilingualism and 
personnel management are prevalent 
in CSIS. 
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Complaints from the Public. There 
were only four complaints against 
CSIS from non-employees. Three 
were beyond our jurisdiction and one 
is still under discussion with CSIS. 


Immigration and Citizenship 


Mandate. Under the Citizenship Act, 
the Secretary of State may make a 
report to the Committee when citizen- 
ship is denied because there are 
reasonable grounds to believe that the 
applicant is either a threat to the secu- 
rity of Canada or is involved in organ- 
ized crime. Similarly, under the 
Immigration Act, 1976, a report may 
be made to the Committee when the 
Minister and the Solicitor General 
believe that an applicant for admission 
to Canada will engage in activities 
inimical to Canada’s interests in vari- 
ous specific ways. In both cases, the 
individual about whom a report is 
made must be notified. We investigate 
as we would in the case of an 
individual complaint and make recom- 
mendations to the Governor in Coun- 
cil. 


Referrals. One immigration case and 
13 citizenship cases were referred to 
us. All were still under investigation at 
year-end, having only been received 
toward the end of the year. 
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Human Rights Cases 


Mandate. When a minister advises t 
Canadian Human Rights Commissic 
that the practice to which a complail 
of discrimination relates is based on 
security considerations, the Commis: 
sion can either dismiss the complaint 
or refer it to us. The complainant 
must be notified. When we receive 
such a referral, we consider whether 
the security concern is justified. Afte 
investigation, we report our findings | 
within 45 days both to the Commis- | 
sion and to the minister concerned. 


Referral. In 1985-86, one such case | 
was referred by the Canadian Huma 
Rights Commission, and a report wa: 
made within the statutory 45 days, 
advising the Commission that in our 
view the security considerations raise 
by the minister were justified. 


Issues Arising out of Complaints | 


Notification. We became aware of a. 
gap in the Act when a public servant 
was routinely investigated before __ 
renewal of his security clearance. 
Because of new information uncovere 
in the investigation, the security 
clearance was withdrawn. However, 
the department concerned also 
decided that a security clearance was, 
not needed for the position in questio! 


aus there was no immediate effect on 


e public servant’s employment, and 
e department concluded that there 
js no need for notification. Indeed, 
e Act does not provide that public 
rvants must be notified when a 
curity clearance is denied — only 
hen a decision is made for security 
‘asons to deny employment or to 
ismiss, demote or transfer or to deny 
promotion or transfer. 


[owever, this public servant’s future 
romotions were jeopardized by 
ithdrawal of the clearance, and he 
ame to us when he inadvertently 
iscovered what had happened. In the 
pirit of the Act, we persuaded the 
eputy minister concerned to issue 
fficial notification of a security 
learance denial, thus clearing the 
vay for a formal appeal. The appeal 
vas, in fact, made and dismissed. 


ixempt Staff. As written, the Act 
nakes it difficult in some cases for us 
0 investigate complaints from 
‘exempt staff” — that is, persons who 
vork in ministers’ offices. The Act 
srovides for notice when an 
smployment-related decision is made 
oy a deputy head, but exempt staff is 
not generally under the authority of 
deputy heads. We do not believe that 
Parliament intended to deprive 
exempt staff of the right to appeal the 
denial of security clearances. 


Conclusion 


We, CSIS and many departments and 
agencies went through an intensive 
learning experience as complaints 
were investigated. We have no hesita- 
tion about committing all available 
resources to deal with cases quickly. 
National security considerations are of 
the highest concern, and so is the 
damage that problems with security 
clearances can do to individual lives. 


However, we hope that a growing 
recognition in departments and agen- 
cies of the difference between security 
concerns and other personnel prob- 
lems will soon bring about a reduction 
in the number of complaints. (It is not 
the fault of CSIS if this confusion 
created problems, as CSIS plays a 
“servicing” role; CSIS gets involved 
only at the request of a department, 
not on its own initiative.) We do not 
believe that Parliament intended the 
review process to be clogged with 
complaints founded on lifestyle prob- 
lems like the abuse of alcohol and 
occasional soft drug use. These are 
matters of concern to employers, no 
doubt, but they seldom represent real 
threats to the security of Canada. 
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V. Reaching Out and Settling In 


C—O _ _— _ —— —"—"—"”—’  ’ 


Nhile oversight and the investigation 
yf complaints are the two main statu- 
ory duties we have, they do not, of 
ourse, stand alone. Obviously, we 
nust be concerned with our own 
idministration. And we must interact 
with others, inside and outside the 
ntelligence community, in a number 
yf ways. 


Two closely related themes are com- 
munications and liaison. As described 
in detail below, we met with academic 
and other specialists, union officials, 
lawyers who may act as Committee 
counsel, government officials and 
knowledgeable Members of Parlia- 
ment, and with our counterparts in the 
United States and the United King- 
dom. 


At some of these meetings, we were 
reaching out. That is, our principal 
goal was to let people know that we 
are available to investigate complaints 
in security matters. 


Other meetings were arranged 
primarily as part of the process of 
settling in. Formal security intelli- 
gence oversight is new to Canada, and 
1985-86 was our first full year of 
operation. Thus, a major preoccupa- 
tion was to establish contacts and to 
build the perspectives and the fund of 
knowledge that will guide security 
intelligence oversight for years to 
come. 


Communications is a two-way street; 
we learned from those we sought to 
inform, and we took pains to explain 
our work to those from whom we 
sought information. 


Parliamentary Liaison 


We kept lines to Parliament open. In 
addition to ongoing consultations with 
the Solicitor General, we met with 
Robert Kaplan, a former solicitor 
general and justice critic of the Lib- 
eral Party, Svend Robinson, justice 
critic of the New Democratic Party, 
and with two former solicitors general 
who still sit in the House of Commons, 
Warren Allmand, a Liberal, and Allan 
Lawrence, a Progressive Conservative. 


At the time of writing, the Chairman 
was scheduled to appear before the 
House of Commons Standing Com- 
mittee on Justice and Solicitor Gen- 
eral on June 3, 1986, to discuss last 
year’s annual report. 


Reaching out to Public Servants 


Because of stringent security require- 
ments for many positions in the Public 
Service of Canada, public servants are 
likely to account for the bulk of com- 
plaints about denial of security clear- 
ances. So we made special efforts to 
ensure that public servants know of 
the review procedure. 
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Meetings with Union Officials. In 
August and September, we staged a 
series of meetings with representatives 
of unions that bargain for public ser- 
vants and with the Public Service 
Commission of Canada. A list of par- 
ticipants can be found in Appendix D. 


While the primary intention was to 
ensure that union officials know of the 
complaints procedure available to 
their members, we also invited them to 
keep us informed of security issues 
they encounter in their work. 


Pay Envelope “Stuffer”. Then we 
arranged through Treasury Board to 
have a brief introduction to our proce- 
dures distributed with paycheques on 
November 15 and November 22, 
1985, to public servants nationwide. 
More than 350,000 copies were dis- 
tributed in this way. The text can be 
found in Appendix E. 


This notice is known to have brought 
120 inquiries. The vast majority, 105 
were satisfied with general informa- 
tion. But 15 people sought detailed 
information and two brought formal 
complaints to us. 


, 


A similar notice was printed in 
Canada Post’s employee newsletter, 
and it brought a number of general 
inquiries. 


Briefings and Consultations 


We met with the Solicitor General, 
who has also been in touch with the 
Chairman on a number of specific 
issues. 
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Close relationships have also been 
maintained with the Director of the 
Canadian Security Intelligence 
Service, Ted Finn, and with the 
Inspector General, Dr. Richard Gosse 
And we have been briefed by the 
Intelligence and Security Co-ordinati 
of the Privy Council Office, Blair 
Seaborn. 


In addition, a number of people share¢ 
their special knowledge with us — 
Mr. Justice David McDonald of the 
Supreme Court of Alberta, who was 
chairman of the Royal Commission 
concerning Certain Activities of the 
RCMP; Professor Peter Russell of the 
University of Toronto, who was 
research director of the same Royal 
Commission; and Jean Keable, who | 
was chairman of Quebec’s 
Commission d’enquéte sur des | 
opérations policières en territoire 
québécois. | 
Meetings with CSIS Staff. We te 
the Service’s offices in Toronto, | 
Montreal, Vancouver, Quebec City _ 
and Ottawa, meeting with staff in | 
those locations and being briefed on © 
regional operational activities. 


At each stop, the Chairman made a 
presentation to CSIS personnel on our 
mandate and philosophy and we 
entered into discussion with them. 


In Toronto we examined the region’s 
new, modern accommodations and 
were briefed on current operations and 
the allocation of the region’s personnel 
resources to various responsibilities. 


full briefing from senior 

anagement in Montreal led us to 
slieve that the workload in the area 
ad increased considerably faster than 
e resources available. We also 
scognized that there were tensions 
garding language use and personnel 
atters which probably exacerbated 
1e imbalance between responsibilities 
nd resources, and we decided at the 
nd of the day to re-visit Montreal as 
jon as possible for a more detailed 
aview of the situation there. 


n British Columbia, we toured the 
ixpo 86 site in December, 1985, with 
he Fair’s Chief of Security. Following 
his examination of potential security 
roblems and the precautions being 
ut in place, we asked CSIS senior 
taff questions related to the Service’s 
ole in helping prevent terrorist or 
ither incidents at Expo. We were 
yarticularly pleased to see the close — 
0-ordination taking place between the 
arious police forces involved and 
SIS in the British Columbia region. 

| 


We were also given a full briefing on 
he British Columbia region’s respon- 
sibilities, current operations, and 
‘esource concerns. 


in Quebec City, we found that many 
nvestigators were concerned about 
the lack of written arrangements 
between the Service and other govern- 
ment departments and police forces. 
The contention was that basic factual 
information could not be easily 
obtained. 


pe 


At the Ottawa regional office, we 
were advised of the heavy workload 
because of the large number of secu- 
rity clearance investigations being 
handled. We were also briefed on 
tradecraft matters and had an oppor- 
tunity to view an ongoing operational 
activity and visit an operational loca- 
tion. 


In addition, individual members of the 
Committee reviewed files in the CSIS 
offices in Ottawa, Quebec City, 
Toronto and Winnipeg. 


Inspection of Training Facilities. In 
early March, we inspected the Sir 
William Stephenson Academy at 
Camp Borden, the Service’s new train- 
ing facility for intelligence officers. 
We were briefed on the curriculum 
and program by the Academy’s Direc- 
tor General and senior instructors, and 
we met with students. 


Foreign Experience 


As the security intelligence oversight 
process takes shape in Canada, we are 
anxious to benefit from the experience 
of other countries and to establish 
personal links that will remain valu- 
able for many years. With this in view, 
we made a two-day visit to Washing- 
ton in October, 1985, and the Chair- 
man and the Executive Secretary went 
to London in September, 1985, for 
briefings. 
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United States. In the United States, 
legislators have not delegated over- 
sight to an independent body like 
Canada’s Security Intelligence Review 
Committee but have kept it in their 
own sphere. Each house of Congress 
has an oversight committee composed 
of its own members — the House 
Permanent Select Committee on Intel- 
ligence and the Senate Select Com- 
mittee on Intelligence. 


It was evident from discussions with 
members of both these bodies that 
their mandates differ significantly 
from ours. For example, the U.S. 
committees approve the budgets of 
their intelligence agencies. We do not 
perform this task with respect to 
CSIS. On the other hand, the United 
States has no counterpart to our man- 
date to hear complaints from public 
servants who are adversely affected in 
their employment as a result of denial 
of a security clearance. 


It was also noteworthy that in the 
United States, a very large number of 
people are privy to very sensitive docu- 
ments, whereas the numbers in 
Canada remain relatively small. It is 
obvious that the interplay between the 
intelligence community and the over- 
sight bodies in the United States is 
highly complex and delicate, as the 
Yurchenko case demonstrated by 
provoking heated public debate late in 
1985 between the chairman of the 
Senate committee and the director of 
the CIA. 
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During this visit, we also met official 
of the Federal Bureau of Investiga- 

tion. We intend to continue our liaisc 
with the U.S. oversight committees 

and hope to meet too with officials of 
the Central Intelligence Agency, the 
Intelligence Oversight Board, and thi 
President’s Foreign Intelligence Advi 
sory Committee in 1986-87. | 


We took advantage of our presence it 
Washington to meet with the | 
Canadian Security Intelligence Ser- 
vice’s liaison officer there and were 
briefed on his duties. | 
United Kingdom. No single legislativ 
act governs the oversight function in. 
the United Kingdom. But there are, 
nonetheless, a series of established an 
informal review mechanisms within 

the British intelligence community, 

and, taken together, they provide a 

function similar to that in Canada. | 


The Chairman and Executive Secre- | 
tary were given access to key decision 
makers in the process and were able ti 
share aspects of the Canadian over- 

sight experience, which was of interes 
to U.K. officials from a parliamentary 
perspective. | 


| 
Briefings were received from the CSI 
liaison officers in London about their 


duties in the United Kingdom. 
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\cademic Seminar 


n October, 1985, we invited about 
wo dozen Canadian professors in 
elevant disciplines and other experts 
0 a seminar where we could draw on 
heir knowledge and perspectives. This 
seminar was also attended by a repre- 
sentative of the U.S. Attorney Gen- 
sral’s Office of Intelligence Policy and 
Review, the Inspector General and a 
representative of the Privy Council 
Office. A list of guests can be found in 
Appendix F. 


Consultations took place in the con- 
text of discussion of five specific 
papers centred on the theme of secu- 
rity intelligence in Canada in the 
1980s. These papers are available 
from the Committee on request. 


There was consensus that the Service 
should be concerned with full respect 
for democratic rights as well as effec- 
tive security intelligence gathering. 
Indeed, there was broad agreement on 
many things — that the Committee 
use its influence to raise the quality of 
analysis in CSIS’ operations, for 
example, and that the Committee 
maintain a close relationship with 
Parliament. 


We were interested to find that we 
were not alone in sensing a danger 
that the oversight function could be 
unintentionally neglected if we face a 
heavy load of complaints. This con- 
cern was also raised at the seminar. 
We are alive to the need to give due 
attention to both aspects of our man- 
date. 


There were specific suggestions that 
we examine the Service’s financial 
needs, doing a cost-benefit analysis of 
activities from time to time, and 
recruitment and training programs. 
Both these issues are addressed in 
Chapter II. 


Counsel Seminar 


In early March, 1986, a one-day semi- 
nar was held with 27 lawyers from 
across the country who are on call to 
act for us in complaints matters (and 
so all have Top Security clearances). 
Senior officials from the Department 
of National Defence and CSIS also 
attended. Participants are listed in 
Appendix G. 


Presentations and discussion centred 
on the complaints process and the 
unique role that Committee counsel 
plays at hearings. Since complainants 
frequently appear without legal 
representation of their own and are 
generally unaware of the review proce- 
dures, Committee counsel must often 
assist the complainant as well as 
assisting us. Counsel also carry a 
heavy responsibility in helping deter- 
mine what evidence or information 
can be divulged to a complainant to 
ensure procedural fairness without 
risking Canada’s national security — 
a process often requiring extensive 
negotiations among counsel participat- 
ing in a case. 
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Participation in Conferences 


In April, 1985, the Chairman, the 
Honourable Ronald G. Atkey, P.C., 
Q.C., together with the Executive 
Secretary and the Co-ordinator of 
Communications, attended a 
conference on ‘Freedom of 
Expression” held at the University of 
Western Ontario. 


The Honourable Frank McGee, P.C., 
the Executive Secretary and the Co- 
ordinator of Communications 
participated in a conference organized 
by the Canadian Association for 
Security and Intelligence Studies at 
McGill University in May, 1985. 


In March, 1986, the Honourable Jean 
Jacques Blais, P.C., Q.C., presented a 
paper entitled “Response to Terrorism 
in a Democratic Society” at a Univer- 
sity of Ottawa conference on “Inter- 
national Terrorism”. 


Committee Personnel 


Staff rose to its full complement of 13 
by the time the fiscal year ended on 
March 31, 1986, up from three at the 
beginning of the year, on April 1, 
1985. Staff members are listed by 
name and position in Appendix H. 
Every effort will be made to keep the 
number of employees at the present 
level. 
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Because few employees worked the 
full year, the number of person years 
used in 1985-86 was only eight. 


Since much of the information that 
crosses the desks of staff is highly 
sensitive, we have asked CSIS itself to 
clear all of them to the Top Secret 
level. 


Financial Report 


Spending in 1985-86 was as follows: 


Personnel $339,000 
Salaries and 
wages $293,000 


Contributions to employee 


benefit plans $46,000 | 
Operating Expenses $537,000 
TOTAL $876,000: 
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n our deliberations during the past 
ear, we have identified and con- 
idered a number of key policy issues 
or decision by the Government or 
’arliament. 


foreign Operations 


section 16 of the Act provides for 
sollection of information concerning 
oreign states and persons through 
yperations within Canada. These 
luties and functions, before being 
serformed, must be personally 
requested by either the Minister of 
National Defence or the Secretary of 
State for External Affairs with the 
consent of the Solicitor General. No 
such collection of information by 
CSIS has taken place as yet, but the 
Government is currently considering 
how and when it might use the powers 
granted by section 16. 


This raises the broader policy issue of 
whether CSIS should be allowed to 
conduct information-gathering opera- 
tions abroad. This might require an 
amendment to the Act by Parliament. 
We are mindful of the reluctance of 
Parliament and many Canadians to 
allow CSIS to take on the sort of cov- 
ert functions performed around the 
world by the Central Intelligence 
Agency (CIA) on behalf of the U.S. 
government. On the other hand, some 
Canadians have asked why this nation 
continues to deny itself the benefits of 
an intelligence capability abroad when 
so many foreign intelligence agencies 
are operating offensively within 
Canada. 


This is obviously a subject that Parlia- 
ment might debate when it reviews the 
Act in about three years’ time. At this 
point, we do not have a fixed position 
on this issue and simply want to signal 
it as a subject of future debate. 


Government Employees, University 
Campuses 


Other major policy issues currently 
under consideration by CSIS are the 
use of government employees as 
sources of information and investiga- 
tions by CSIS on university campuses 
in Canada; CSIS discussion papers on 
these issues are currently before the 
Government. We will watch closely 
the evolution of the Service’s position 
and may make them the subjects of 
future reports. Our guiding principle, 
as always, will be to seek to maintain 
the delicate balance in our democratic 
society between the intrusive powers 
of CSIS and the rights and freedoms 
of Canadians. CSIS has a genuine 
concern that its ability to operate in 
areas of Canadian society where hos- 
tile intelligence officers or their 
agents, terrorists or subversives are 
active not be limited. 
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Emergency Warrants 


The Act specifies the procedures by 
which CSIS obtains approval for war- 
rants from a judge of the Federal 
Court. No provision is made for a 
special, more limited procedure in 
emergency situations, because it was 
expected that by accelerating the 
standard procedure, warrants could be 
obtained quickly enough to statisfy all 
contingencies. 


Under the Official Secrets Act war- 
rants could be obtained in about three 
hours. We understand that the 
Canadian Security Intelligence Ser- 
vice Act procedures make such speedy 
approval virtually impossible now. 
Though no specific instances of opera- 
tional problems caused by delays in 
obtaining warrants have been cited to 
us, CSIS management’s judgment is 
that an emergency warrant approval 
process is necessary. 


For example, such a process might be 
used where CSIS obtained informa- 
tion at the last minute about the stop- 
over between flights of a suspected 
terrorist at a Canadian location. An 
emergency warrant would allow a 
meeting to be monitored, whereas the 
present process would so delay the 
approval of a warrant that the meeting 
could not be monitored. In counter- 
terrorist activity especially, the reac- 
tion speed of the government must 
match the volatile activity and care- 
fully contrived precautions of the 
terrorists. 
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We believe that exceptional situation 
or threats may require exceptional 
measures. Parliament may wish to 
consider, therefore, an amendment to 
the Act which would provide for short 
term emergency warrants to be 
authorized in exceptional circum- 
stances by the Director. Such war- 
rants would, of course, be reviewed 
and confirmed or cancelled by a Fed- 
eral Court judge within, say, 48 hours 
As a further safeguard, any use of 
these emergency powers by the Direc- 
tor could be required to be reported to 
the Solicitor General and to the | 
Review Committee within a specified 
time. | 


Other Issues 


Some further policy issues that might 
be considered by Parliament in future . 
through legislative amendment are 
listed below. 


e Is the definition of “threats to the: 
security of Canada” in section 2 
of the Act too broad, particularly 
insofar as it sustains the some- 
what controversial counter-sub- 
version program of CSIS? We 
will be addressing this policy 
issue in the coming year. 


Forces be exempt from Part III of 
the Act on the basis that the 
adjudicative procedures provided 
there are inappropriate for com- 
plaints from military personnel 
about the denial of security clear- 
ances? This position is being 
advocated within the Department 
of National Defence, but we do 
not support it. 


Te 


- e Should the Canadian Armed 


e Is there some way that CSIS can 
warn voluntary organizations 
when they are being infiltrated by 
persons who may subvert them 
for purposes that could represent 
a threat to the security of 
Canada? To avoid needlessly 
tarnishing the reputations of 
persons who have as yet commit- 
ted no crime, CSIS is limited in 
what it can say. But loyal 
Canadians who belong to groups 
threatened with subversion 
deserve to be alerted if some 
means can be found of com- 
municating appropriate informa- 
tion. Also, is there some way in 
which individuals who join a 
“front organization”* because 
they support its overt aims, can 
be warned of the organization’s 
covert objectives? 


* One definition is: “an outwardly independ- 


ent organization whose promotion of ideal- 
istic, humanitarian and non-partisan politi- 
cal issues serves to obscure its covert 
objective of promoting public support for 
policies and initiatives of the organization 
or foreign power by which it is controlled. 
Membership in a front organization should 
not be construed as knowledge of, agree- 
ment with, support of or adherence to, the 
organization’s covert objectives.” 


a 
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Appendix A 


Yesearch Study on Canadian Security Intelligence Service Recruitment, Training 
and Development Programs — Executive Summary 


n last year’s annual report, we 
ndicated that the examination of 
SSIS’ training and development 
ictivities would be a priority. After a 
riefing from CSIS on this matter, we 
lecided to undertake a full research 
tudy, which was completed in March, 
1986, and forwarded to the Solicitor 
seneral, the Director of CSIS and the 
nspector General. 


[he study compares recruitment, 
raining, and related matters in CSIS 
ind the RCMP Security Service, 
naking extensive reference to findings 
n Chapters 1 and 2 of Volume II of 
the McDonald Commission report, 
“Freedom and Security under the 
Law”. We interviewed 165 CSIS 
employees chosen at random, met with 
inductees into the CSIS intelligence 
officer training program, and were 
briefed by CSIS staff and senior man- 
agement and by other government and 
non-government experts. 


Findings and Recommendations 


In the RCMP Security Service, train- 
ing and recruitment followed a career 
service model and a generalist orienta- 
tion. In operations — that is, every- 
thing other than administration or 
support — almost all promotion to 
middle and senior management was 
through the ranks. An officer usually 
stayed at a position for only two or 
three years and was transferred regu- 
larly to new posts requiring new 
knowledge and skills. 


CSIS continues to maintain a career 
model, encouraging entry at the bot- 
tom and promotion through the ranks 
in the operational areas. We recom- 
mended entry by a limited number of 
qualified individuals from outside the 
Service into middle and senior opera- 
tional positions. 


CSIS has taken a number of measures 
to encourage specialization, including 
specialist pay supplements and a job 
classification system that permits 
promotion without transfer. We were 
supportive of these measures, but 
noted that the new competition sys- 
tem, by encouraging job transfer, 
might work against specialization. We 
recommended that CSIS monitor the 
effects of the competition system on 
specialization and job continuity. 
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Prior to transition, the Security Ser- 
vice recruited among serving RCMP 
officers. CSIS is now recruiting for 
operational positions outside of the 
RCMP. In selecting its first batches of 
recruits, CSIS did not advertise but 
relied upon employment applications, 
the majority of which had been 
received by the RCMP prior to transi- 
tion. We recommended that CSIS 
advertise widely for recruits so that 
the Service could develop broadly 
based recruitment sources. 


The Security Service, by recruiting in 
the main from the RCMP, tended not 
to hire university graduates or 
individuals from minority back- 
grounds. We examined the composi- 
tion of the first CSIS intelligence 
officer class and found that all recruits 
were university educated. But the 
class did not include enough Franco- 
phones or women. Many had only 
limited French language capabilities 
and few knew any foreign language. 
We recommended that greater efforts 
be made to recruit Francophones and 
that the Service also examine the 
adequacy of its current recruitment 
program with respect to women. We 
suggested more recruitment of 
individuals with foreign language 
skills. 
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A caste-like division was maintained 
in the Security Service between “regu, 
lar members” (RCMP officers) and 
civilians on its staff. “Members” in 
operational areas were promoted 
internally and entry into operational 
areas for civilians was limited. In 
CSIS, all positions are now subject to. 
the same open competition, like all 
other public service positions. 
Employees in non-operational areas 
have been encouraged to become intel: 
ligence officers through a number of 
special conversion competitions. We 
found, though, that many employees 
in the operational areas were critical 
of the fairness of the competition pro- 
cess. We thus recommended that com- 
petition posters clearly indicate final | 
selection criteria, that CSIS consider 
the use of “outsiders” such as Public 
Service Commission employees on 
competition boards, that CSIS 
introduce a career counselling service : 
staffed by professionals, and that 
generally CSIS examine means of 
improving the competition process. 
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Some public servants in CSIS were 
concerned that CSIS’ designation as a 
separate employer would end their | 
current right to enter other public | 
service competitions. We noted that | 

| 
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CSIS is seeking, with the Public Ser- 
vice Commission, to rectify this situa- 
tion, and recommended additional | 
efforts in this area. 
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n the Security Service, all intelligence 
fficers were subject to the para-mili- 
ary training and “parade square” 
liscipline of the RCMP, with an 
mphasis on police investigation. 

SSIS has developed a new training 
rogram for recruits to the intelli- 
rence officer stream that dispenses 
vith such discipline and emphasizes 
ecurity work. The program received a 
rery high rating by the first class of 
ecruits. While we were unable to 

ully examine the content of courses, 
ind so had few suggestions for 
mprovement, we recommended that 
idditional time be spent on federal 
statutes, including the Criminal Code, 
ind the Act. We also recommended 
hat training courses be made avail- 
ible in French without delay. 


Regarding in-house courses, CSIS, 
like the RCMP Security Service, has a 
very limited number and variety. 
Intelligence officers criticized the lack 
of tradecraft courses, and hoped that 
more such courses would be made 
available. Outside the intelligence 
officer stream, other groups equally 
criticized the adequacy and number of 
available courses. However, we did 
hear favourable remarks about a new 
inductee training program designed to 
make non-operational employees feel 
like ‘part of the Service”. In our 
report, we recognized that, initially, 
resources have been aimed at training 
new intelligence officers, and sug- 
gested that extra effort now be put on 
developing in-house training pro- 
grams. 


CSIS, like the RCMP Security Ser- 
vice, offers few secondments and other 
developmental opportunities, and 
consideration of such opportunities is 
not an integral part of the employees’ 
annual review process. Most individu- 
als interviewed had had no such 
opportunities, but those who had were 
quite satisfied with them. We recom- 
mended that training and developmen- 
tal needs be identified on an annual 
basis, that these needs receive more 
emphasis in the employee annual 
review process, and that plans made in 
response to them be reviewed on a 
regular basis to ensure implementa- 
tion. 


Before transition, the facilities avail- 
able to employees with emotional 
problems were characterized as 
“primitive” and “unavailable”, and 
the McDonald Commission recom- 
mended an employee counselling pro- 
gram based on the principles of volun- 
tary use and confidentiality. Little has 
changed in CSIS, and we, therefore, 
recommended that an employee assist- 
ance program be instituted, that the 
program be staffed by professionals 
with adequate rank to deal with all 
levels of employee, and that the avail- 
ability of this program be com- 
municated to all employees. 
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In examining the composition of the 
old Security Service, the McDonald 
Commission indicated that it had only 
three officers above the rank of 
inspector whose first language was 
French. Francophones continue to be 
under-represented among CSIS’ 
recruits and in senior positions. We 
found instances of alienation and 
discontent among Francophone intelli- 
gence officers. We also noted a gen- 
eral lack of urgency within CSIS in 
making available services and docu- 
ments in French. We recommended 
that more Francophones be hired at 
senior levels and that all communica- 
tion with Québec and all documenta- 
tion for national use be available in 
French. We further recommended 
that emphasis be placed on bilingual- 
ism as a recruitment criterion and that 
senior management recognize — and 
commit itself to — implementing the 
Government’s bilingualism policy. 


The report concludes with an exami- 
nation of morale among CSIS 
employees. We found problems in a 
number of areas, some of them due to 
transition difficulties. We suggested 
that better communication between 
senior management and employees 
might alleviate some of these prob- 
lems, and recommended that senior 
management build an organizational 
culture that stresses people as its most 
important resource. 
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CSIS management has displayed a 
great deal of effort in the transition 
process, with good results in a number 
of areas. We were particularly 
impressed with the involvement of 
senior managers in detailed training, 
personnel and development planning, 
and in the speed and efficacy with 
which the new intelligence officer 
training program was implemented. 
We believe, nonetheless, that a num- 
ber of areas urgently require atten- 
tion, and highlighted these areas in 
our recommendations. 
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Appendix B 


uly 16, 1984 


july 18, 1984 
fuly 20, 1984 


fuly 29, 1984 
Aug. 24, 1984 
Aug. 28, 1984 


Sept. 10, 1984 


Nov. 16, 1984 


Dec. 4, 1984 


Dec. 5, 1984 


meb. 5, 1985 


DD. 15, 1985 
feb. 15, 1985 


March 5, 1985 


Ministerial Directives since July 16, 1984 


Foreign Operations — Request for the Completion of a Draft 
Policy from CSIS 


Delegation of Financial Authority to CSIS 
(Secret) 


Guideline of the Principles on which the Security Responsibili- 
ties of the RCMP and the CSIS Should be Based 


Delegation of Authority to Designated CSIS Officials for the 
Access to Information and Privacy Acts 


Continuity of Ministerial Policy Direction Applicable to the 
RCMP Security Service, for CSIS (not inconsistent with CSZS 
Act) 


(Top Secret) 


CSIS to Consult with the Solicitor General Prior to Advocating 
a Policy which Directly Relates to the Position of the Govern- 
ment 


(Top Secret) 


Delegation of Authority under s. 178.18(2)(d) of the Criminal 
Code of Canada. (Solicitor General to authorize designated 
CSIS officials to sign licences for persons to possess, sell, 
purchase electronic devices for surreptitious interception of 
private communications) 


(Secret) 


Revised Delegation Orders — Access to Information and 
Privacy Acts 


Agreements (Memorandums of Understanding) with the 
RCMP in Operational Areas 


Changes to CSIS Collection, Retention and Destruction 
Procedures for Files in the CSIS Exempt Bank 
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\ppendix C 


Summaries of Security Clearance Complaints on which the Committee has 
Reached Decisions 


ublic Service 


. An individual filed complaints 
gainst the RCMP and CSIS alleging 
iscrimination in the provision of 
ervices on the grounds of ethnic ori- 
in. 


he Solicitor General forwarded to 

he Canadian Human Rights Com- 
nission a written notice which 
ndicated that the facts in both com- 
laints involved matters relating to the 
ecurity of Canada. The Commission 
hen referred the complaints to the 
Sommittee. 


fhe Committee found that the written 
otice provided by the Solicitor Gen- 
ral was substantiated by the facts of 
he case, and that there were no 
rounds to justify the allegations of 
liscrimination by the complainant. 


), An individual complained that a 
ecurity clearance had been with- 
lrawn and that, as a consequence, the 
ndividual had been suspended indefi- 
litely without pay. 


The Committee found that the 
Department should have treated the 
vase as a Strictly personnel manage- 
nent matter, not as a national security 
ssue, and recommended that the 
Jeputy head take all necessary action 
0 permit the complainant to present a 
srievance before the Public Service 
Staff Relations Board. 


3. An individual complained that a 
security clearance had been denied on 
the basis of lifestyle considerations 
which were no longer relevant. 


The case focussed on the individual’s 
use of drugs, association with drug 
users, and association with known 
criminals. 


The Committee found that the facts of 
the case supported CSIS’ allegations 
about the previous lifestyle of the 
complainant, but considered that the 
individual’s way of life had recently 
taken a dramatic turn for the better. 


The Committee recommended that 
the CSIS recommendation be sus- 
tained but the complainant be recon- 
sidered for a Top Secret clearance in 
two years. 


4. An individual complained that a job 
offer had been withdrawn because the 
deputy head had accepted a CSIS 
recommendation that a Secret clear- 
ance be refused. 


The case centered on the individual’s 
associations with persons suspected of 
being agents of other countries, and 
the CSIS assessment that classified 
information might be given to unau- 
thorized persons if a security clear- 
ance were granted. 


The Committee examined seven spe- 
cific allegations. It concluded that one 
allegation concerning events of over 
10 years ago was substantiated, and 
that the remainder were without foun- 
dation. It recommended that the 
deputy head grant a Secret clearance 
and offer employment in the previ- 
ously agreed position to the complai- 
nant. 


5. An individual complained that a 
security clearance had been denied 
and that, as a consequence, promotion 
in the Public Service would be much 
less likely. 


The Committee assumed jurisdiction 
after hearing arguments. Though 
there were no immediate employment 
implications, the Committee and the 
parties concerned recognized that 
there would be a severe effect on the 
complainant’s career potential. 


The case centered exclusively on the 
complainant’s association with a 
Marxist-Leninist group. 


The Committee discovered that the 
platform of the Marxist-Leninist 
group, with which the individual was 
associated, included the use of vio- 
lence to assist in the overthrow of 
Canada’s present system of govern- 
ment. It found that association with a 
group espousing the use of violence 
against our system of government cast 
doubt on the individual’s loyalty to 
Canada. The Committee recom- 
mended that the denial of a security 
clearance be undisturbed. 


Department of National Defence 


6. A member of the Forces com- 

plained that a security clearance was 
denied on the basis of behaviour dur- 
ing adolescence which was no longer | 
relevant to the granting of a security | 
clearance. 


The Department of National Defence 
cited behaviour ranging from delin- 
quency at age 12 through episodes of | 
criminal behaviour to a conviction 

resulting in a compulsory stay of 28 
days in a detoxification centre at age 

18. | 


Testimony showed that after this lat- 
ter episode, the complainant became a! 
drug counsellor, resumed a high 
school education program, and then 
joined the Canadian Forces where 
superior performance evaluations were 
awarded by commanding officers. The 
complainant’s use of alcohol did not 
cease during this period, but alcohol 
consumption was reduced to a level 
equal to or below that of the complai- 
nant’s peers. 


The Committee found that there was | 
no evidence to suggest that the com- 
plainant’s loyalty to Canada, or relia- 
bility as it relates to loyalty, were 
sufficiently doubtful to warrant the 
denial of a security clearance. 


The Committee recommended that a 
Secret clearance be awarded and that 
the complainant’s reliability be moni- | 
tored to ensure that alcohol abuse did 
not again become a problem. | 


]. A civilian employee complained 
hat a Secret security clearance had 
seen withdrawn. 


The Department of National Defence 
estified that the complainant worked 
18 a prostitute and was highly suscept- 
ble to coercion by another individual. 
[t was not the prostitution itself but 
the vulnerability to manipulation by 
another person that persuaded the 
Department to remove the Secret 
security clearance. 


The complainant testified that becom- 
ing a prostitute was the result of 
extreme financial pressure, but that 
continuing to work as a prostitute was 
the result of the fear of physical beat- 
ings by another individual. 


The Committee recommended that 
the complainant be offered a job in 
another area, well away from the 
influence of the individual who had 
inflicted the physical violence, and be 
reconsidered for a security clearance 
in two years. 


8. A member of the Forces com- 
plained that a Top Secret security 
clearance had been withdrawn, and no 
level of security clearance granted. 


The Department testified that during 
a six-month period in 1984 the com- 
plainant was convicted of a number of 
offences under provincial legislation 
and the Criminal Code. These inci- 
dents together with an alleged breach 
of security under the influence of 
alcohol led the Department to deny 
any level of security clearance. 


The Committee found that the 
Department’s decision was substan- 
tiated by the evidence but, in view of a 
marked improvement in behaviour, 
recommended that a review of the 
complainant’s security clearance sta- 
tus be conducted earlier than planned, 
and, in any event, no later than 
August, 1986. 


9. A member of the Forces com- 
plained that a Cosmic Top Secret 
clearance had been withdrawn and a 
clearance no higher than Confidential 
awarded. 


The Department asserted that finan- 
cial and family circumstances, 
together with the undue influence of 
the complainant’s spouse, created a 
situation where advances by agents 
could be successful. There was no 
suggestion that any such advances had 
been made. 


Evidence adduced at the hearing 
showed that the complainant had been 
coping well with financial and family 
difficulties, which were not of the 
complainant’s own making, for some 
time. 


The Committee found that there was 
no evidence to suggest that the com- 
plainant’s loyalty to Canada, or relia- 
bility as it relates to loyalty, were 
sufficiently doubtful to warrant the 
denial of a security clearance. 
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The Committee also found that there 
was insufficient reliable and current 
information before the Department’s 
Security Clearance Junior Review 
Board (SCJRB) to justify the conclu- 
sion to which it came. The Committee 
recommended that a new field investi- 
gation be carried out immediately and 
that the complainant’s Top Secret 
security clearance be reconsidered by 
the SCJRB as soon as that investiga- 
tion was completed. 


10. A member of the Forces com- 
plained that a Top Secret security 
clearance was withdrawn and a clear- 
ance no higher than Confidential was 
awarded in its place. This action 
required the member to change his 
employment from one trade to another 
and, as a consequence, to be demoted 
to a lower rank. 


The Department asserted that behavi- 
our overseas led to the conclusion that 
the complainant may have been 
approached or subverted by a hostile 
intelligence service. This departmental 
view was alleged to have been sup- 
ported by the results of polygraph 
examinations which the complainant 
volunteered to undergo. 


Evidence before the Committee 
showed that, after conducting an 
investigation, the Security Service of 
the RCMP did not believe that the 
complainant had co-operated with a 
hostile intelligence service nor did it 
have reason to believe that this might | 
happen in the future. Despite this 
conclusion by experts in the field, the | 
Department denied the complainant a 
Top Secret security clearance on two © 
separate occasions. 


The Committee concluded that 
though the complainant had used 
alcohol excessively for some years, 
there was no evidence to support the 
allegation of co-operation with a hos- 
tile intelligence service. It recom- | 
mended that the complainant be 
granted a Top Secret security clear- 
ance and be restored to the higher 
rank previously held. 


11. A member of the Forces com- | 
plained that a Secret security clear- | 
ance had been withdrawn and a clear- 
ance at any level had been denied. 


he Department asserted that in 
lecember, 1984, the member had 
dmitted to using hashish on six or 
2ven occasions since enrolment in the 
‘anadian Forces in May, 1983. 
ecause this use of hashish was a 
reach of the Armed Forces drug 
olicy, the Department concluded that 
1e member would not be reliable in 
ther circumstances and should not be 
iven any level of security clearance. 
he Department admitted that there 
as no adverse information before the 
ecurity Clearance Junior Review 
oard other than the breach of the 
rug policy. 


he evidence showed that the member 
ad not used drugs since early 1985, 
nd had used soft drugs on a very 
ccasional basis in previous years. 


he Committee concluded generally 
nat though even minor use of drugs 
as a breach of the drug policy and 
as a serious matter which could be 
aken into account by the Canadian 
orces in its role as an employer, it did 
ot, in and of itself, signify a defect of 
haracter such as would so seriously 
ffect the member’s reliability as to 
ender the member unqualified to hold 
security clearance. 


he Committee found, therefore, that 
here was no evidence to suggest that 
he complainant’s loyalty to Canada, 
r reliability as it relates to loyalty, 
ere sufficiently doubtful to warrant 
he denial of a security clearance. 


The Committee recommended that 
the complainant’s Secret security 
clearance be restored. 


12. A member of the Forces com- 
plained that a security clearance of 
Top Secret was denied and a Secret 
clearance awarded in its place. This 
action made it almost impossible to 
progress in the member’s military 
trade. 


The Department asserted that the 
member’s use of marijuana on three 
occasions in 1983 warranted the 
denial of a Top Secret security clear- 
ance. Once again (as in #11 above), 
the Department essentially based its 
case on the fact that the member had 
breached the Armed Forces’ drug 
policy and had, therefore, shown a 
lack of reliability sufficient to warrant 
the withdrawal of a Top Secret secu- 
rity clearance. 


The Committee found that there was 
no evidence to suggest that the com- 
plainant’s loyalty to Canada, or relia- 
bility as it relates to loyalty, were 
sufficiently doubtful to warrant the 
denial of a security clearance. 


The Committee explained its general 
position as follows: 


Therefore, though I find it plausible 
that the Canadian Forces would 
have stringent rules and severe 
sanctions regarding the use of drugs 
by military personnel, I do not 
believe that this general policy can 
be extended to assert that military 
personnel are more likely to reveal 
secret information than are civilians 
who consume equal (limited) 
amounts of soft drugs. The quantity 
of drugs consumed by [member] 
would not have led to a civilian 
being denied a Top Secret security 
clearance. I find, therefore, that this 
limited use of drugs does not, of 
itself, provide a sufficient basis for 
the decision to deny [member] a 
Top Secret clearance. Nor, having 
regard to all the evidence can I 
conclude that [member] otherwise 
has a defect of character that would 
justify concerns about [member’s] 
reliability from the perspective of 
national security. 


The Committee recommended that 
the complainant be granted a Top 
Secret security clearance. 


13. A member of the Forces com- 
plained that a security clearance had 
been denied, based on alleged posses- 
sion and trafficking in drugs prior to 
enlistment, and unreliability. The 
complainant denied having concealed 
prior convictions, denied using drugs 
in recent years, and complained that 
no opportunity had ever been provided 
to explain or refute the Department’s 
allegations. 


The Committee noted that the drug | 
trafficking allegations were built on 
unwarranted suppositions, and that 
drug use had occurred in youth, dur- 
ing a difficult period. Also, the Com- 
mittee found that the complainant ha 
in recent years received positive 
performance reviews, and had a pat- 
tern of exemplary service and behavi- 
our. 


The Committee found that there was 
no evidence to suggest that the com- 
plainant’s loyalty to Canada, or relia- 
bility as it relates to loyalty, were 
sufficiently doubtful to warrant the 
denial of a security clearance. 


The Committee recommended 
approval of the requested Confidentia 
clearance. 


14. A member of the Forces com- 
plained that a security clearance had 
been downgraded based on incidents 
of drug use, destruction of military | 
property, attempted suicide, and 
alcohol abuse. The complainant | 
argued that all the incidents in ques- | 
tion were alcohol related, and that he 
had undergone a successful alcohol 
rehabilitation program. 


| 
The Committee found that all the | 
incidents had occurred when the com: 
plainant was under the influence of | 
alcohol, and that he had successfully _ 
taken steps to deal with an alcohol | 
problem. | 
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‘he Committee recommended, there- 
ore, that the Complainant’s clearance 
e reviewed at the conclusion of a two- 
ear period dating from the initial 
owngrading of the clearance. 


5. A member of the Forces com- 
lained that a security clearance had 
een denied based on admissions of 
ast and current use of illicit drugs, 
usceptibility to peer pressure and 
xcessive alcohol use. The complai- 
ant argued that some statements 
vere made under duress, and that 
ome statements had been misunder- 
tood by the investigator. 


“he evidence showed that the Depart- 
nent had overstated its case, and that 
he complainant had ceased using 
rugs. 


Che Committee found that there was 
lo evidence to suggest that the com- 
lainant’s loyalty to Canada, or relia- 
ility as it relates to loyalty, were 
ufficiently doubtful to warrant the 
lenial of a security clearance. 


Che Committee recommended rever- 
al of a decision to deny any clear- 
ince, and approval of the sought-after 
evel unconditionally or subject to 
uture review. 


16. A member of the Forces com- 
jlained about a downgrading to nil 
security clearance following an inves- 
igation for a higher level clearance. 
The downgrading was based on drug 
use, alcohol abuse, and indebtedness. 


The Committee found that there was 
no evidence to suggest that the com- 
plainant’s loyalty to Canada, or relia- 
bility as it relates to loyalty, were 
sufficiently doubtful to warrant the 
denial of a security clearance. 


The Committee also noted that the 
individual had shown a demonstrated 
behaviour pattern of reform and 
rehabilitation over the latest two-year 
period. 


The Committee recommended that 
the security clearance be granted. 


17. A member of the Forces com- 
plained that a security clearance had 
been denied on the grounds of an 
alleged suicide attempt, adverse psy- 
chiatric evaluations, and a negative 
service record. 


The Committee found that the alleged 
suicide attempt, which had triggered 
the investigation in the first place, 
was, in fact, unsupported by any evi- 
dence, and was denied by the complai- 
nant. 


The Committee found that there was 
no evidence to suggest that the com- 
plainant’s loyalty to Canada, or relia- 
bility as it relates to loyalty, were 
sufficiently doubtful to warrant the 
denial of a security clearance. 


The Committee also noted a signifi- 
cant improvement in the 
complainant’s behaviour during the 
last two years. 
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The Committee recommended 
approval of the sought-after clearance, 
and further recommended that any 
member of the Forces downgraded or 
denied a clearance be told of the rea- 
son for that denial or downgrading 
within 30 days. 


18. A member of the Forces com- 
plained that a security clearance at 
any level was denied because of 
alleged prior associations with known 
criminals, irresponsible behaviour, and 
abuse of alcohol. 


The Committee found that there was 
no evidence to suggest that the com- 
plainant’s loyalty to Canada, or relia- 
bility as it relates to loyalty, were 
sufficiently doubtful to warrant the 
denial of a security clearance. 


The Committee also found that the 
individual, since the incidents in ques- 
tion, had had an exemplary service 
record and above average evaluations 
from superiors. 


The Committee recommended that 
the complainant be granted the secu- 
rity clearance requested. 


19. A member of the Forces com- 
plained that a clearance was denied 
because of alleged personal traits, 
loose morals, and peers’ antagonism. 


The complainant denied all the allega- 
tions. 
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The Committee noted the lack of any. 
opportunity given to the complainant 

to respond to the allegations, and the 

biases evident in the file record of the 
investigation. 


The Committee found that there was. 
no evidence to suggest that the com- | 
plainant’s loyalty to Canada, or relia- 
bility as it relates to loyalty, were 
sufficiently doubtful to warrant the 
denial of a security clearance. 


The Committee recommended that a 
security clearance be granted. 


20. A member of the Forces com- 
plained that a security clearance had 
been denied on the basis of allegations 
concerning discretion and stability. 
The complainant argued that religiou: 
beliefs and anti-nuclear views were thi 
cause of the security clearance denial, 
and complained that this was unjust. 


The Committee noted the right of 


| 


Canadians to hold the views espoused 
by the complainant, but concluded 
that the strength of those beliefs made 
the complainant vulnerable to groups 
or individuals who had aims inimical 


to Canada’s national security. The 
Committee recommended that the 
complainant’s security clearance be 
restricted to Confidential. 


. À member of the Forces com- The Committee examined all the inci- 


ained that a security clearance had dents in question, noting that many 

en denied because of allegations were unsubstantiated, or mere hear- 
ncerning character traits. The say. However, there was also evidence 
dividual was said to have wrongly that the individual had not been forth- 
ed donations of money for his own right with the Committee, and had 
irposes, and to have made sexual expressed allegiance to countries other 
vances in situations which could than Canada, thus raising questions as 
ve led to the complainant becoming to both honesty and loyalty. 


Inerable to blackmail. 
The Committee recommended that 


the denial of the complainant’s secu- 
rity clearance be maintained. 
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\ppendix D 


Union Representatives at Meetings with the Committee, August and 
September, 1985 


ublic Service Alliance of Canada Gordon Johnson, Director, Broad- 


| | ur cast Council 
Susan Giampietri, Second Vice- 


President Bob Paterson, President, Broadcast 
Council 
Renaud Paquet, National President, 
Canada Employment and Immigra- Canadian Labour Congress 
tion Union 


Neville Hamilton, Administrative 
Mansel Legacy, National President, Assistant to the President 


Customs and Excise Union | 
John Harker, Director of the Inter- 


Phil Vincent, Service Officer, Taxa- national Affairs Department 
tion Component « | Le 
Economists, Sociologists and Statisti- 


Patricia Elliott, Service Officer, cians Association 
Union of Solicitor General 
Employees Jack MacKinnon, President 
David Green, Service Officer, Marvin Gandall, Executive Secre- 
Union of National Defence tary 
Employees 


Professional Institute of the Public 


Denis McCarthy, Service Officer, Service of Canada 


National Component Edward Spencer, Policy and Plan- 


Steve Jelly, Executive Assistant to DIE 
the Executive Management Com- 


Claude Leclerc, Manager, Legal 
mittee 


Members Services 


Louise Czernenko, Assistant to the 


à Canadian Federation of Labour 
President 


Yolande Viau, Research Officer J. McCambly, President 


Mariam Edelson, Equal Opportu- Pa eel 


nity Co-ordinator Public Service Commission of Canada 
Canadian Union of Public Employees Maureen Stewart, Staffing Pro- 
gram and Program Development 


Pascal Ingenito, National Director 


mae oe Directorate. 
of Organizing and Servicing 
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\ppendix E 


Text of a Notice Distributed to Public Servants, November, 1985 


: you have been denied a security 
learance which is required by the 
rovernment of Canada, and are, as a 
>sult, denied employment, dismissed, 
emoted, transferred, or denied a 
romotion or a transfer, the Security 
atelligence Review Committee may 
e able to help. 


‘he Review Committee was appointed 


n November 30, 1984, under statu- 
>ry authority as an independent body 
2presentative of the three parties in 
ne House of Commons. It is man- 
ated by Parliament to review the 
erformance of the duties and func- 
ions of the newly created Canadian 
curity Intelligence Service (CSIS) 
s well as to hear complaints from 


ederal public servants who are denied 


security clearance by a federal 
epartment or agency. 


Hon. Ronald G. Atkey, P.C., Q.C., 
Chairman 


Mr. Maurice Archdeacon, Execu- 
tive Secretary 


For further information, visit, write 
or telephone: 


Security Intelligence Review Com- 
mittee 

16th Floor 

365 Laurier Avenue West 

Ottawa, Ontario 


Mailing Address: 


P.O. Box 2430 
Postal Station ‘D’ 
Ottawa, Ontario 
K1P 5WS5 


Telephone: (613) 990-8441 


You may call collect between 
7:30 a.m. - 5:30 p.m., Ottawa time. 
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ippendix F 


EE ….….….….… 


Academic Seminar, October 10, 1985 


uests 


Alan Borovoy, General Counsel, 
Canadian Civil Liberties Associa- 
tion 


_ Jean-Paul Brodeur, Université de 
Montréal, Criminology Depart- 
ment, Past Director of Research for 
the Keable Commission (unable to 
attend) 


David Charters, Assistant Director, 
Centre for Conflict Studies, Univer- 
sity of New Brunswick, Executive 

_ Committee Member of the 
Canadian Association for Security 
and Intelligence Studies 


David Cox, Queen’s University, 
Department of Political Studies, 
Director of Research for Canadian 
Institute for International Peace 
and Security 


Ronald Crelinsten, Department of 
Criminology, University of Ottawa 


André Donneur, Université de Qué- 
bec à Montréal, Department of 
Political Science (unable to attend) 


J.LLJ. Edwards, University of 
Toronto, Law School 


Stuart Farson, Department of 
Criminology, University of Toronto, 
Executive Committee Member of 
Canadian Association for Security 
and Intelligence Studies 


C.E.S. Franks, Queen’s University, 
Political Studies Department 


Richard French, McGill University, 
Faculty of Management (formally 
PCO), Executive Committee Mem- 
ber of Canadian Association for 
Security and Intelligence Studies 


Martin Friedland, Faculty of Law, 
University of Toronto 


Richard Gosse, Q.C., Inspector 
General 


J.E. Harlick, Intelligence and Secu- 
rity Secretariat, Privy Council 
Office 


Richard Henshel, University of 
Western Ontario, Sociology Depart- 
ment 


Mary C. Lawton, Counsel, Office of 
Intelligence Policy and Review, 
U.S. Department of Justice 


Murray Rankin, Faculty of Law, 
University of Victoria, B.C. 


R.H. Roy, University of Victoria, 
B.C., Department of History, 
Chairperson of the Canadian Asso- 
ciation for Security and Intelligence 
Studies 
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Peter Russell, University of 
Toronto, Past Director of Research 
for the McDonald Commission, 
Executive Committee Member of 
Canadian Association for Security 
and Intelligence Studies 


David Stafford, University of 
Toronto, History Department, 
Executive Committee Member of 
Canadian Association for Security 
and Intelligence Studies 


Peter St. John, University of 
Manitoba, Lecturer on Terrorism 
and Intelligence 


André Tremblay, Faculty of Law, 
Université de Montréal 


Geoffrey Weller, Lakehead Univer 
sity, Political Science Department 


Appendix G 
ee 


Legal Counsel Seminar, March 8, 1986 


Sommittee Counsel 


| 


Gina S. Brannan, Toronto (unable 
to attend) 


George T.H. Cooper, Q.C., Halifax 


Graham Charles Eglington, Ottawa 


Morris J. Fish, Q.C., Montreal 
Mark P. Frawley, Toronto 
Pierre-C. Gagnon, Quebec City 
Edward L. Gladu, Q.C., Ottawa 


~ Gordon Grey Hilliker, Vancouver 


William G. Horton, Toronto 
Robert E. Houston, Q.C., Ottawa 
John B. Laskin, Toronto 

Jack R. London, Q.C., Winnipeg 
Allan Lutfy, Q.C., Ottawa 


Robert W. MacQuarrie, Q.C., 
Ottawa 


Eva Marszewski, Toronto 


Edouard Martin, Québec (unable to 
attend) 


Mel Myers, Q.C., Winnipeg 
Simon Noél, Hull 
Christopher J. Roper, Toronto 


Mary E. Saunders, Vancouver 


Perry W. Schulman, Q.C., Win- 
nipeg 


Graham WSS. Scott, Q.C., Toronto 
John M. Sibley, Toronto 

J. Peter Vice, Q.C., Ottawa 

Grant Kenneth Weaver, Vancouver 
Alan Whiteley, Toronto 


David L. Zifkin, Toronto 


Canadian Security Intelligence Ser- 
vice 


Ray Lees, Deputy Director — 
Regional Operations and Liaison 


Bob Duff, Director General — 
Toronto Region 


Barry Denofsky, Standing Require- 
ments 


Cliff Pearcy, Chief — Briefing Unit 


CSIS Counsel 


Douglas R. Wyatt 


Department of National Defence 


Lt.-Col. Paul Corban 


Guest Participants 


Jan Dymond, Toronto 


Eleanore A. Cronk, Toronto 


mS 
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\ppendix H 


| 


Security Intelligence Review Committee Staff 


Burice Archdeacon, Executive Secretary 2... 990-6839 
NN Vette COINS OCNIOL SECTE LADY ne ae re a tr 990-8442 
Dantevlerblacne UNIT SECTOR eee ee eee 991-9112 
Shirley Heafey, Executive Assistant (Complaints)................... 993-4263 

acques J.M. Shore, Director of Research «0.0.00... ccc eee ences 990-8051 
Maurice Mak leis research Officer 2. tie 990-8445 
WON IMS MAR CSE ATC OLTICEI vice cet ue me ant ee rote 991-9111 
JoaniKeane ReSCar Ch ASSISTANT a sue? 990-8443 

\nnie Demirjian, Co-ordinator of Communications ..............:: ee 990-6319 

Aadeleine DeCarufel, Administration Officer and Registrar... .............. 990-8052 
Dohméaron Records OLLICel a en 990-6838 
ROPCRMACDON File Clerk eee cc. soon scarce ees seeteeecereenee eee een er 990-6838 
Diane Marion. Receptionist-Secretary ed accents: 990-8441 
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June 22, 1987 


The Honourable James F. Kelleher, P.C., M.P., Q.C. 
Solicitor General of Canada 

House of Commons 

Ottawa, Ontario 

K1A 0A6 


Dear Mr. Kelleher: 


Pursuant to section 53 of the Canadian Security Intelligence Service Act, we hereby trans- 
mit to you the annual report of the Security Intelligence Review Committee for the fiscal 
year 1986-87, for submission to Parliament. 


Yours sincerely, 


Ronald G. Atkey, P.C., Q.C. 
Chairman 


Mia Ar he. 


\ Jean Jacques Blais, P.C., Q.C. Frank McGee, P.C. 
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Saul M. Cherniack, P.C., Q.C. Paule Gauthier, P.C. 
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(Who is to guard the guards themselves?) 
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1. Introduction 


a __ " … 


Independent, external review of security intelligence is a recent development in all the 
democracies. Here in Canada, it goes back only three years, to 1984, when Parliament 
adopted the Canadian Security Intelligence Service Act (CSIS Act). 


Under this Act, the responsibilities of the RCMP Security Service were transferred to a 
new Canadian Security Intelligence Service (CSIS). Our Committee, the Security Intelli- 
gence Review Committee (SIRC), was appointed to provide external oversight. An Inspec- 
tor General was appointed to provide internal oversight and to report to the Solicitor Gen- 
eral. 


As pioneers entering a new area of public administration, we first faced the challenge of 
finding our bearings. This was very much reflected in our first two annual reports. 


However, we are now beginning to zero in as we pass the mid-point of our five-year man- 
date. We are now equipped to analyse statistics on CSIS operations, to detect trends. We 
have also carried out major studies—on counter-subversion, for example—in addition to 
pursuing dozens of issues through written inquiries and interviews with CSIS officials. 


On Course. We hope that readers of this annual report will share the sense that external 
review is now firmly on course. We touch on more topics and do so in greater depth than 
in our two previous reports. 


Some themes will be familiar from our past reports. Our firm belief that CSIS is not mak- 
ing enough use of open sources as an alternative to covert investigations is just one exam- 
ple. We have also continued to report the total number of new warrants and renewals 
granted to CSIS by the Federal Court of Canada. 


Among the subjects we have examined in greater depth are the counter-subversion pro- 
gram, particularly the way targets are chosen, relations between CSIS and the RCMP in 
counter-terrorism operations, and civilianization. 


We feel mounting concern that civilianization is proceeding too slowly because of heavy 
recruitment of ex-police-officers. This can only perpetuate the law-enforcement approach 
that Parliament intended to change when it adopted the CSIS Act. 


Mandate 


In general terms, our mandate is to see that the Service carries out its work effectively but 
without unreasonable or unnecessary intrusions on individual rights. Specific tasks spelled 
out for us in the CSIS Act fall into two broad areas—oversight and complaints. 


Oversight. Paragraph 38(a) of the CSIS Act directs us “to review generally the perform- 
ance by the Service of its duties and functions” while paragraph 38(b) and section 40 per- 
mit us “to arrange for reviews to be conducted, or to conduct reviews” with a view to 
“ensuring that the activities of the Service are carried out in accordance with this Act, the 
regulations and directions issued by the Minister ... and that the activities do not involve 


any unreasonable or unnecessary exercise by the Service of any of its powers”. 
————————E——— aren 
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Chapters 2-8 of this report describe what we did last year to fulfil our oversight mandate. 


Oversight does not mean that we are a kind of board of directors for CSIS. We do not 
hesitate to give advice, privately when circumstances dictate and publicly, when we can, 
through our annual reports and in testimony before Parliamentary committees. | 


But we do not set policy or issue orders. Nor would we want to, for that would make us 
active players in security intelligence and remove the freedom to criticize that is our raison 
d'être. 


Complaints. Paragraph 38(c) directs us to investigate complaints that anyone makes about 
the activities of the Service, complaints about the denial of security clearances in Public 
Service employment, in the supply of goods and services to the federal government and in 
immigration and citizenship matters, as well as to investigate the security aspects of cer- 
tain complaints lodged with the Canadian Human Rights Commission. 


Chapter 9 of this report covers our work in this area, and summary case histories are set 
out in Appendix B. 


Relations with CSIS 


The price of our independence is an arm’s-length relationship with CSIS and other partici- 
pants in the Canadian security intelligence establishment. 


Independent, external oversight is the price that CSIS pays for its wide powers. 


The Service provides us with the information we ask for, but it remains distant and wary. 
This is not necessarily a bad thing; too close a relationship could make it difficult for us to 
maintain our independence. 


How We Operate 


The CSIS Act provides that members of our Committee shall be appointed by the Gover- 
nor in Council following consultations by the Prime Minister with the Leader of the Oppo- 
sition and the leader of each party with 12 or more members in the House of Commons. 


In making the initial appointments, the Prime Minister gave these consultations a very 
wide scope and invited the Leader of the Opposition and the Leader of the New Demo- 
cratic Party to nominate one member each while he himself nominated three members. 
The approval of all three leaders was sought for the complete slate. As a result, our Com- 
mittee is clearly tri-partisan. 


Once the appointment process was completed, however, we found it desirable to leave par- 
tisan considerations at the door. For the most part, we operate collegially, by consensus, in 
our oversight role. Also, the fact that we are part-timers, active in our communities and in 
private life, outside of government circles in Ottawa, makes it easier to focus on our task in 
a non-partisan way when we meet. 
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Complaints are usually heard by a single Committee member. While we all see the final 
reports, we provide legal and editorial comments only. We do not seek to discuss or amend 
the rationale or conclusions, following the rule that only the person who has heard the evi- 
dence at first hand can give each element in the case its proper weight. Under our conflict 
of interest rules, no Committee member participates at all in a case in which he or she has 
any advance knowledge of or association with the individual concerned. 


On the Record 


We have made Juvenal’s much-quoted line “Who is to guard the guards themselves” the 
epigraph of this report. We were thinking of our relationship with CSIS. But it could be 
applied to us too. Parliament and Canadians must rely in large part on our Committee and 
the Inspector General to ensure that individual rights and freedoms are protected in the 
security intelligence field. 


That is why, in preparing our annual report, we try to put as much as possible on the pub- 
lic record. The more we tell, the better Parliament and Canadians will be able to judge for 
themselves. 


We are, of course, constrained by the statutory requirement to avoid revealing anything 
that would compromise national security. Under the Act, CSIS reviews the draft report 
and advises us about any information that it believes might do so. Some detailed support- 
ing information is left out of the published report as a result of this process, but we do not 
feel that anything of great significance has been lost. 


Balance 


Annual reports by oversight or auditing bodies usually provide a litany of criticisms rather 
than a balanced picture. This is to be expected. 


In addition, our annual report is constrained by our inability to comment on CSIS’s suc- 
cesses, for national security reasons. There have been a number of successes, particularly 
in the fields of counter-espionage and counter-terrorism. 


This report is not, therefore, a complete picture; it is a view through slightly parted cur- 
tains. If we were able to pull the drapes wide open, we would include much more informa- 
tion on the important and effective work accomplished day in, day out by the Service. It is 
an important national institution worthy of continued public support. 


The dedication and professionalism of CSIS employees is impressed upon us anew at every 
contact we have with them from one end of the country to the other. 
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2. Oversight 
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Does CSIS protect the national interest as effectively as possible? Is it efficient—in terms 
of both management goals like financial integrity and policy goals like “civilianization” 
and official bilingualism? Does it give enough weight to individual rights and freedoms? 


In its simplest terms, our oversight mandate is to keep a running score on these questions 
on behalf of Parliament and the Canadian people. Our particular role is to watch over the 
delicate balance between national security and individual freedoms. 


Oversight is the topic of this chapter and the six that follow. We begin with formal con- 
trols on CSIS. We then deal with various issues loosely grouped under three headings: 
gathering information, managing information and putting information to use. An in-depth 
study that we made of CSIS’s counter-subversion program overlaps all these themes, so it 
has a chapter of its own. We conclude with a review of some internal management issues 
and a chapter on a major study that we undertook, at the request of the Solicitor General, 
on official languages and staff relations issues in CSIS. 


Formal Controls 


Because of its wide powers of investigation and the secrecy that unavoidably surrounds 
much of its work, CSIS comes under a variety of controls, both judicial and administra- 
tive. 


Before using its most intrusive powers, it must convince a judge of the Federal Court of 
Canada to issue a warrant (Part II of the CSIS Act). Indeed, it must first convince the 
Solicitor General, whose personal approval is required for each warrant application. 


There are a number of other circumstances when CSIS requires the personal consent of 
the Solicitor General to do something—before it enters into an agreement with a province, 
for example (section 17 of the Act). 


In addition, the Solicitor General issues instructions to CSIS on the conduct of particular 
cases or of entire classes of cases (subsection 6(2) of the Act). 


The Solicitor General has his own watchdog on CSIS, the Inspector General (sections 30- 
33 of the Act). The Inspector General issues an annual certificate setting out whether he is 
satisfied with the secret annual report that the Director of CSIS makes to the Solicitor 
General, whether the Service has remained within the Act and the Solicitor General’s 
instructions in its operational activities and whether it has made unreasonable or unneces- 
sary use of its powers. 


Our oversight mandate takes in all these controls (section 38 of the CSIS Act). We exam- 
ine the Solicitor General’s instructions, the annual report of the Director and the certifi- 
cate of the Inspector General, and we keep an eye on warrants. 


Warrants are dealt with in the next chapter. In this chapter we briefly report our observa- 
tions on the other formal controls. 
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Ministerial Instructions 


Two kinds of instructions are issued by the Solicitor General—ministerial directives and 
ministerial direction. Directives are policy statements, laying down how operations of a 
given class are to be handled. They usually require that certain matters be referred to the 
Solicitor General for decision on a case-by-case basis. 


Direction, on the other hand, typically takes the shape of correspondence on specific cases, 
in which the Solicitor General may incidentally provide policy guidance or establish prece- 
dents that can be applied to other cases. 


In last year’s annual report, we indicated that we had a number of outstanding questions 
after reviewing the Compendium of Ministerial Direction containing all known directives 
and direction to the former RCMP Security Service and to CSIS. We are satisfied with 
the answers that CSIS and the Ministry of the Solicitor General have given us since then. 


We also indicated last year that CSIS was reviewing the Compendium, looking for things 
that might have to be amended to conform with the CSIS Act. We understand that the 
task is now nearly complete, and we look forward to receiving the results. 


New Business. We received copies of nine new directives and directions in 1986-87. A list 
can be found in Appendix A to this report. Two arrived late in March, and we were unable 
to examine them before the end of the fiscal year under review. We are satisfied that those 
we had a chance to study do not involve any unreasonable or unnecessary use of the Ser- 
vice’s powers, nor do they impinge unduly on individual rights or privacy. 


The Solicitor General also advised us in 1986-87 that seven directives and directions had 
been withdrawn. One, dealing with security assessments, has been replaced with new 
instructions. The others had also been overtaken by events. 


As part of our review of statistics on operational activities, we now monitor the number of 
operations approved by ministerial directives. This will bring to light any significant 
changes that we need to look into more deeply. 


From our experience, we are able to say that operations so sensitive that they require | 
explicit ministerial authority are not numerous. 


However, we discovered during 1986-87 that we had not been receiving copies of all docu- 
ments that we consider ministerial directives or ministerial directions. The difficulty lay in 
a narrow interpetation that was being given to the legal description of these instructions. 


At our request, CSIS is now reviewing all correspondence with the Solicitor General so 
gaps in our files can be filled in and we do not face the same problem again. 


CSIS Annual Report and Certificate of the Inspector General 


We have examined both the annual report of the Director to the Solicitor General and the 
certificate of the Inspector General for the calendar year 1986, and we are satisfied that 
they provide a realistic overview of the Service’s work. 
nt 
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Because of their classification—Secret in the case of the annual report, Top Secret in the 
case of the certificate—we cannot disclose their contents. 

However, what we learned from them has provided additional depth to the observations we 
‘make on our own authority in this report and will help to guide our continuing oversight 
activities. 


We take this occasion to express our appreciation for the energy, industry and thorough- 
ness shown by the Inspector General. 


The Oversight Process 
We conclude this chapter with a few facts about our oversight operations generally. 


Computer Age. We entered the computer age in 1986-87, getting the data-processing 
capacity we need to carry out our mandate “to compile and analyse statistics on the opera- 
tional activities of the Service” (subparagraph 38(a)(vii) of the CSIS Act). 


Security considerations put a strict limit on how much we can say about what we learn 
through statistical analysis. 


However, we have continued our practice of reporting warrant statistics (page 10 of this 
report). And statistical analysis also lies behind much of what we say about the extent to 
which CSIS has used various investigative tools, the CSIS budget and spending, the 
effects of the CSIS Act on operations, and progress towards civilianization. 


The value of statistical analysis is that it gives us a basis for putting pertinent questions to 
CSIS without requiring us to undertake the impossible task of examining every operation. 


Statistics have been secured from CSIS on resource allocation, warrants, the use of 
sources, campus operations, personnel, the targeting of groups and individuals for investi- 
gation, illegal acts and other matters. Most data is provided on a quarterly basis. 


In most fields, we had data for only one quarter in 1986-87, so our analytical work was 
necessarily limited. It was, of course, impossible in these cases to plot trends. As we 
accumulate more information, we expect statistical analysis to be an important tool in 
oversight. 


None of the data we have seen suggested an unreasonable or unnecessary use by the Ser- 
vice of its powers. 


Formal Inquiries. We make formal, written inquiries to CSIS—145 of them in 1986-87. 
At year-end, only 18 were awaiting answers. 


We derive our questions from many sources. Some are suggested by our own research, of 
course, and some emerge from our investigation of complaints. 
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Others are prompted by news reports—for example, in 1986-87, stories about alleged 
fund-raising for Contra rebels in Nicaragua, recruiting by the white-supremacist Aryan 
Nation, alleged surveillance of a peace activist who met with a suspected Soviet agent, 
immigration applications from people alleged to have been involved in torture and murder 
in Chile, and many more. | 


We kept a watching brief on investigation of the Air India disaster of June 23, 19852 
There is, unfortunately, nothing we can say publicly, beyond giving an assurance that we 
will continue to follow developments. 


We also pursue with CSIS questions put to the Director by members of Parliamentary 
committees, which he cannot answer in such public forums. Some of those that came up 
when the Standing Committee of the House of Commons on Justice and Solicitor General 
questioned the Director on December 11, 1986, have been answered to our satisfaction: we 
are waiting for responses to the rest. 


Briefings. We met as a Committee with the Solicitor General, and the Chairman met fre- 
quently with the Solicitor General, the Deputy Solicitor General, the Director of CSIS 
and the Inspector General. 


We make a point of holding our regular meetings in various cities across Canada, and we’ 
take advantage of these occasions to visit local CSIS offices, where we meet management 
and staff and are briefed on operations. In 1986-87, we visited the Ottawa Region, the 
Prairie Region in Edmonton, the Atlantic Region in Halifax, the Quebec Region in Mont- 
real and the Toronto Region. 


Our visit to Montreal came in November, in the last stages of our special study on official 
languages and staff relations in CSIS (reviewed in Chapter 8). Discussions with both 
managers and staff there helped give us a feel for the situation when we sat down to write 
our report on this inquiry. 


3. How CSIS Knows 


This chapter focusses on information-gathering by CSIS and some issues it has raised. 


Behind Federal Court Warrants 


To make use of its most intrusive powers, CSIS requires warrants issued by judges of the 
Federal Court of Canada. These powers include wiretapping, eavesdropping by micro- 
phone, capturing optical images, intercepting recorded communications, searching for 
documents and paraphernalia, and intercepting mail. 


Though not required by law to do so, we read some affidavits sworn in support of warrant 
applications. 


But the affidavits have already been seen by both the Solicitor General and by judges of 
the Federal Court of Canada before they reach us, so we started to go behind the affida- 
vits to examine the operational files on which they are based. 


Because these files are not seen by anyone outside the Service except the Inspector Gen- 
eral and us, this provides a distinct second line of defence against unreasonable or unneces- 
sary use by CSIS of its powers. 


We found that affidavits were generally factual but, not surprisingly, tended to present the 
case for the use of intrusive techniques rather than a balanced ledger of pros and cons. 


Devil’s Advocate. When CSIS asks for a warrant, there is, of course, no advocate for the 
target. 


We are informed that the Solicitor General makes sure, in reviewing warrant applications, 
that everything being sworn to is an ascertainable fact, not merely a conclusion the inves- 
tigator has drawn from the facts, and he sends some applications back for amendment 
before he lets them go to the Federal Court. Indeed, we are informed that he has rejected 
some requests outright. We welcome his vigilance. 


We are also mindful of the role played by the presiding Federal Court judge in each case. 
While no applications have been turned down by the Court, searching questions have been 
asked from the bench and conditions designed to protect individual rights have been 
imposed in the order granting the warrant (see, for example, page 20 of this report). 


But the controls now exercised by the Solicitor General and by judges are no stronger than 
the personal commitment of the people involved. As for us, our review comes after the 
fact; if there were ever flagrant abuse, we could make our concern known to Parliament, 
but too late to stop it from taking place. 


The Solicitor General, in consultation with CSIS, should consider whether there ought to 
be a “‘devil’s advocate” at some stage of the procedure—either before the Federal Court or 
before the Solicitor General himself—to argue the case against the warrant. 


a aE 


9 


Tr 


This is something that Parliament too might consider when the CSS Act gets its five-year 
review in 1989. 


Basket Clauses. Generally speaking, targets are named in warrants. The location where a 
warrant can be exercised is specified. “Basket clauses” allow intrusive powers to be used at 
the same location against unnamed associates of the target, who may be identified only 
after the warrant is granted. Otherwise CSIS would have to return to the Federal Court 
for a new warrant each time an associate of the target surfaced. | 


The Inspector General is currently looking into the issue of who can designate targets 
under basket clauses in warrants. | 
We too have a concern about the use of basket clauses and are looking into it. The first 
question is whether it is acceptable at all. If so, the next question is who within CSIS—or 


the Ministry of the Solicitor General—should have the power to designate additional tar-. 
gets not named in the warrant. | 


Counting Them Up 


As part of our oversight routine, we have started to compile quarterly statistics on war- 
rants. With our new computer capacity, we can now examine the use of warrants in the 
aggregate and broken down by types of powers, regions and targets. Aggregate figures for 
the calendar years 1985 and 1986 are shown in Table 1. 


Table 1. New and Renewed Warrants Granted to CSIS, 1985 and 1986 
RÉ ton a gh ty 


1985 1986 
New warrants 82 94 
Warrants renewed 21 pl 
Total 109 105 
Average duration of warrants (days) 1:73:67 16252 


(Source: CSIS) 


Raw data such as we provide here do not permit meaningful comparisons with pre-1985 
warrant statistics. 


Before the CSIS Act took effect on July 16, 1984, warrants for security intelligence inves- 


tigations were issued under the Official Secrets Act. Each of these warrants ordinarily per- 
mitted the use of one power against one target. 


Warrants issued since then under the CS/S Act can be far more sweeping. One of these 
warrants can authorize the use of many powers against many targets. 
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Maximum. We are discussing with CSIS the best ways to present the maximum amount 
of information to the public about warrants and the use of intrusive powers. 


We continue to have some concern that aggregate warrant statistics under the CSIS Act 
do not give as accurate a picture of the level of intrusive activities as did the statistics that 
used to be published under the Official Secrets Act. 


We get enough information from CSIS to let us develop more revealing statistics ourselves 
and publish them. But without evidence of abuse, we respect the Service’s position that the 
full story cannot be told without divulging information of significant intelligence value. 


This is another issue that Parliament may want to take up when the CSIS Act gets its five- 
year review in 1989. 


Other People’s Mail 


We made a particular study of mail-opening. After the outcry a few years ago over illicit 
mail-opening by the RCMP, some Canadians were uneasy when CSIS got the legal power 
to intercept mail, even if this power was subject to the same warrant requirements as any 
other intrusive activity. 


They may have imagined squads of men and women in trench coats and slouch hats, hud- 
dled over tea-kettles, steaming open letters to somebody’s Aunt Tillie and solemnly record- 
ing tidbits of family gossip. 


The picture we got was quite different. Apart from the fact that tea-kettles have been 
overtaken by high-tech methods, very few envelopes had been opened by the end of 1986. 


We have reason to expect that mail interception will increase. Only technical difficulties 
prevented the Service from intercepting the mail of two further targets in 1986. As 1987 
began, CSIS held some warrants granting mail-opening powers, ready for use as the need 
presented itself. A single warrant can cover more than one address. 


CSIS says it intends to use this power only when there is reason to suspect that an 
individual or organization is using the mail to further a threat to national security. 


We will continue to monitor mail-opening. 


Canada Post is cooperating with CSIS, and a formal memorandum of understanding 
between the two organizations is being prepared. It will come to us in due course for 
examination. 


We would be pleased to see provisions for cooperation at a less intrusive level than the 
interception of mail. Tracing, for example. Canada Post is in a position to provide CSIS 
with lists of the names and addresses that targets correspond with. One issue is whether 
this, too, should require a warrant. 
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Emergency Warrants 


Before leaving the use of intrusive powers, we raise once more the question of emergency 
warrants. 


An application for a warrant ordinarily originates with an investigator. There is internal 
review by senior officers and by a formal Warrant Review Committee. Under the CSIS 
Act, each application must be approved by the Solicitor General personally before it goes 
to a judge of the Federal Court. 


Cumbersome as it sounds, this procedure has been streamlined enough to ensure that | 


whenever CSIS has needed a warrant, it has been able to get one in time. Sooner or later, 
though, an operation is bound to be weakened because a warrant could not be secured 
quickly enough. 


Could This Happen? In our last annual report we outlined a scenario in which CSIS heard — 


at the last minute about a terrorist stopping over briefly in Canada between flights. An 
instant warrant might be needed so that meetings the terrorist held during the stopover 
could be monitored. This is the kind of occasion when current procedures may be too slow. 


We suggested that the Act might be amended so that the Director of CSIS could issue a 
warrant himself in emergencies, subject to speedy review—within 48 hours, say—by a 
judge of the Federal Court. We suggested that there should also be an early report to the 
Solicitor General and to us. 


We still believe that special circumstances call for special measures and that some emer- 
gency warrant procedures should be written into the Act. 


To help Parliament when the Act gets its five-year review in 1989, we have started to com- 
pile statistics on the length of time it takes to obtain warrants. These statistics could help 
pinpoint any bottlenecks in the system as well as document the need for special measures. 


Open Sources 


One way that CSIS can limit its reliance on intrusive powers is by mining open sources 
like scholarly publications and the mass media, both foreign and Canadian. 


We are far from satisfied that CSIS takes open sources seriously enough as an alternative 
to undercover work. The use of open sources remains a pale imitation of what the McDo- 
nald Commission envisaged and what we have repeatedly urged for the sake of both effec- 
tive security intelligence operations and minimum intrusion on personal privacy and free- 
doms. 


We acknowledge that the Service started to create reference sections in regional offices in 
1986-87 and that it expanded the Open Information Centre at Headquarters. 
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This Centre now has a technical services section, a research unit, an Emergency Opera- 
tions Centre and two reference units. A User Committee was established to help the Cen- 
tre stay abreast of the Service’s real needs, and additional staff was appointed. Some 
vacancies remain but the key positions have been filled. 


Bilingual Service. In particular, we are pleased that the Open Information Centre now 
employs more bilingual staff and plans an increase to three from one in the number of 
French-language computer data bases it has access to. 


As we note elsewhere in this report (Chapter 8), the Service has lagged badly in giving its 
Francophone and Anglophone employees equal opportunities to work in their own lan- 
guages, and every step toward this goal is welcome. 


However, services available in French are still far less than those available in English, and 
we urge all possible speed in carrying out plans to increase the volume of French-language 
information and services in French. In particular, we hope that a greater use of foreign 
French-language open media will ensue. 


Research. In general, we believe that the Service is not making the most of its opportuni- 
ties to use open sources. 


The research unit gives us great concern. In our last annual report, we noted that the Ser- 
vice had preferred to select researchers from among its “street-wise” intelligence officers, 
and we suggested that experienced, university-trained professionals would be more appro- 
priate choices. 


This point unfortunately needs to be made again. For, although new researchers appointed 
to this unit are university-educated, they do not have the broad experience in research and 
government that we think essential. 


Furthermore, these researchers are only temporarily assigned to the research unit. They 
are to be replaced eventually by people with lower job classifications, who will require the 
appropriate training. 


We also believe that better use could be made of the research unit. It now clips items from 
the media and searches computer data bases for information requested by investigators 
and analysts. 


Researchers do not carry out analyses of their own or even prepare summaries of informa- 
tion on file. This represents a wasted opportunity. It is impossible to resist the suspicion 
that it reflects the case-oriented approach of police work. 


We concur with the McDonald Commission’s observation that “security intelligence 
reports should be less case-oriented; greater attention should be paid to providing govern- 
ment with longer term, more broadly based assessments of security threats facing 


Canada’’.* 


* Freedom and Security under the Law, the Second Report of the Commission of Inquiry Concern- 
ing Certain Activities of the Royal Canadian Mounted Police (Ottawa, 1981), page 607 
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Research unit staff are in a unique position to give the Service a global perspective as 
active researchers—detecting new trends as they take shape, for example. 


The Open Information Centre has two ways of handling information. Through its Emer- 
gency Operations Centre, it can quickly get information about fast-breaking events 
reported in the mass media. At a second stage, information is drawn from clippings and 
computerized data bases. 


This is a more comprehensive approach than there has been in the past, but it still begs the 
question whether research unit staff could be playing a more important analytical role. 


Further Needs. Our inquiries revealed that the use made of the Open Information Centre 
by operating units is not systematically recorded and analysed. We suggest that doing this 
would be a first step towards seeing where effective use could be increased. 


We also encourage the Service to complete its network of regional reference centres as 
quickly as possible. 


Canadian Police Information Centre 


Despite some improvement in 1986-87, the Service’s access to the Canadian Police Infor- 
mation Centre (CPIC) remains woefully inadequate. 


CPIC is a computerized, radio-linked network that gives officers of the RCMP and pro- 
vincial and municipal police forces instant access to information in three data banks held 
by the RCMP. These banks cover: 


¢ Vehicle registrations. 
¢ The police records of individuals and outstanding warrants for their arrest. 


e Other relevant information about these individuals. 


The potential usefulness of CPIC to CSIS is self-evident. Ready access to information on | 


vehicle registrations alone would be invaluable to CSIS surveillants as they follow targets. 


But the Service has had to fight every inch of the way to gain even partial access. 


The reason—as it is lamely explained to us—is that CPIC was designed to serve “peace © 


officers” and CSIS investigators are not technically “peace officers”. 


This is nit-picking. When CPIC began, security intelligence fell within the domain of the | 
RCMP, and the people who carried out this work were peace officers. In CSIS, they are 


civilians without, for example, a peace officer’s powers of arrest. 


Same Duties. But CSIS investigators have the very same duties and responsibilities that 


security intelligence investigators had in the RCMP. If CPIC was needed for security — 


intelligence work then, it is needed now. 
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In both our previous annual reports, we expressed frustration over difficulties CSIS faced 
in gaining direct access to CPIC. We discussed the issue with the Commissioner of the 
RCMP personally. Finally, in our last annual report, we urged the Solicitor General, who 
is responsible for both CSIS and the RCMP, to intervene. 


He did so, and the CPIC Advisory Committee has since granted CSIS direct access to the 
vehicle registrations data bank. But direct access to other banks is limited to counter-ter- 
rorism operations only. 


When CSIS wants any other CPIC information—the criminal record of a counter-subver- 
sion target, for example—it must go to the RCMP, which punches in the request and 
passes back the read-out. 


This entails unnecessary delay, and it fosters an unwarranted notion that CSIS is a junior 
partner to the RCMP. 


Turf Battle. Even the limited direct access CSIS has now is imperfect—to put it mildly. 
As 1986-87 ended, the RCMP had supplied CSIS with only four CPIC terminals. There 
was still no terminal at CSIS Headquarters. More were on order, but there is no doubt in 
our minds that the delay represented continued reluctance to treat CSIS as an equal part- 
ner. 


Meanwhile, thousands of police officers in quiet suburbs have CPIC terminals mounted 
under the dashboards of their cruisers, letting them check out teenagers loitering in a 
parking lot as easily as they could check out the getaway car ina bank robbery. 


But no CSIS surveillant in hot pursuit of a suspected terrorist has a similar opportunity to 
get an instant reading on his quarry. 


We see no reason why CSIS should make do with anything less than unlimited access 
through an adequate number of terminals. This is a classic example of institutions charged 
with great responsibilities giving priority instead to parochial turf concerns. 


Academe and Officialdom 


Concerns have been raised in various forums, including the Standing Committee of the 
House of Commons on Justice and Solicitor General, about fishing expeditions in post- 
secondary institutions of learning and the use of public servants as regular informants. 


Post-Secondary Institutions. Information-gathering at institutions of higher learning must 
maintain a delicate balance between two social values. 


On the one hand there is academic freedom, which implies the opportunity, if not the duty, 
to express dissent peacefully, without fear of harassment. Many times in history, one gen- 
eration’s radicalism has become the next generation’s pillar of social order. Democracy 
itself has had its times of disrepute. 
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On the other hand, CSIS must be able to pursue its investigations wherever hostile intelli- | 
gence officers or their agents, terrorists or subversives lead it. | 
We have now confirmed that the Solicitor General’s instructions and policy on campus | 
operations by CSIS conform to the position established for the RCMP and agreed to ge 
the Canadian Association of University Teachers in 1963, that: 


There is at present no general RCMP surveillance on university campuses. The 
RCMP does, in the discharge of its security responsibilities, go to the universities as 
required for information on people seeking employment in the public service or where 
there are definite indications that individuals may be involved in espionage or subver- 
sive activities. 


The activities in question are now those defined by section 2 of the CSIS Act as “threats to 
the security of Canada”. 


The decision whether to carry out investigative activities on campus is further limited by a 
ministerial directive of June 8, 1984. It provides that investigations should occur only 
where there are “objective indications that individuals may be involved in activities pre- 
judicial to Canada”, and it requires ministerial approval for certain kinds of investigation. 


Public Servants as Sources. Concerns have been raised about the use of federal govern- 
ment employees as sources because of the pressure they might feel to cooperate with CSIS 
in order to protect their jobs. 


A secret directive issued by the Solicitor General lays down general principles governing 
the use of federal employees as sources. 


Inter-Organizational Arrangements in Canada 


Apart from the issue of undercover sources in federal jobs, CSIS needs access to records 
held by police forces and other government agencies—federal, provincial, local and for- 
eign—to do its job effectively and efficiently. 


Perhaps CSIS’s most important partner is the RCMP. Indeed, the relationship has so 
many ramifications that we defer our discussion of it to a special section in Chapter 5. 


Formal arrangements between CSIS and other bodies require the prior approval of the 
Solicitor General, and we review them after the fact. 


Federal Departments. In 1986-87, we got copies of memoranda of understanding with 
three federal departments, giving CSIS access to personal information as permitted under 
paragraph 8(2)(e) of the Privacy Act—that is, information required to enforce any law or 
carry out a lawful investigation. 


The departments are Revenue Canada (Customs and Excise), the Department of the 
Secretary of State and the Canada Employment and Immigration Commission. There are 
two agreements with the Canada Employment and Immigration Commission. 
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This brought the total number of agreements with federal departments and agencies to six; 
there were already agreements with Canada Post* and the Department of External 
Affairs. 


We are satisfied that these agreements adequately protect personal privacy while provid- 
ing CSIS with enough access to do its job. 


Provinces and Police. Copies of five memoranda of understanding providing for liaison 
and exchanges of information with provincial government departments and with police 
forces other than the RCMP came to us during 1986-87. 


These agreements are with British Columbia, Alberta, Ontario, Prince Edward Island and 
Nova Scotia. 


We found them unobjectionable from the privacy point of view. 


But we noted with some concern that they do not appear to be binding. We hope they will 
not prove to be the seedbed of future problems if CSIS needs information that the prov- 
inces or police are, for any reason of their own, reluctant to give. 


We also take the occasion to suggest that CSIS keep full and accurate records of all con- 
tacts under these memoranda. 


And we urge high priority for the negotiation of agreements with the remaining provinces 
to ensure a smooth, rapid flow of information both ways when it is needed. 


Foreign Arrangements 


Arrangements with foreign governments generally cover exchanges of information to meet 
three needs—vetting applications for visas and immigration, carrying out security clear- 
ances and, finally, protecting the respective national interests of Canada and the other 
country. 


CSIS also has some arrangements with sister security and intelligence agencies for cooper- 
ation in such matters as professional training. 


In 1986-87, we got copies of five new and revised agreements with foreign governments. 
We also saw copies of the ministerial direction authorizing each agreement. All were in 
order. 


There have been concerns that CSIS did not clearly distinguish between foreign liaison 
arrangements that were merely desirable and those that were strictly necessary. 


* Earlier, we indicated that an agreement is still being worked out with Canada Post to govern 
mail-opening operations. The agreement referred to here deals with Canada Post’s own files. 
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We are of the opinion, supported by independent legal advice, that the “strictly necessary” 
rule found in the CSZS Act (section 12) does not apply to the conclusion of agreements 
with foreign governments. It is sufficient that such agreements be conducive to the protec- 
tion of national security. But we are pleased, nonetheless, that the Solicitor General has 
sought clearer statements of necessity from CSIS in its proposals for new arrangements. 


So that we can monitor arrangements with foreign governments more knowledgably in 


future, we have asked the Solicitor General to start sending us copies of the letters in | 
which the Secretary of State for External Affairs comments on each arrangement as it is. 


proposed. 

Two continuing foreign liaison issues call for particular comment—the legacy of arrange- 
ments negotiated by the RCMP and, second, the position of CSIS liaison officers in cer- 
tain Canadian missions abroad. 


The RCMP Legacy. Early in 1985, we received from CSIS thousands of pages that it 


inherited from the former RCMP Security Service, setting out existing arrangements with. 
foreign governments and their agencies. In our previous annual reports, we recommended — 


that these arrangements be reviewed in light of the new CSIS Act and renegotiated. 


Since then, a new consolidation of foreign arrangements has been prepared, examined by 


the Department of External Affairs and approved by the Solicitor General. 


We have come to the conclusion, supported by independent legal counsel, that the transi- 
tion provisions of the CSIS Act are broad enough to validate foreign arrangements origi- 
nally entered into by the RCMP, making renegotiation unnecessary on purely legal 
grounds. 


In consolidation, CSIS also let some arrangements lapse. This was sensible; some that 
were appropriate for a police force like the RCMP (whose members have, for example, 
powers of arrest) were inappropriate for a civilian security and intelligence service (whose 
members do not). 


Liaison Officers. CSIS has security liaison officers in some Canadian missions abroad, 
responsible for providing timely and relevant information and assessments on security mat- 
ters to the Service and to the authorities of the host countries. 


We have examined the role these officers play and find it consistent with the CSZS Act. 


But we found some confusion about the respective responsibilities of CSIS’s liaison officers 
and the RCMP liaison officers who are also posted to some missions. We will return to 
this subject in our general discussion of CSIS-RCMP relations (page 29). 


Unlawful Acts 


The Director reported, under the CSJS Act (section 20), that an employee may have over- 
stepped the law on the job by failing, on two separate occasions, to obtain routine signa- 


18 


a a EEE ya EEEnE ESSE 


tures from a supervisor on documents authorizing certain acts. The employee has been 
reprimanded and is now well aware of the requirement for the signature. We agree that no 
charges are warranted. 


There have also been a small number of incidents in which CSIS employees have been 
investigated by management for misbehaviour off the job. These investigations led to dis- 
missal or resignation. Since they are not related to the work of the Service, we regard them 
as a matter of personnel administration. 


Solicitor-Client Privilege. However, there was a serious breach, which the Director did 
not report as such, when records of solicitor-client communications were retained in three 
of the Service’s five regions for about a year, in defiance of conditions written into the 
relevant warrants by Federal Court judges. 


The problem arose when new instructions from Headquarters on the retention of records 
generally were misunderstood, and it was swiftly corrected when it came to light. Because 
of their privileged nature, the records had been sealed, and they are being destroyed as 
required by the warrants. 


Gap. In the short term, no material harm was done. We have read the report of the Inspec- 
tor General who, after a thorough investigation, came to the same conclusion. However, 
this situation highlights a gap in the CSIS Act; unlike the Criminal Code, it affords no 
protection to solicitor-client communications. 


On the face of it, this is disturbing. People should be free to discuss their legal affairs in 
complete frankness with their lawyers, confident that what they say will not be disclosed 
without their consent. This is the essence of solicitor-client privilege. 


So we looked into this matter closely and discussed it on three separate occasions with 
CSIS at the deputy director level. 


As a result of media reports,* we also made inquiries about a specific case of intercepted 
communications between a lawyer and his client. We were satisfied that there were gen- 
uine security concerns to justify interception in this case. We also noted that the informa- 
tion gained was not passed on to any other agency. 


Delicate Balance. This left us with the overall issue to consider. As in so many other areas 
of security intelligence, there is a delicate balance to be maintained. 


Without reference to any particular incident, it is easy to imagine circumstances in which 
interceptions would be justified—when the lawyer appeared to be a co-conspirator with 
the “client” against the national interest or when a lawyer acted as a message centre for 
conspirators. Not even under the Criminal Code is the lawyer’s gown roomy enough to 
shelter communications that concern illegal acts involving the solicitor. 


* Notably in The Globe and Mail, Toronto, January 8, 1987. 
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Federal Court judges have made a practice of writing particular protections for privileged 
solicitor-client communications into warrants, as follows: 


e Prohibiting the interception of communications at the office or residence of a solicitor 
or at any other place ordinarily used by a solicitor for the purpose of consultation with 
clients. (This parallels the protection found in the Criminal Code.) 


| 
+ Restricting the interception of calls made between the target and the solicitor (or the! 
solicitor’s employee) to calls that the Director or a regional director general deter- 


mine are related to the threat specified in the warrant. 


Present Arrangements. CSIS has procedures for giving effect to these conditions. When a 
record is made of communications between a solicitor and the client, it is submitted to the 
Director or a regional director general. If he determines that the communication does not 
further a threat to the security of Canada, all records of the communication are destroyed | 
and no disclosure is made. | 
Except as we have explained above, we believe that these procedures are respected. But we | 
are not satisfied that this is enough. 


One concern is that, like the Solicitor General’s review of warrant applications and our. 
review of the operational files behind them, these safeguards rely on individual commit- 

ment—that of Federal Court judges to keep writing them into warrants. Unless the safe- 

guards are written into law, that could change at any time. 


This is a further issue that Parliament may want to consider when the CSIS Act gets its” 
five-year review. 


4. What CSIS Knows 


Javing examined in the last chapter how CSIS gets information, we turn now to its man- 
igement of information. Is CSIS keeping unnecessary confidential information, especially 
bout individual Canadians? How is the information that it accumulates used? In this 
chapter we focus on the first question, leaving the second to be dealt with in Chapter 5. 


Legal Limits 


The CSIS Act sets two important limits on the collection of information, as follows: 
© The information must be related to “threats to the security of Canada” (section 2). 


e Such information may be collected to the extent that is “strictly necessary” to deal 
with activities that can reasonably be suspected of being threats (section 12). 


For easy reference, it may be worth quoting section 2’s definition in full here. It says that 
the term “threats to the security of Canada” includes: 


(a) espionage or sabotage that is against Canada or is detrimental to the interests 
of Canada or activities directed toward or in support of such espionage or sabot- 
age, 


(b) foreign influenced activities within or relating to Canada that are detrimental 
to the interests of Canada and are clandestine or deceptive or involve a threat to 
any person, 


(c) activities within or relating to Canada directed toward or in support of the 
threat or use of acts of serious violence against persons or property for the pur- 
pose of achieving a political objective within Canada or a foreign state, 


(d) activities directed toward undermining by covert unlawful acts, or directed 
toward or intended ultimately to lead to the destruction or overthrow by violence 
of, the constitutionally established system of government in Canada, 


but does not include lawful advocacy, protest or dissent, unless carried on in con- 
junction with any of the activities referred to in paragraphs (a) to (d). 


Inherited Information 


Against this background there are serious legal as well as ethical questions to be asked 
about information in operational files that CSIS inherited from the RCMP Security Ser- 
vice. 


Some of it was gathered during the unhappy period documented by the McDonald and 
Keable Commissions, when some investigators let their genuine concern for national secu- 
rity run away with their appreciation of privacy and the right to engage in democratic dis- 
sent. We are also thinking of information dating back to the heyday of protest and the so- 
called New Left in the 1960s. 


No one knows everything that is in these files, because they have not all been systemati- 
cally reviewed. But, in light of the McDonald and Keable findings, some concern is reason- 
able: Does all this information meet section 2’s definition of a threat to the security of 
Canada? Is it all still strictly necessary, as required by section 12? 
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If the answer to either of these questions is No, then more questions arise. Does CSIS have 
legal authority to keep unnecessary or irrelevant information on file? Might any initiative 
based on such information be subject to challenge before the courts? 


CSIS has resisted our urgings that it review all these files and weed out material that does 
not meet the requirements of sections 2 and 12. There are, we admit, some real difficulties. 


Moratorium. In the short term there is the moratorium placed on file destruction following 
the Deschénes Commission’s discovery that old immigration files it needed in its investiga- 
tion of alleged war criminals had been routinely destroyed. We return to the question of 
out-of-date CSIS files in a moment. | 


Even if the moratorium were lifted, it would be a gargantuan task to go through these files 
one by one, getting rid of any inappropriate information. 


At another level, we must recognize too that gathering and looking for threatening pat- 
terns in apparently innocent bits and scraps of information is the business CSIS is in. 


Anyway, said CSIS, it should be enough that inappropriate information found in these 
files not be used; that is what our Committee is for —to blow the whistle if limits like thé 
“strictly necessary” rule are overstepped. 


We don’t shrink from our responsibility to monitor the Service’s use of information. But 
we also face a problem of scale; we can hardly watch every move of every member of the 
Service. And we find it hard to imagine that irrelevant information, even if it is not techni- 
cally “used”, would not at least colour the approach of an investigator or analyst who saw 
it. 

| 
So we would still like to see these files systematically weeded. The task could be reduced 
to manageable proportions if it were done progressively, on a pre-determined schedule over 
a period of years. 


We were pleased to learn in the course of the year that the Solicitor General shares our 
concerns and has asked CSIS to develop file retention standards in conformity with sec- 
tions 2 and 12 of the CSIJS Act. 


Retirement of Old Files 


This brings us back to the question of retiring and destroying entire files that have outlived 
their usefulness—a concern we inherited from the McDonald Commission.* 


As a result of the McDonald Commission’s observations, the RCMP Security Service and 
the Dominion Archivist—who is responsible for assessing and approving proposals to 
retain or destroy federal records—developed disposal schedules for inactive files. 


* Freedom and Security under the Law, the Second Report of the Commission of Inquiry Concern- 
ing Certain Activities of the Royal Canadian Mounted Police (Ottawa, 1981), page 521 
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In the late 1970s, there was a major disposal of files that had been opened before#1973: 
Then between July, 1984, when CSIS took over from the Security Service, and February, 
1985, when the moratorium described above came into effect, some 77,800 files with no 
security intelligence value were destroyed after review. 


Today, more than 67,000 files are ready for destruction once the moratorium ends. 


We are keeping an eye on this issue and have asked for copies of the disposal schedules. 
We note that government policy calls for a review of such schedules every five years, and 
we were encouraged to learn that CSIS launched such a review with the Dominion Archi- 
vist in December, 1986. 


Foreign Intelligence 


Another issue became apparent when we examined the flow of information in one opera- 
tional branch of CSIS. 


It seemed to us that information supplied by friendly foreign intelligence services might 
too easily be accepted by CSIS at face value; it may not be getting the same critical 
scrutiny as information from Canadian sources. 


Indeed, we sensed that CSIS might be too quick to accept the foreign policy underpinnings 
of this information instead of recasting it in terms of Canadian policy (see, for example, 
page 37 of this report). Canada has its own national interests, distinct from the interests of 
any other nation. 


The McDonald Commission pointed out the danger of adopting the “outlook and opinions 
of a foreign agency, especially an agency which has come to be depended upon heavily”’.* 
The warning remains timely. 


Due Weight. The CSIS Act requires the Service to consult with the Department of Exter- 
nal Affairs on various aspects of international relations (paragraphs 17(1)(b) and 
19(2)(b). We encourage closer collaboration between CSIS and this Department in the 
assessment of international events and the conduct of CSIS’s activities to ensure that 
Canadian foreign policy gets its due weight. 


The McDonald Commission also noted, incidentally, that greater use of open information 
could be a bulwark against excessive dependence on one or more foreign agencies. This 
supports our contention that CSIS should be making greater use of open sources (see page 
12 of this report). 


* Freedom and Security under the Law, the Second Report of the Commission of Inquiry Concern- 
ing Certain Activities of the Royal Canadian Mounted Police (Ottawa, 1981), page 632 
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Incidental Information 


In 1986, CSIS developed new policy for dealing with information acquired inadvertently 
although it has nothing to do with national security concerns. CSIS defines two categories 
of such information—“‘spin-off” and “incidental”. 


Spin-offs are information with potential use in criminal law enforcement, national defence, 
the conduct of external relations or the general pursuit of the national interest. We deal 
with it in the next chapter of this report. 


Incidental information is everything else that is not necessary to national security. Such 
information is—quite properly—destroyed. 


There are some kinds of information that CSIS should clearly be deaf to—and mute 
about. For example, it must never interfere in the democratic process by letting the gov- 
ernment know about anything like the electoral strategy of a legitimate opposition party. 
We believe that it has never done so. 


5, What CSIS Does 


The bottom line is how CSIS’s information is used. Some issues this raises are the subjects 
of this chapter. Cooperation with the police is one major use that can be made of CSIS 
information, so operational relationships with the RCMP are also dealt with here. 


Spin-Off Information 


We ended the last chapter with a discussion of “incidental information” that is destroyed 
because it is not useful either for national security purposes or for criminal law enforce- 
ment, national defence, the conduct of international relations or otherwise in the national 
interest. 


Unsolicited information that could be useful for one of these non-security purposes is 
termed “spin-off” information. Under the CSIS Act (section 19) it can be passed on to the 
appropriate authorities. 


If CSIS were firing off advisories in all directions with spin-off information, we might 
worry that it was casting its net wider than “strictly necessary” (section 12 of the CSIS 
Act) and concerning itself with more than threats to the security of Canada. 


In fact, our concern is that the Service seems too cautious in this regard. 


CSIS in Court 


The Service’s jealousy of its secrets has been spotlighted for the public more than once as 
its officials have interrupted trials and cut off questioning of their colleagues, citing the 
Canada Evidence Act. Subsection 36.1(1) of this Act provides that: 


A Minister of the Crown in right of Canada or other person interested may 
object to the disclosure of information before a court, person or body with juris- 
diction to compel the production of information by certifying orally or in writing 
to the court, person or body that the information should not be disclosed on the 
grounds of a specified public interest. 


Section 36.2 provides for the hearing of objections in the Federal Court of Canada when it 
is alleged that disclosure “would be injurious to international relations or defence or secu- 
rity” and also for appeals. 


Headlines like “Spywork: How it can close down a court” (Toronto Star, June 21, 1986) 
and “Gag order needs no reasons” (Ottawa Citizen, June 7, 1986) have been the result of 
CSIS interventions under the Canada Evidence Act. 


This is not an unexpected issue. Keeping sources and “tradecraft” secret is a preoccupa- 
tion of all security and intelligence services. Protecting human sources is a special concern. 
An informant whose cover is blown may not be useful any more. And potential sources are 
bound to shun a service that does not protect them from exposure and its consequences. 
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All Relevant Evidence. Nonetheless, we feel that means must be found to ensure that all 
relevant evidence is heard by the courts—if not by the public—in criminal cases. For one 
thing, CSIS evidence might tend to show the innocence of the accused; in such a case, 
silence seems to weaken the fundamental principle that before our courts a person is inno- 
cent until proven guilty. 


We note that the Criminal Code makes provision for excluding the public from court 
rooms for reasons of “public morals, the maintenance of order or the proper administra- | 
tion of justice” (section 442). | 


Would it help if “national security” were added to the list? The difficulty is that this 
would not exclude the accused, who might have a clear interest in such matters as identify- 
ing informants and learning CSIS procedures. 


So there is no easy answer. It is another issue that Parliament may wish to take up when 
the CSIS Act gets its five-year review in 1989. 


Assistance to Police 


This leads us into the whole issue of CSIS relations with the police. For CSIS is tight- 
lipped not only in court. Because of its concern for the secrecy of its operations, it has at — 
times withheld information from the police. 


We share the view of the McDonald Commission* that CSIS ordinarily has a duty to tell 
the police what it knows about criminal activities. If, for example, a surveillant parked in 
the shadows sees someone stealthily cutting glass out of a jewelry store window, looking 
for all the world like a burglar at work, the police should ordinarily be called in. This is 
permitted under paragraph 19(2)(a) of the CSIS Act. 


We acknowledge that there are exceptions—when a police investigation, and perhaps evi- 
dence at a subsequent trial, would irremediably compromise a vital security operation. For 
example, if the arrival of a police car would prompt important targets to move to a new 
location unknown to the Service. 


Regional Directors General decide whether information about criminal activities should be 
passed on to the police. Guidelines are set out in an Operational Bulletin issued under the 
authority of the Director of CSIS. 


On Its Merits. What the rules boil down to is that each case is considered on its merits in 
light of the seriousness of the supposed offence, the protection of CSIS sources and the 
potential for damage to CSIS’s operational capability if its involvement in reporting the 
offence became known. The Service is looking into the need for more formal guidelines. 


* Freedom and Security under the Law, the Second Report of the Commission of Inquiry Concern- 
ing Certain Activities of the Royal Canadian Mounted Police (Ottawa, 1981), page 605 
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Our preference is already clear. We are content to see decisions made by the regional 
directors general. But we believe that the criteria should be set in a new ministerial direc- 
tive, to shelter them from any arbitrary change that CSIS itself might make in future. 


Relations with the RCMP 


While senior managers in both CSIS and the RCMP seem increasingly comfortable within 
their respective boundaries, it has obviously been harder to plot the line inch by inch in the 
field. 


The term “healthy tension” has been used to describe the situation, but we think it would 
be even healthier if it were a little less tense. We are encouraged, though, that problems 
are recognized and that steps are being taken to deal with them. 


The Solicitor General has provided us with a copy of a memorandum of understanding 
between the RCMP and CSIS, consolidating a number of arrangements for cooperation 
and for sharing services and administration. 


He informed us that he had deferred approval of chapters on CPIC and information shar- 
ing. We support this decision. CPIC we have already discussed (page 14 of this report). As 
for information sharing, we have written to the Solicitor General to voice our concerns 
that there may be duplication of effort between CSIS and the Crime Intelligence Branch 
of the RCMP. 


With these reservations, the memorandum provides a firm base for relations that are 
smoother because they are clearly defined in a number of mundane areas like accommoda- 
tions, air services, multilingual translation services, pay administration, photographic ser- 
vices, printing and the use of secure telecommunications devices and electronic data proc- 
essing. 


Liaison Officers. The Solicitor General established an exchange of liaison officers between 
the CSIS and RCMP counter-terrorism programs in the latter part of 1986. 


Counter-terrorism is where the CSIS and RCMP mandates touch most closely and are 
most likely to grate. There are, as the Director of CSIS, among others, has pointed out,* 
two needs in this field. 


There is an intelligence need directed at predicting and sidetracking incidents—the CSIS 
domain. And a law enforcement need directed at apprehending criminals and assembling 
sufficient evidence to convict them—the RCMP domain. 


At the stage when a criminal conspiracy is afoot, before an incident has occurred, the two 
domains overlap. CSIS-RCMP cooperation is plainly essential. The CS/S Act provides for 


* House of Commons, Minutes of Proceedings and Evidence of the Standing Committee on Justice 
and Solicitor General, December 11, 1986 
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this overlap by setting out quite clearly the intelligence responsibilities of CSIS and the 
law enforcement responsibilities of the RCMP (sections 12 and 61). 


Airport Security Alert 


Unfortunately, what we actually found in a case study of one counter-terrorism opera- 
tion—the “airport security alert’”—was turf battles and distrust. 


The story began in December, 1985, when police were tipped to an alleged Libyan plot to 
place a bomb on a commercial airline flight originating in Ottawa. 


Security precautions were subsequently increased at major airports, at considerable cost to 
the taxpayer and considerable inconvenience—to say nothing of anxiety—to travellers. 
Furthermore, the threat diverted public safety personnel from other important duties and 
disrupted routine police investigations. 


Whether it was because the information was frivolous or because early exposure of the 
conspiracy and efforts to head it off led to its cancellation, no explosion occurred. Airport 
security precautions returned to normal. 


Case Study. Fresh from the Air India and Narita Airport disasters of 1985, Canadians 
heaved a sigh of relief and went on with their business. We too went on with our business 
and seized the opportunity to make a thorough case study of how CSIS and police forces 
work together in an anti-terror operation. 


This case was a good example of where counter-terrorism, criminal investigation and secu- 
rity intelligence all come together, requiring the cooperation of various players and the 
need for working closely within their roles and functions. 


We are not, of course, at liberty to publish our full report. Besides security considerations, 
some of our informants were promised confidentiality in return for their cooperation. The 
RCMP and the Ottawa City Police, which were responsible for the criminal investigation, 
are not answerable to us. But we are grateful to them, as well as to CSIS, for their unstint- 
ing help in this inquiry. 


However, we have made a report to the Solicitor General with our conclusions and recom- 
mendations. 


Reticence. It was not clear to us that CSIS was a full participant in the ad hoc task force 
that took shape to track down the alleged conspirators. It quickly became very obvious 
that the flow of information between CSIS and the police could have been better. 


The reticence worked both ways. The police, who had the original tip, waited six days 
before calling on CSIS for help, for example. We had the impression that the RCMP, in 
particular, felt that this was exclusively a police operation. 


On the other hand, CSIS missed an opportunity to counter that feeling when it did not 
take up an invitation to assist in some surveillance. 
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Guidelines. Indeed, we discovered that CSIS and the RCMP had yet to completely mesh 
their mandates in counter-terrorism. While the exchange of liaison officers mentioned 
above is a valuable step, we see a need for formal operational procedures. Among issues 
that procedures should deal with are: 


e Limits that can be put on the use of shared information. 


e How responsibility for surveillance duties should be shared. 


Meanwhile, we recommended that the Ministry of the Solicitor General carefully monitor 
the liaison arrangement and keep the Solicitor General informed of progress. 


We also recommended ministerial direction to encourage appropriate sharing of informa- 
tion in the investigation of terrorist activities that require the attention of both CSIS and 
the RCMP, even on such sensitive matters as the identity of sources, recognizing that 
intelligence ultimately required for court proceedings should be provided in a way that 
protects future intelligence initiatives. 


Public Relations. One finding was that local police forces do not seem fully aware of 
CSIS’s role. So we have recommended that CSIS undertake a public relations exercise to 
provide law enforcement organizations with information on its mandate, role and activi- 
ties, reminding them that it is separate from the RCMP. 


This would encourage local police forces to deal with CSIS directly as well as with the 
RCMP in meeting terrorist threats. 


In a similar vein, we recommended high priority for completion of the network of mutual 
cooperation agreements between CSIS and provinces (see page 17). None was in effect at 
the time of the airport security alert. 


Perfect airport security at all times is not possible, there will always be ways to disrupt the 
peace that travellers in Canada generally enjoy. This makes it doubly important to ensure 
unreserved cooperation of the kind that the Solicitor General has moved to bring about 
between the RCMP and the Service. 


Foreign Liaison Officers 


Progress is being made outside the country, at Canadian missions where CSIS and the 
RCMP both have liaison officers. It has been agreed that CSIS now vets visa applica- 
tions—as we believe it should under the letter and the spirit of section 14 of the CSIS Act. 


It should be noted that CSIS and the RCMP have mutual assistance arrangements in 
posts where only one or the other has a liaison officer. This seems to work well. 


Persona Non Grata 


CSIS did make good use of its findings to identify foreign agents operating in Canada 
under the cloak of diplomatic immunity. 
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As a result of information it passed on to the Department of External Affairs, two mem- 
bers of foreign missions were declared persona non grata in 1986-87 and were sent home. 
Six more were voluntarily recalled home from Canada. 


The Public Interest 


Statutory rules govern disclosure to a minister other than the Solicitor General or, in 
specified circumstances, the Secretary of State for External Affairs or the Minister of 
National Defence, and disclosure to a public servant when it is “essential in the public 
interest and that interest clearly outweighs any invasion of privacy that could result” 
(paragraph 19(2)(d) of the CSIS Act). 


The consent of the Solicitor General is required and, under subsection 19(3), the Director 
must make a report to us afterwards. 


We received no reports on such disclosures in 1986-87. 


Front Organizations 


The CSIS' Act does not contemplate disclosure to voluntary organizations or their mem- 
bers in case of infiltration by persons who may want to use them for purposes that could 
represent a threat to the security of Canada. 


We raised this issue in last year’s annual report, pointing out that loyal Canadians who 
belong to infiltrated groups or groups threatened with infiltration deserve to be alerted if 
some means can be found of communicating appropriate information. 


Was there also some way, we asked, in which individuals who join a “front organization”’* 
because they support its overt aims could be warned of its covert objectives? 


Since then we have learned in CSIS briefings that hostile foreign intelligence services 
have, indeed, infiltrated some organizations and that substantial funding from foreign 
sources has been detected. 


If CSIS were to publish such information, it would, in the process, reveal carefully 
guarded sources of information. It would be naive to suggest that those being watched do 
not know it. But publication of any detail could compromise surveillance. 


* A definition we suggested was: “An outwardly independent organization whose promotion of 


idealistic, humanitarian and non-partisan political issues serves to obscure its covert objective of 
promoting public support for policies and initiatives of the organization or foreign power by 
which it is controlled”. We added that “membership in a front organization should not be con- 
strued as knowledge of, agreement with, support of or adherence to the organization’s covert 
objectives”. 
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We do not have any easy answers to offer. As we did last year, we simply suggest that this 
is a problem Parliament might want to address when the time comes to review the CSIS 
Act. 


A Vigilant Canadian. Meantime, we were heartened by one result of our reference to this 
matter last year. 


After reading our annual report reference, a person deeply committed to a cause under- 
took to subject a front organization executive to vigorous and penetrating questioning. The 
executive finally tacitly acknowledged the real purpose of the organization, which had lit- 
tle to do with that cause. 


Our reader promptly withdrew support and persuaded other, like-minded persons to do the 
same. 


If we could count on equal vigilance on the part of all Canadians, we could abandon the 


search for a means through which members of front organizations and organizations sub- 
ject to infiltration could be warned. 
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6. Counter-Subversion Operations 


a ————_—…—"…—…—…—…—…—…"…"—"—"—"—"—"—"—"—"—"—…—…"—…—…—…—…"…"’—…"’…" … … …. . .  — 


Counter-intelligence and counter-terrorism offer little room for disagreement. A given for- 
eign nation either spies on us or it does not. No exception can be taken to counter-intelli- 
gence aimed at protecting our secrets from those that do. 


Similarly, there is no place for terrorism in a country like ours with well-entrenched demo- 
cratic means for gaining and using power. Any of us could be the innocent victim of a ter- 
rorist act. Clearly, those who would use violence to reach their political goals must be 
detected and stopped. 


Counter-subversion is different. The right of peaceful dissent is the bedrock of democracy. 
Yet there are a few Canadians who proclaim their belief in the need for violent revolution. 
And even peaceful dissent may be secretly perverted by foreign powers whose goals are not 
the goals of most Canadians. 


Grey Zones. At what point does dissent make an individual or an organization a legitimate 
target for the Counter-Subversion Branch of CSIS? How much talking about violence 
does it take to raise a real threat of violent acts? When does contact with foreign powers 
become detrimental to the interests of Canada? 


Many such questions can be asked, and the answers turn up rich soil where honest disa- 
greement can flourish. This is why we made counter-subversion the subject of our first 
branch-wide study of CSIS. 


We are restricted in what we can say, of course. However, we can describe the research we 
undertook and set out some findings and recommendations. 


Our criticisms of the system are not, we stress, directed at the men and women who carry 
out counter-subversion programs. We were impressed by the dedication and talent brought 
by both management and staff to their work and by the real difficulties they face in apply- 
ing the CSIS Act in this grey zone. 


Nonetheless, it is our duty to flag the concerns that our study gave us and to encourage 
CSIS to correct weaknesses in the system. 


Principles and Law 
As our standard, we adopted five basic principles from the McDonald Commission,* as 
follows: 

e The “rule of law” is paramount. 


e The means of investigation must be proportionate to the gravity of the threat and the 
probability of its realization. 


e The need for given investigative techniques must be weighed against the damage they 
might do to personal freedom and privacy or to valued social institutions. 


* Freedom and Security under the Law, the Second Report of the Commission of Inquiry Concern- 
ing Certain Activities of the Royal Canadian Mounted Police (Ottawa, 1981), pages 513-514 
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e The more intrusive the technique, the higher the authority that must be required to 
approve its use. 


+ Except in emergencies, less intrusive techniques must be preferred to more intrusive 
techniques. 


We were also guided, of course, by the CSZS Act, notably: 


+ The definition of “threats to the security of Canada” (section 2), in which Parliament 
was careful to exclude “lawful advocacy, protest or dissent”. (The text of the defini- 
tion can be consulted on page 21 of this report.) 


+ The requirement (section 12) that information be gathered only “to the extent that it 
is strictly necessary”. 


How We Proceeded 


In our study, we examined policy and operational procedures to determine whether they 
met Statutory requirements, and we discussed these procedures with senior CSIS manag- 
ers. | 


We covered planning and accountability processes, the resources and investigative tools 
used in counter-subversion (compared with the resources and tools used by the Counter- 
Intelligence and Counter-Terrorism Branches), the number of paid sources, the amounts 
such sources are paid, targeting procedures, the number and nature of files opened on 
Canadians, and the amount of information disseminated to the Canadian and foreign gov- 
ernments about Canadians. 


We also examined actual cases to see how policies and procedures are put into practice. 


All of this was done against the background of McDonald Commission findings and an 
examination that we made of reform of the FBI (Federal Bureau of Investigations) in the 
United States in the mid-1970s. We met in Washington with officials of the FBI and with 
senior staff of the Permanent Select Committee of the House of Representatives on Intelli- 
gence and the Senate Select Committee on Intelligence. 


Transition 


We reviewed transitional activities—efforts to orient staff and to change policy and regu- 
lations in 1984, when the CSIS Act came into force and CSIS took over security and intel- 
ligence responsibilities from the RCMP Security Service. 


More than two years after the switchover, the review of procedures remained incomplete. 
The Operational Manual was still outdated and even, at some points, contrary to the spirit 
of the Act. 
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This was disturbing, but CSIS is aware of the problem and is putting the manual through 
a drastic revision. We look forward to examining the new version as soon as possible. 


We learned that all Security Service investigations reviewed in 1984 were continued by 
CSIS—although sometimes under justifications rewritten to ensure conformity with the 
new CSIS Act. Two investigations reviewed only at a later stage were dropped. 


Resources 


Counter-subversion gets a relatively small share of CSIS resources. Testifying before the 
Standing Committee of the House of Commons on Justice and Solicitor General last 
year,* the Director set the figure at “under five per cent”. 


While we appreciate the basis on which the Director spoke, we think that “10 per cent, or 
slightly more, of operational resources” is a more realistic statement. Nonetheless, this is a 
relatively small proportion. 


During our study, we found some frustration among CSIS investigators who felt that 
counter-subversion was the neglected step-sister of the CSIS family, with inadequate 
resources compared with counter-intelligence and counter-terrorism. Indeed, we found 
that counter-subversion sometimes seemed to be used as a personnel pool that could be 
drawn on to meet urgent needs in other operational branches. The Counter-Subversion 
Branch is taking steps to improve morale. 


Human Sources 


A separate Human Sources Branch serves all operational branches. It focusses mainly on 
paid sources. It seeks, for example, to ensure that they are reliable. It also has rules about 
what paid sources can and cannot be asked to do. But it does not do the same for regular 
unpaid sources. 


There is no central control of “tasking”—that is, telling sources, both paid and unpaid, 
exactly what targets to monitor and what kind of information is wanted. Tasking is the 
responsibility of individual operational branches. 


Targeting 


The choice of primary targets for investigation is overseen by a Target Approval and 
Review Committee (TARC) composed of senior CSIS managers, advised by counsel. Like 
the Human Sources Branch, it serves all the operational branches. 


* House of Commons, Minutes of Proceedings and Evidence of the Standing Committee on Justice 
and Solicitor General, December 11, 1986 
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TARC authorizes targeting for specified periods of time, so it deals with renewals as well 
as with new targets. 


It makes its decisions after examining Subject Evaluation Reports (SERs) prepared by 
investigators. 


Groups are targeted on the basis of section 2 of the CSIS Act. In counter-subversion, 
undue foreign influence and the potential for violence are the criteria most often used. 


Individuals can also be targeted on the basis of section 2. But most individuals become tar- 
gets automatically because of their relationship with a targeted group. 


Not every subject who is targeted is actively investigated. The decision to investigate par- 
ticular individuals is made by regional or branch managers based on the apparent threat, 
the information called for in CSIS’s annual plan, and the availability of resources. 


Some targeted individuals are investigated actively (a warrant may be sought to tap their 
telephones, for example) and some passively (in some cases amounting to no more than the 
accumulation of items about them from the press). 


As anyone might guess, leaders of targeted groups are more likely to be watched closely 
than are rank-and-file members who, in turn, are more likely to be watched closely than 
are sympathizers who are not members. The term “leaders” includes influential mentors 
as well as people who hold office in the targeted group. 


The categories of individual to be investigated because of their relationship with a targeted 
group are chosen by TARC. 


But there is also another class of targets, composed of everyone in regular contact with a 
person already targeted for active investigation by TARC. These second-stage targets are 
identified in the field and do not come to TARC’s attention at all. 


For a number of reasons, we are concerned that the counter-subversion program casts its 
net too widely. 


Targeting by Category. One way of looking at the TARC process is as we have described 
it above—that is, targeting entire categories of persons. Another is that individuals are tar- 
geted without reference to the actual threats, if any, that they personally pose to the secu- 
rity of Canada. 


We find this insufficiently precise. Some groups under covert foreign influence, for exam- 
ple, may include only a few members who are aware of that influence. Even in groups with 
radical visions of the future, violence may be the preferred means for only a few members. 
It is not self-evident that all the officers of front groups would necessarily know these 
groups’ covert agendas or undertake activities damaging to the security of Canada. 


We think it would be more useful to explore means for warning such people of the organi- 
zations’ real purposes (see page 30 of this report). 


SE ee à © en. : 
36 


OO 


Our concern extends even more strongly to the people we have described above as second- 
stage targets—those identified merely because of repeated contact with a targeted 
individual. 


Potential Harm. From what we have said about targeting by category, it follows that the 
present process takes insufficient account of potential harm to the principles of personal 
freedom and privacy. 


Nor does the targeting process concern itself with the harm that can be done to valued 
social institutions if, for example, surveillance frightens members away from voluntary 
associations that would otherwise give them opportunities to promote legitimate causes 
and to devote their talents and resources to charitable purposes. 


We urge that SERs always include a balanced discussion—pro and con—of the damage 
that investigation could do to individual freedoms and privacy and to the integrity of social 
institutions. The SERs that we saw were silent on these issues. 


What Constitutes a Threat? Some of the threats described by CSIS are clear-cut; all loyal 
Canadians would agree that they deserve the Service’s unremitting attention. But some 
left us perplexed. 


One SER, for example, spoke of a certain organization’s “attack on the anti-communist, 
pro-U.S. government of El Salvador ... in direct support of ... policy objectives to ... blunt 
American foreign policy initiatives”. We cannot agree that a non-violent attack on U.S. 
foreign policy is necessarily a threat to the security of Canada. 


On the other hand, there seems to have been minimal CSIS interest in fund-raising inside 
Canada for the Contra rebels in Nicaragua—although this seems to meet section 2’s crite- 
rion of “activities within ... Canada ... in support of the ... use of acts of serious violence 
against persons or property for the purpose of achieving a political objective within ... a 
foreign state”. 


This contrast lends weight to our concern (see page 23 of this report) that CSIS may too 
readily accept the foreign policy objectives of our allies as its own and neglect Canadian 
foreign policy. 


Magnitude of the Threats. CSIS seems to share our view that Canada faces minimal 
threats from many of the groups targeted by the Counter-Subversion Branch. 


We recognize the real threats posed by a few. However, CSIS is expending money and 
effort on too many counter-subversion targets and it is intruding on the lives and activities 
of too many Canadians in this area. 


Recommendations. We have already suggested that SERs always include a discussion of 
the harm that investigation could do to individual freedoms and privacy and to the integ- 
rity of social institutions. 


In addition, TARC should reconsider its practice of targeting entire categories of people 
and examine the possibility of treating individuals as individuals. SERs would then have to 
document the need for investigation of individuals one by one. 
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We suggest that SERs also include explicit discussions of (a) the magnitude of the threat. 
and (b) its imminence, (c) the need for the type of investigation envisioned compared with 
less intrusive alternatives and (d) the goals of investigation. | 
| 
They should rely less on isolated incidents and more on a coherent argument for the tar- | 
geting decision that TARC is asked to make. 


In the same vein, we would also be more comfortable if greater efforts were made to 
ensure that all applications for warrants noted evidence that did not support the use of! 
intrusive powers as well as evidence that did (see page 9 of this report). 


CSIS should maintain a complete and up-to-date index of individuals subject to investiga- 
tive authorization, instead of the partial index that exists now. | 


Files on Individuals 


Files are opened on targeted individuals and organizations. We were unable to determine 
the precise number of files opened as a result of counter-subversion operations as they are 
not segregated from counter-intelligence and counter-terrorism files. 


According to the best information we have been able to obtain, the Counter-Subversion 
Branch probably has more than 30,000 files on individuals—how many more, no one 
knows. This is a matter of some concern to us. We don’t know and we can’t find out with- 
out a manual examination of thousands of files. 


Only a small proportion of the people with files are under active investigation. 


To further place the 30,000 figure in context, CSIS as a whole holds more than 600,000 
files on individuals. 


(It opened 112,000 such files in 1986-87. These include administrative files on, for exam- 
ple, the Service’s own employees, as well as security assessment and immigration-related 
files, which turn over rapidly.) 


Despite efforts in the early 1980s to purge files with little or no intelligence value, the 
number of files on individuals in the counter-subversion area seems to have remained rela- 
tively constant compared with the number held by CSIS’s predecessor, the RCMP Secu- 
rity Service. 


Old Files. Many of the files now held were opened when security intelligence was the 
responsibility of the RCMP Security Service, before there was a statutory definition of 
“threats to the security of Canada” (section 2 of the CS/S Act) or the “strictly necessary” 
rule (section 12) was laid down. 


We have already made it clear in this report (page 21) that we think CSIS should review 
its files on individuals and remove information that does not meet the standards of sections 
anti: 


We also suggest that detailed criteria be developed for opening files on individuals and 
groups and that the implementation of these criteria be reviewed periodically. 
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Dissemination of Information 


When we asked CSIS how much information was provided to Canadian and foreign gov- 
ernment agencies, we were told that the management information system could not readily 
identify such items. Each file shows what information went to whom. But there is no cod- 
ing that lets aggregate figures be determined without a file-by-file search. 


This gap could make it more difficult for us to meet our oversight duties for sections 17 
and 19 of the CSIS Act, which deal with the exchange of information. 


We urge that the management information system be programmed to allow easy access to 
aggregate statistics on information transmitted to and from Canadian and foreign govern- 
ment agencies. 


Further, a specific policy and auditing procedure should be developed for the release of 
any information on a Canadian resident. 


Five Organizations 


We reviewed operational files on five organizations representing different categories of 
counter-subversion targets, to determine whether investigation of these groups was war- 
ranted under sections 2 and 12 of the CSIS Act. 


We compared the files with the relevant SERs and warrant affidavits, and we discussed 
our impressions with CSIS experts. 


In making our own assessment of the Service’s investigative effort against each of these 
targets, we considered the requirements of the Act, the magnitude and imminence of the 
threat as we saw it, and the extent of the resources CSIS was devoting to it. 


We concluded that the Counter-Subversion Branch is primarily concerned with two 
things: 
e The potential ability of foreign powers to manipulate Canadian policy through social 
institutions or legitimate protest groups. 


e The possibility that certain groups might undermine Canadian institutions and bring 
about the violent overthrow of the state. 


In both cases, there appeared to be an underlying belief that the Canadian public was only 
too liable to be duped. 


We think that the Counter-Subversion Branch over-estimates the influence and persuasive 
power of these groups. From our own reading of the media and our own personal knowl- 
edge of people in every walk of life, we know that Canadians are generally mature enough 
to resist the blandishments of the groups concerned. 


Over-estimated. We also believe that CSIS over-estimates the likelihood of violence by 
some groups. 
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One targeted group, for example, publishes a magazine that deals with a wide range of 
topics—the arts as well as social policy and other issues—from the perspective of the far 
left. 


| 
It is true that some members have advocated violent action by this group, but they were 
brushed aside by the others. | 


A good case could be made that the partisans of violence in this group rate investigation as 
individuals. 


But we remain to be convinced that the group itself should be targeted for investigation. It 
opens the door to unnecessary intrusion on the freedoms and privacy of the most innocuous 
as well as of the most obnoxious members. It also carries the risk of harm to freedom of 
speech, one of our fundamental social values. 


Summing up, it is possible that any targeted group could undertake terrorist acts at some 
point, but most are not, on the available evidence, likely to do so in the foreseeable future. 


Two Paths 


There are two paths running through the grey zone in which the Counter-Subversion 
Branch operates, corresponding to its two major concerns—undue foreign influence and 
the risk of violence. 


As it happens, these are the concerns of two sister branches, Counter-Intelligence and 
Counter-Terrorism respectively. 


We recommend that these two paths be followed to their conclusion. The counter-subver- 
sion role should be split between the other two branches; Counter-Intelligence would deal 
with undue foreign influence, Counter-Terrorism with the risk of violence. 


Priorities could be set more rationally, and some of the targeted groups we have cited here 
might appear more clearly in their real light. 


And good intelligence officers who may now feel isolated and ill-appreciated in the coun- 


ter-subversion role would find themselves in more active environments where their talents 
would get full rein. 
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7. CSIS Itself 
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To end our review of oversight findings, we return to one of the questions we posed in 
Chapter 2: Is CSIS efficient—in terms of both management goals like financial integrity 
and policy goals like civilianization and official bilingualism? As the subject of a special 
inquiry, official bilingualism will be dealt with in the next chapter. This chapter focusses 
on other internal matters. 


Resources and Administration 


The obligation to spend public money wisely must always be a high priority, and it is 
doubly strong in times of restraint like these. All arms of government, including CSIS, are 
squeezed for funds. 


But CSIS also has special problems all its own. It still faces one-time costs associated with 
“transition” as it creates facilities and services that were once the responsibility of the 
RCMP. These start-up cost have sometimes proved higher than expected. 


The Service has also been asked to undertake new tasks without giving up old ones and, in 
some cases, without getting extra money or staff. In this connection, we welcomed the 
Government’s decision to allocate a significant amount in 1986-87 for enhancement of the 
counter-terrorism program. We hope care will continue to be taken that CSIS is not 
forced to spread itself too thin. 


Accommodations. Restraint has obstructed CSIS’s program for providing all its staff with 
offices separate from the RCMP’s. One effect, ironically, is to increase the ultimate costs, 
at least in current dollars, because of persistent—if relatively mild—inflation. Where 
CSIS has been unable to move out of RCMP accommodations on schedule, this may be an 
element in chilly mutual relations. 


Following a report by the Auditor General on delays and cost overruns in renovating 
premises in Montreal, CSIS is developing a written accommodations policy and guidelines 
of its own to replace the RCMP policy and guidelines it had been using. It hardly needs to 
be said that we welcome this. 


PEMS. In last year’s annual report, we complained of weaknesses in the Service’s PEMS 
(Policy and Expenditure Management System) documents. 


CSIS has taken some positive steps since then. In last autumn’s MYOP (Multi-Year 
Operational Plan), it used sub-elements that conform more closely to operational outputs 
(although some of them cannot be linked with distinct organizational entities, making it 
difficult to know who the responsible manager is). It is also attempting to show the mar- 
ginal impact of security expenditures when it asks for funds. 


On the other hand, we find that, though CSIS is fully meeting Treasury Board require- 
ments, more recent MYOPs convey less information than earlier ones did. 


For our own analysis, we wanted to know more, and CSIS has provided further informa- 
tion that has allowed us to examine spending as thoroughly as we did in previous years. 
We will make it a practice to ask for this information in future. 
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Civilianization 


A major criticism of the RCMP Security Service was that it brought a police approach to 
security intelligence work. 


The differences are important. As one study has noted, security work “offers few of the 
social and legal certainties” that the police can find in “the comparatively unambiguous 
objectives of prevention and apprehension”.* We have aleady noted, for example, our own 
suspicions about the effect of the case-by-case police approach on the CSIS research effort 


(page 13). 


The object of security intelligence work is not primarily to put miscreants behind bars. 
The core mandate is set out in the CSZS Act itself, which says (section 12) that the Ser- 
vice: 


shall collect ... and analyse and retain information and intelligence respecting activi- 
ties that may on reasonable grounds be suspected of constituting threats to the secu- 
rity of Canada and, in relation thereto, shall report to and advise the Government of 
Canada. 


The McDonald Commission, like the Mackenzie Commission a decade or so before, 
recommended the creation of a civilian security intelligence agency, separate from the 
RCMP. “Civilianization” became one of the policy objectives underlying the CSZS Act 
adopted by Parliament in 1984. 


Dedicated Service. For many reasons, CSIS will continue for many years to show its 
police origins. Most significantly, the RCMP Security Service had the only large pool of 
trained personnel it could draw on. 


No exception can be taken to the fact that many CSIS intelligence officers (IOs) come 
from the Security Service; civilianization is something to work for today and tomorrow, 
not a reflection on invaluable work being done by dedicated men and women who got their 
start in the Security Service. In addition, it made sense for CSIS to rely on some RCMP 
accommodations and services. It would be unrealistic to expect anything different. 


Nonetheless, we see a real need to keep prodding CSIS along the civilianization path. 
Table 2, opposite, shows the distance to be travelled. 


CSIS seems to see the figures as an effective response to those who say it is just the: 
RCMP without the Musical Ride; fewer than half its employees were once uniformed 
members of the RCMP, it points out. 


We look at it another way: More than 80 per cent of the people at CSIS brought the 
memories and habits of work of the RCMP with them. While we have not yet obtained 


* Richard French and André Béliveau, The RCMP and the Management of National Security 
(Montreal, Institute for Research on Public Policy, 1979), page 4 
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exact figures from CSIS, there is not the slightest doubt that the proportion is even higher 
in the key IO category and in middle management. 


And this is after the “‘bridgeback” process was completed. In the two years ending July 16, 
1986, former members of the RCMP had a right to return to the Force, and 75 did so—a 
relatively low proportion of those with bridgeback rights. 


Table 2. Composition of All CSIS Staff 


Former uniformed members of the RCMP 46 % 
Former civilian members of the RCMP 1540 
Former public servants employed by the RCMP 21 % 
Not formerly employed by the RCMP 17 % 


(Source: as reported on December 3, 1986, by CSIS) 


Who is Recruited 


Recruitment from outside at all levels is the way to turn this situation around. We are seri- 
ously concerned by the reliance that CSIS has shown so far in its recruitment on “direct 
entries”, as shown by Table 3. 


Table 3. Sources of New IOs, January, 1985, to December, 1986 


Public recruitment 51% 
Direct entry (mainly from police forces) 34 % 
Conversions from within CSIS 15% 


(Source: compiled from CSIS figures) 


Very nearly half the new IOs hired in 1985 and 1986 had police backgrounds. Direct 
entries are people with experience in police forces, the military and elsewhere, who are 
given IO status without going through basic training at the Service’s own Sir William Ste- 
phenson Academy. The conversions are former surveillants who began their careers as 
RCMP “special constables”. 


The “not formerly employed by the RCMP” category in Table 2 includes some ex-police- 
officers from other forces, as can be seen, along with some other pertinent detail, in 
Table 4. 


Apart from the fact that, as a good employer, CSIS should continue to make room in the 
IO category for surveillants and other employees with the requisite qualities, we think that 
the emphasis in recruitment should be on factors other than police experience. 


Collecting information is only part of the job. The kind of information CSIS deals with is 
only as good as the analysis that’s done on it and the advice that the government gets as a 
result. The emphasis belongs on solid training in scholarly research and the social sciences. 
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Table 4. IO Recruits Exempt from Training at the Sir William Stephenson 
Academy, January, 1985, to December, 1986 


Source Sex Mother Tongue Entry Level 
M F Fr Eng 10-2 [0-3 
RCMP 0 6 33 39 
DND 2 2 2 
PCO 1 1 1 
CEIC 1 1 ] 
Other Police 5 1 4 1 4 
Total Co 7 41 ] 47 


(Source: CSIS) 


We also found that the appointment of direct entries at the “journeyman” IO-3 level is a 
source of resentment to graduates of the Academy, who start work at the lower IO-1 level! 
(see page 45). 


Time Out at the Academy 


For a few short weeks, we felt reassured by the Service’s written statements, in response to 
one of our formal queries, that it did not expect further direct entries at the IO-2 and IO-3 
levels and that all new IOs—except some who are already on the payroll in other jobs— 
would go through the Academy. 


But we were subsequently stunned to learn that CSIS had hired 16 former police officers 
in the last quarter of 1986 and left no positions open for new recruits from the universities 
or civilian employment. 


As a result, the Academy has been closed down for a year, and further civilianization of 
the Service has stalled. 


We understand that plans are being formulated to re-open the Academy in 1988. We 
strongly recommend that greater attention be given to civilianization and that, to that end, 
no direct entries be taken from police forces so a new class of civilian recruits can be made 
up as soon as possible. 


Bilingualism and Equitable Participation 


The 1987-88 class was to be the one in which, for the first time—CSIS management had 
solemnly decided some months ago—every member would be bilingual, as we have recom- 
mended. 
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It also offered the Service an opportunity to act on our repeated recommendations that it 
take steps to increase the representation of women and Francophones to levels closer to 
their representation in the labour pool. 


Table 5 clearly shows why these recommendations need to be repeated and why the loss of 
the 1987-88 class will be so deeply felt. 


Table 5. Selected Characteristics of CSIS Recruits in the First Three Classes at 
the Sir William Stephenson Academy (Percentages) 
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January June February 
1986 1986 1987 
Bilingual (English-French)* 9 10 10 
Women 25 20 10 
First Official Language French 3 10 10 


(Source: CSIS) 


* CSIS reported that a further third of the first class, the entire remainder of the second 
class, and nearly a third of the latest class were composed of Anglophones with “some 
French”. 


The First Class 


In our last annual report, we discussed our report entitled Eighteen Months After: The 
Canadian Security Intelligence Service Recruitment, Training and Development Pro- 
grams. In the course of the research, we interviewed the first civilian recruits, who were 
then training at the Academy. We found that they generally had positive impressions of 
the training program. 


Following up in 1986-87, we arranged new interviews with nearly half of the graduates of 
the first class. Except as noted below, morale remained high. 


Overall, members of the first class enjoyed their work, found it challenging, and said they 
were pleased with their duties and ongoing development. On a scale of five, they gave an 
average rating of four to their feelings about CSIS. Most indicated that they expected to 
make a career within CSIS and rated their career opportunities as four on a scale of five. 


Direct Entry. The one sour note, expressed by almost all those we interviewed, was that 
preferential treatment had been given to direct entries—that is, intelligence officers who 
have been recruited directly into CSIS because they have previous police experience. 


The direct entry recruits are not required to take the introductory course at the Academy 
and they are generally hired at the IO-3 level (see Table 4 above), while civilian recruits 
are hired at the lower IO-1 level. 
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This represents a pay difference of about $10,000 a year, although the duties of an IO- 3 
and an IO-1 are broadly the same. The difference in level is based on the supposition that 
IO-3s are seasoned veterans who can be relied on to work more on their own and even te 
help IO-1s along. | 
| 
| 
This is frustrating to the IO-1s—so much so that we had some concern that valuable peo- 
ple might resign because they felt their career aspirations were blighted in this way from 
the start. 


| 


At another level, the advantage given to direct entries seems to perpetuate the domination 
of the Service by people who developed their corporate culture in police organizations. | 


These are both reasons to welcome new arrangements that will let superior IO-1s (usually 
civilian graduates of the Academy) reach the first level of management (10-4) in as little 
as seven years—not the 11 years originally projected. But this is still much longer than the 
two years in which an IO-3 (ex-police direct entries) can hope to become an IO-4. 


| 
Training. Looking back from the vantage point of day-to-day work, the first class had 
varying comments on the training they got at the Academy. Overall, the basic suggestion 
was that training should concentrate more on everyday needs like source-handling, inter- 
viewing and report-writing. 


Building Morale 

| 
We see value in a public relations campaign designed to foster an appreciation among 
Canadians of CSIS and its role. We think this could have a significant effect on morale, 
giving CSIS employees a positive corporate image to back up their own sense of personal 
contribution to the security of Canada. 


A strong and positive image for CSIS could also overcome any gap between the corporate 
culture of ex-police-officers and that of employees who got their first taste of security 
intelligence work in the more civilian atmosphere of CSIS itself. 


Polygraph Examinations 


Another issue related to recruitment is the use of polygraph examinations. Despite one 
scrap of good news, we are disappointed with inaction at both CSIS and the Ministry of 
the Solicitor General on this issue. 


In our last annual report, we set out in detail our grave doubts about the Service’s use of 
the polygraph (popularly, though incorrectly, known as the “lie detector”) in screening 
potential employees and in testing the loyalty of serving employees. 
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lestifying before the Standing Committee of the House of Commons on Justice and 
solicitor General,* the Director said he was not satisfied that the opinion expressed by us 
nd others was “sufficiently strong at this stage to warrant not proceeding with that par- 
icular investigative tool”. He noted in particular that the polygraph examination is only 
yne of 21 steps in the recruitment process and that any concerns raised by this test are 
yursued by investigation afterwards. 


‘I think were it so that the polygraph was used as the single tool for determining whether 
omeone is being reticent or untruthful in terms of the answers provided, it would be quite 
vrong, and if that were the case we would not be using it”, he told the Committee. 


false Appearance. We think we met that argument last year when we said we could not 
jelieve that CSIS policy against making polygraph examinations the sole determinant of 
ecurity clearances and employment could be made to stick. Because of their false appear- 
ance of scientific rigour, the results of polygraph examinations would more often than not 
ye accepted at face value. There would be a strong temptation to discount a contrary 
result from investigation, because it was subject to “human fallibility”’. 


Highlighting other arguments we made last year: 


e There are no generally accepted scientific studies that establish the validity of poly- 
graph examinations in mass employment and security screening (although we recog- 
nize that there may be a place for the polygraph as one of many tools in a criminal 
investigation). 


° Even the defenders of polygraph examinations admit that the results are sometimes 
wrong—10 per cent of the time or more. Anyone who made spelling mistakes at that 
rate would be unemployable in a job that called for much writing, yet polygraph read- 
ings with less than 90 per cent reliability are wrapped in the cloak of “science” and 
can cost Canadians their careers and savage their reputations. Indeed, because of 
errors, polygraph examinations cannot even be defended as an airtight bulwark 
against penetration of the Service by disloyal and dishonest people. 


° While polygraph examinations for serving members of CSIS were not mandatory, we 
did not believe they could be truly voluntary, as the Service claimed. Anyone who 
showed reluctance to be examined would inevitably be suspected of having something 
to hide, so the pressure to take a polygraph examination would be irresistable for all 
but the hardiest souls. 


e Finally, we were concerned that as polygraph examinations became routine within 
CSIS, their use would spread throughout the government, bringing in their wake fear 
and mistrust—shabby values to encourage in a country like ours. 


The good news since then is that CSIS has suspended its “voluntary” testing of employees 
already on the job. This disposes of one of the objections we made in our last annual 
report. 


* House of Commons, Minutes of Proceedings and Evidence of the Standing Committee on Justice 
and Solicitor General, December 11, 1986 
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But the rest of our doubts remain unanswered by either CSIS or the Ministry of the Solici- — 
tor General. | 


A Disguise. New recruits were still put through polygraph examinations, covering both 
lifestyle and loyalty, as a condition of employment. CSIS tried to dress its program up ina | 
lab coat by calling it a pilot project, but this is merely a disguise. | 


The term “pilot project” suggests a trial run, carefully planned and equally carefully eva- 

luated. This program has neither terms of reference nor evaluation methodology developed | 
in advance of testing. In short, there is no “pilot project”—just the same old polygraph — 
examinations continuing as usual under a new label. | 


Meanwhile, the issue has not been actively pursued by the Ministry of the Solicitor Gen- | 
eral. 


Ministry staff told us they were awaiting the results of two studies taking place in other 
countries. Interested in these studies ourselves, we made inquiries and found that one had 
been cancelled and the second had been completed without yielding any useful results. We 
brought the Ministry up to date on these developments. 


The Ministry, following the advice of an interdepartmental committee, contented itself 
with getting a legal opinion, which held that polygraph examinations could be considered a 
legal condition of employment. 


Essential Flaw. This did little to resolve the issue of the essential flaw of polygraph exami- 
nations—their lack of reliability and the injustices that can flow from errors in reading 
their results. 


We have heard reports that CSIS may be under some pressure from friendly security and 
intelligence agencies abroad to use polygraph examinations in security screening. We 
believe that these pressures should be resisted in the absence of conclusive evidence that 
polygraph examinations are more reliable than generally believed. 


Indeed, we believe that well-designed, rigorous employment and security screening investi- 
gations would make the use of the polygraph superfluous in any case. 


And we once again urge, as we did in our last annual report, that the use of polygraph 
examinations for employment and security screening be stopped and that a thorough and 
objective study be carried out so the Solicitor General and the Government can decide for 
themselves whether such methods are compatible with the values of our free and demo- 
cratic society. 
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B. Closing the Gaps 


Like civilianization, discussed in the last chapter, official bilingualism is a major policy 
yoal for all federal agencies—and especially for CSIS, which has a lot of ground to make 


Ip. 


At the request of the Solicitor General, we conducted an extensive inquiry in 1986-87 into 
fficial bilingualism and staff relations in CSIS, focussing on the Quebec Region, the 
Ottawa Region and Headquarters, where tensions seemed to be highest. 


Culture and Communications. Our report, submitted to the Solicitor General in March, 
1987, highlights gaps in culture and communications and makes a total of 48 detailed 
recommendations for bridging them. CSIS management has undertaken to make a con- 
scious and sustained effort to close these gaps. To provide an overall framework, we 
recommended that: 


e A Deputy Director, Special Projects, be appointed for a two-year period to oversee 
implementation of a special official languages plan and of our recommendations for 
better staff relations. 


e A consultative committee of experts—from Treasury Board, the Department of the 
Secretary of State and the private sector, perhaps—be created to assist in implement- 
ing the official languages plan. 


We prepared an abridgement of the report to permit broad distribution. We are now 
informed that it will be made public.* As we say in our preface to the abridgement: “We 
hope this signals the Service’s determination to lay the ghosts of past problems and get on 
with the tasks of giving both official languages their due and opening up channels of com- 
munications in staff relations”. 


We will continue to follow the official languages and staff relations issues closely. 


In this chapter, we review some of our most important findings and list other major recom- 
mendations. 


Official Languages 


We found in our special study that, despite good intentions at the top, there had not been 
enough real commitment among some key players to the government’s official languages 
policies and not enough understanding of the Francophone culture that shapes the think- 
ing of one in four Canadians. 


CSIS was taking steps to improve the situation. During our inquiry it: 


e Lifted a moratorium on language training and on the usual obligation that a unilin- 
gual government employee faces to learn the second language within two years of 
appointment to a bilingual position. 


e Hired a Chief, Official Languages, who immediately went to work drafting key poli- 
cies. 


* Closing the Gaps: Official Languages and Staff Relations in the Canadian Security Intelligence 
Service (Ottawa, 1987) 
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We welcome these initiatives. But our optimism is clouded by lapses that continue to take — 
place. 


Indeed, it has since become difficult to resist a tinge of cynicism as a result of a mis- 
matched pair of decisions about the Sir William Stephenson Academy, where training is | 
provided to new intelligence officers. | 


During our inquiry, management decided that henceforth all recruits admitted to the 
Academy would have to be bilingual and courses would be given in both official languages. — 
Later (see page 44 of this annual report), it undermined its credibility by suspending 

classes at the Academy for a year. | 


One lapse during the inquiry itself was the publication of a Directive Writers’ Guide in 
English only—despite the basic principle that employees whose working language is … 
French are entitled to the same assistance in carrying out their duties as those whose | 
working language is English. 


Culture gap. This is a small but telling example of what we meant by the “culture gap” — 
the expectation some Anglophones seem to have that Francophone needs can be dealt with 
as an afterthought. We want to make it clear that this approach was not universal, but we : 
caught whiffs of it far too often for our liking. 


Complaints about messages to the Quebec Region in English only or in English first with a 
French translation later, sometimes much later, were among the issues that led to our 
inquiry. Yet such messages remained a problem at least as late as October, 1986—seven 
months after our inquiry began. 


English-only messages from Headquarters clearly contravened government-wide official 
languages policy. Officially designated a bilingual office with French as its primary work- 
ing language, the Quebec Region is entitled to get communications from Headquarters 
either in English and French simultaneously or in French alone. 


Spirit of Bilingualism. Frequent English-only messages from one Ottawa Region unit to 
the Quebec Region were, strictly speaking, admissible under official languages policies. 
Designated a bilingual office itself, Ottawa Region is entitled to communicate with all 
other CSIS offices in either or both official languages. 


However, we consider that this particular unit is in a special position because it provides a 
national service to all branches of CSIS, coast to coast, and the spirit of official bilingual- 
ism calls for more than the strict minimum. 


We were often confronted with the “urgency” argument—that translation into French 
would impose unacceptable delays. We found that there was usually less to this argument 
than met the eye. In many cases, for example, material in a foreign language was trans- 
lated into English; why could it not be translated into French at the same time? 


Other Issues. Among other issues were a very modest level of bilingualism required in 
some Headquarters positions, the advertisement of positions before the language require- 
ments had been approved by the Chief, Official Languages, and failure to consider equita- 
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le representation in the selection of the first class at the Sir William Stephenson 
\cademy with the result that only one recruit was Francophone (“We goofed”, one 
ighly-placed source admitted to us). 


\nglophone Concerns. At the same time, we noted concerns among unilingual Anglophone 
mployees that strict adherence to the government's language policies could stall their 
areers. 


We believe that stepped-up language training is the way to make it clear that there is 
qual opportunity in CSIS for all qualified people, regardless—to borrow the wording of 
he Canadian Charter of Rights and Freedoms—of race or national or ethnic origin. 


2ecommendations. Among our major recommendations for dealing with official languages 
ssues were that: 


e A special, two-year official languages plan be implemented to make up for lost time. 


e CSIS give priority to expanding its facilities for translation into French so that opera- 
tional efficiency (“urgency”) could no longer be offered as an excuse for English uni- 
lingualism in written communications. 


e As a matter of policy, the Ottawa Region unit mentioned above communicate in 
French with French-language offices and bilingual offices where French is officially 
designated as the primary working language. 


e A French-language equivalent to the Directive Writers’ Guide and any other guides 
or manuals now available in English only be published in 1987. 


Steps be taken to ensure that management positions are designated bilingual on the 
same basis as this is done throughout the government and that no job competition be 
held until the Chief, Official Languages has established official languages require- 
ments for the position concerned. 


¢ Language training be scheduled by the end of the Special Plan for all unilingual 
employees in bilingual positions and that CSIS officially decide by July 31, 1987, how 
it will deal with unilingual employees in bilingual positions who (a) are not eligible 
for second-language training, (b) refuse or fail to enrol in such training, (c) fail such 
training or (d) lose their ability to work in the second language. 


Continued emphasis be placed on bilingualism as a recruitment criterion and that 
CSIS structure its hiring and staffing procedures to ensure adequate Francophone 
recruitment. 


The bilingualism bonus be paid in accordance with Treasury Board rules. 


Haig-Brown. Because there have been reports in the media on the so-called Haig-Brown 
Report, it may be worth briefly saying what we found in the course of our inquiry. 


This report, a collection of memoranda by two Army officers seconded to the RCMP dur- 
ing the Second World War to advise on the organization of personnel selection, per- 
petuated unacceptable stereotypes about certain ethnic groups. 
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We were not entirely convinced by protests that the Haig-Brown Report was irrelevant in. 
its day, but, in the final analysis, we agreed that its present interest is historical; there is no. 
evidence that it ever guided personnel selection in CSIS. 


OCOL. We should also say for the record that we conducted our inquiry in cooperation 
with the Office of the Commissioner of Official Languages (OCOL), which was simul- 
taneously engaged in its own audit of official languages practices at CSIS. OCOL was. 
issuing its own report. 


Staff Relations 


We found that real problems in staff relations had been amplified by a communications 
gap in which management and some employees came to suspect the worst of each other. 


The problems and the communications gap could both be traced in part to transition, as 
CSIS took shape out of the former RCMP Security Service. CSIS managers themselves 
acknowledge that in the hectic early days, many decisions were founded more on intuition 
and experience than on planning or policy. It is hardly surprising that such decisions some- | 
times seemed arbitrary and lent credibility to whispering about discrimination and favou- 
ritism. 


Another factor was nostalgia for the RCMP. Managers who learned their craft in the hier- 
archical RCMP tended to expect swift and silent obedience, not questions about their deci- 
sions. 


Finally, there was the value attached to the need-to-know principle in any security and 
intelligence agency. This principle is, of course, essential in security matters. But it should 
not spill over into routine administrative matters. CSIS had not made known, for example, 
its policy governing transfers. 


Personnel Manual. As in official languages, CSIS was taking steps to deal with its staff 
relations problems. We were especially reassured to find that it was preparing a formal 
Personnel Administration Manual. By clarifying the rules, this Manual can prevent much 
misunderstanding and suspicion. 


CSIS is also proposing that the Public Service Staff Relations Board (PSSRB) be empow- 
ered to adjudicate grievances by non-unionized employees like intelligence officers, surveil- 
lants and analysts. At present the Director makes the final decision on these grievances, 
which places him in the awkward position of being both judge and party. 


Our only concern is to ensure that the amendment sought to the Public Service Staff 
Relations Act actually does give the PSSRB an adequate mandate to deal with CSIS 
grievances. 


Conversion. One of the major controversies that led to our inquiry had to do with “‘conver- 
sion”, when surveillants (former “special constables” in the RCMP, the people who tail 
targets) were given an opportunity to compete for positions as intelligence officers (IOs). 
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his was an opportunity of great significance to the surveillants. Their jobs lead nowhere; 
he reward for diligent and skillful surveillance is the chance to do more surveillance. An 
O, on the other hand, is on the first rung of the career ladder that leads to the director’s 
ffice. 


ommunications problems, unfortunately, turned conversion into a battlefield. In the first 
lace, surveillants interviewed in the course of our inquiry believed that the distinction 
tween them and IOs would be completely erased; all would be on the same career path. 
\t least some surveillants in Montreal believed that they were being offered absolute pri- 
rity to try for IO positions before any outsiders were considered. 


oth these hopes were dashed. CSIS management interprets the promises it made much 
nore narrowly. It believes that it kept its promise by letting the surveillants apply for jobs 
s IOs without holding university degrees (which few surveillants have) or going through 
asic training at the Sir William Stephenson Academy. 


Mobility Agreement. The Montreal surveillants also believed that a mobility agreement 
sresented to them as a condition of conversion was an attempt to frighten them off. This 
igreement raised the possibility of transfer, and the surveillants lived up to the conven- 
ional wisdom that Francophone Montrealers in all fields prefer to make their careers in 
Montreal. 


In a serious departure from good official languages practice, CSIS first offered psycholog- 
cal testing in English only, then made those who insisted on French tests wait for six 
months. Only the “culture gap” we referred to under the official languages heading above 
san explain this kind of unequal treatment of Francophone and Anglophone candidates for 
conversion and failure to anticipate the reaction. 


Then came the announcement of a second conversion competition before the first one was 
completed in Montreal. The Montreal surveillants were apparently not told that the first 
competition was over in the rest of the country, and they were quick to conclude—under- 
standably if, as best we could determine, wrongly—that this was a dirty trick of some 
kind. 


Other Problems. Our findings on the grievance procedure are obvious from what we have 
already said and from the recommendations described below. 


We also found that the prospect of ill-explained lateral transfers was a serious source of 
insecurity among employees, that there was a widespread belief that competitions for pro- 
motions concealed rather than prevented favouritism, and that CSIS employees (who are 
not, legally speaking, public servants) feel trapped because they cannot enter internal com- 
petitions for Public Service jobs. 


Recommendations. Among our major recommendations for dealing with staff relations 
issues were that: 
° The Public Service Staff Relations Act be amended in such a way that grievances by 
non-unionized CSIS employees can be adjudicated by a member of the Public Service 
Staff Relations Board with suitable security clearance. 
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Since non-unionized employees do not have a collective agreement, they be allowed to 
grieve on the basis of the Personnel Administration Manual. 


The Director’s reply to a grievance always include reasons for the decision. 


Arrangements be made for paycheque deductions to provide the Association of CSIS 
Employees with funds to pay the costs of adjudication if the Association decided to 
accept a role in such proceedings. The amount of the checkoff would be determined 
by a majority vote of Association members. 


CSIS issue a policy statement describing career paths open to its employees, espe- 
cially those outside the IO category, and setting out the rules for conversion from one 
path to another. 


CSIS issue a policy statement specifying the conditions under which lateral transfers 
will be made. 


In staffing, selection boards be composed of the supervisor to whom the position 


reports, a supervisor of equal rank from another branch of the Service and an officer, — 


with appropriate security clearance, of the Public Service Commission. 


CSIS explore avenues for permitting its employees to compete for Public Service jobs. 


9. Complaints 


Citizenship and immigration cases gave us most of our work on complaints in 1986-87. 


This was not merely a matter of numbers. Compared with security clearance cases, those 
dealing with citizenship and immigration are complex and difficult, usually involving large 
numbers of reports and documents accumulated over many years. And the stakes are high. 
An adverse report by us could well result in the Governor in Council’s deciding to deny 
citizenship or direct the commencement of deportation proceedings. 


Meanwhile, the number of new complaints about security clearances plunged. 


Kudos for Defence 


New screening procedures at the Department of National Defence (DND) appear to go a 
long way to explaining the drop in security clearance complaints. 


In our last annual report, we objected in strong terms to the way DND had carried out 
clearance investigations. 


We are pleased this year to say publicly what we have already said privately—that DND 
showed some real sensitivity to individual dignity by radically revising its security clear- 
ance procedures. 


Of the 44 people whose cases we asked DND to reconsider in 1986, fully 39 were granted 
clearances. The other five withdrew their complaints on promises that their cases would be 
re-examined at a later date. 


New complaints against DND in 1986-87 totalled zero. We hope that this Department 
maintains the high standard it has set for itself. As insurance, we have asked it to tell us 
every year how many security clearances it has denied. If the number is high, yet com- 
plaints are low, we will ask why. 


Security Clearances 


The number of new complaints arising out of security clearances denied by other depart- 
ments also shrank; there was only one in 1986-87, compared with 14 the year before. 


We like to think that this reflects greater care being taken as the people responsible for 
security—in departments and agencies as well as in CSIS—learn about the complaints 
process and the criteria that are taking shape as we deal with specific cases. 


A new security classification and screening system was introduced by the Government in 
1986. It does not come directly under our oversight mandate. But it is an important ele- 
ment in complaints that we hear as well as in CSIS’s workload, so we say something about 
it later in this chapter. 


Mandates. Under the CSIS Act (section 42), a complaint can be made to us by: 


+ A person refused federal employment solely because a security clearance has been 
denied. 
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e A federal employee who is dismissed, demoted or transferred or denied a promotion 

or transfer for the same reason. | 
e Anyone refused a contract to supply goods and services to the government for the 

same reason. | 
The Department of National Defence carries out its own security screening.* In other 
departments and agencies, decisions to grant or withhold clearances are made by the 
deputy head after a security assessment is submitted by CSIS. | 


Anyone denied a clearance must be notified and told that a formal complaint can be 
lodged with us. After investigation and in camera hearings by one or more members of our 
Committee, we report our findings and any recommendations to the Solicitor General, the 
Director of CSIS, the deputy head concerned and the complainant. 


Investigations and Recommendations. This year, hearings have been completed and 
recommendations made in two cases. In one we recommended that clearance be granted, 
and this was done. In the other we supported CSIS’s recommendation against clearance. 
Summary case histories can be found in Appendix B. One complaint of this kind was still 
under investigation at year-end. 


Complaints against CSIS 


Mandate. The CS/S Act directs us to investigate complaints about “any act or thing done 
by the Service” (section 41). 


There are two principal limitations. A complaint must first be made to the Director of 
CSIS. We can then accept the complaint if the Director has not responded within a period 
that we consider reasonable or if the complainant is not satisfied with the Director’s 
response. 


Second, we may not investigate a complaint that can be channeled through another griev- 
ance procedure under the CSZS Act or the Public Service Staff Relations Act. 


Complaints by Employees. Both we and the Commissioner of Official Languages received 
1,776 complaints in 1986-87 about the Service’s official languages practices, all from 
CSIS employees. This is about three times the number of language complaints in the pre- 
vious year. 


We held these complaints in abeyance while the Office of the Commissioner made a 
detailed audit of official bilingualism in the Service and while we conducted the inquiry 
reviewed in Chapter 8. 

Complaints from the Public. We had 13 complaints from members of the public, com- 
pared with four in the previous year. Twelve, mostly from disappointed candidates for 


* So does the RCMP. 
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employment by CSIS, were outside our jurisdiction and one was under investigation at 
year-end. 


Immigration and Citizenship 


We had 13 citizenship cases and one immigration case on hand as 1986-87 began. Five 
more immigration cases came to us during the year, but there were no new citizenship 
cases. * 


Mandates. Under the Citizenship Act, the Secretary of State reports to us when he is of 
the opinion that citizenship should be denied because there are reasonable grounds to 
believe that the applicant is either a threat to the security of Canada or is involved in 
organized crime. 


Similarly under the Immigration Act, 1976, a report is made to us when the Minister of 
Employment and Immigration and the Solicitor General believe that the applicant for 
admission to Canada will engage in activities inimical to Canada’s interests in various 
specified ways. 


In both cases, the subject of the report must be notified. We investigate as we would in the 
case of a complaint by an individual and make recommendations to the Governor in Coun- 
cil. 


Investigations and Recommendations. One immigration case was disposed of. We agreed 
that admission to Canada should be denied. Investigation was continuing on four immigra- 
tion cases and a fifth was being reopened by consent of all parties. 


Six citizenship cases were closed. In two, we recommended that citizenship be granted. 
One citizenship case ended when the applicant died. In addition, CSIS withdrew its objec- 
tions in three citizenship cases during investigation. Summary case histories of citizenship 
and immigration cases can also be found in Appendix B. 


One report on a citizenship case was being prepared at year-end, and investigation was 
continuing in six cases. 


The first case involving the criminality provisions of the Immigration Act, 1976, came to 
us at the close of the year. There was reason to expect more early in 1987-88. 


Quality of Investigations 


We have already dealt with the striking improvement in the quality of investigations by 
the Department of National Defence. 


* Readers who enjoy statistical analysis may want to know that: (a) one of the immigration cases 
and one of the citizenship cases involve the same person, and (b) one of the new immigration 
cases is identical with one of the immigration cases carried over from the previous year, it is being 
re-opened with the consent of all parties. 


i — 


Pil 


CSIS Security Assessments. Over the last three years, we have seen many security screen- 
ing reports prepared by CSIS for other departments and agencies, and, for the most part, | 
they were well done. 


| 


However, in the cases we saw this year, some conclusions were inferred from insufficient | 
evidence and what could have been perfectly innocent activities were sometimes viewed in | 
the worst possible light without adequate reason. Case reports highlighted these weak- | 
nesses. 


Immigration and Citizenship. We were especially disappointed in the quality of CSIS | 
reports and of the evidence it presented to us in citizenship and immigration cases. | 
| 
For example, the Service sometimes took weeks to respond to straightforward questions | 
that we posed during the preliminary investigation, and it sometimes came to hearings | 
with evidence that had not been seen by the minister or ministers to whom the initial | 
recommendation had been made. 

| 


Neither the delays nor the after-the-fact accumulation of evidence speaks well of the care | 
taken with recommendations on which the rest of a person’s life may depend. 


Special Report. We have made a special report to the Solicitor General, under section 54 
of the CSIS Act, to share with him our concerns about both security assessments and the — 
handling of citizenship and immigration cases by CSIS. 


A special report was necessary because CSIS does not accept our concerns. In fact, CSIS 
seems to blame the process required under the Act—or our interpretation of the process. 


To bring about better controls, we recommended that: 


¢ The Director (or, in his absence, a deputy director) of CSIS personally have sole — 
authority to recommend that, for security reasons, citizenship be denied, a potential 
immigrant or visitor be refused entry or a permanent resident be deported. 


e These recommendations be made to the Solicitor General who, if he agreed, would 
then, in citizenship matters, authorize the report being forwarded to the Secretary of 
State or, in immigration cases, would forward the report himself, with his own com- 
ments, to the Minister of Employment and Immigration. 


+ Similarly, the Commissioner of the RCMP (or, in his absence, the Deputy Commis- 
sioner) personally be the only one with authority to make recommendations to the 
Solicitor General regarding deportation under the criminality provisions of the Immi- 
gration Act, 1976. 


* Only the Director of CSIS (or, in his absence, a deputy director) have the authority 
to recommend that a security clearance be denied to a Canadian seeking federal gov- 
ernment employment. 


We look forward to discussing this issue in detail with CSIS, and we hope next year to 
report that more effective procedures have been developed for maintaining the delicate 
balance between protection of the security of Canada and protection of individual rights. 
Ca ee 
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Immigration Act Study 


In a report on June 17, 1986, the Standing Committee of the House of Commons on 
Labour, Employment and Immigration made two recommendations regarding security 
screening, as follows: 


32. The Solicitor General should ask the Security Intelligence Review Committee to 
investigate and report on whether Canada’s Immigration Act is adequately protect- 
ing Canada and any recommended legislative changes should be introduced to Parlia- 
ment as soon as possible. 


34. The Solicitor General should ask the Security Intelligence Review Committee to 
review the criminality provisions of the Immigration Act. 


On September 26, 1986, the Solicitor General officially asked us to investigate and report 
on the effectiveness of the relevant provisions of the CSJS Act. Under Section 40 of this 
Act, we have asked the Inspector General to undertake some fact-finding for us. Our work 
on this was continuing at year-end. 


We have also been invited to take part in the Interdepartmental Working Group formed 
by the Minister of State (Immigration) to develop the Government’s response to the 
Standing Committee’s report. We are represented by the Executive Secretary. 


In neither of these activities do we play an executive role. But our experience with immi- 
gration and the virtually identical citizenship cases has given us a particular perspective 
that we feel should be put at the Government’s disposal as it considers amendments to the 
Immigration Act, 1976. 


We regard it as preventive action. Better to offer our advice now in hopes of warding off 
problems than waiting for problems to emerge and then carping from the sidelines. 


The New Security Policy 


On June 18, 1986, the then Solicitor General introduced a new security policy and opera- 
tional guidelines for classifying information and screening personnel. 


The previous policy had its origins in a 1956 PCO document called Security of Informa- 
tion in the Public Service of Canada, supplemented by Cabinet Document (CD) 35, which 
dates from 1963. It is generally recognized that too much information was being classified 
and security clearances were being sought for too many people under these arrangements. 


Costs are a factor in limiting the scope of security policy. The average cost of a Top Secret 
clearance has been reported as $1,425 and of Confidential and Secret clearances as 
$13.62—figures that we believe are, if anything, serious underestimates, as we explained 
in last year’s annual report. 


ET 


39 


Speeding up the screening process for individuals by reducing the demand was another 
reason for reform. As matters stood, CSIS was snowed under by a growing backlog of 
clearance investigations in progress. This situation, too, we described in last year’s annual 
report. 


Demand. The new measures were to bring about a reduction in the demand for security 
clearances by requiring that requests be justifiable, equitable and effective. It established 
as objectives that: 


+ Only information whose protection from unauthorized disclosure is essential to the 
national interest be classified. 


e Departments and agencies reduce the number of positions that require employees to. 


be security cleared. 


° The rights of individuals affected by the government’s administrative security system 
be improved. 


e The security of Canada be upgraded by more effective management of the resources | 


dedicated to the security screening and information classification and protection pro- 
grams. 


Under the new policy, information is to be classified only if it falls into one of six catego- 


| 


ries—national defence, international affairs, national security (including hostile and sub- | 
versive activities and threats to the security of Canada), Cabinet confidences, federal-pro- | 


vincial affairs, and selected economic interests of Canada. 


Deputy heads are held accountable for security in their departments and agencies. Among 
other things, they identify employees who need security clearance and ensure that, as a 
condition of employment, these employees are screened. 


Except, as explained above, in the case of DND and the RCMP, a “security assessment” is 
provided by CSIS. But the ultimate decision to grant or withhold clearance lies with the 
deputy head. 


Rejection Criteria. Under the new policy, no one can be refused security clearance for dis- 
loyalty unless there are reasonable grounds to believe that he or she engages in or may 
engage in activities that fall within the definition of “threats to the security of Canada” in 
the CSZS Act (section 2). 


Under CD 35, a person could be rejected for “unreliability”, not merely for outright dis- 
loyalty. This remains true, but there must be reasonable grounds to believe that the 
individual may disclose (through careless talk, for example) or may be induced to disclose 
(under the threat of blackmail, for example), or may cause to be disclosed (through 
habitual carelessness, for example) classified information. 


Treasury Board, which is responsible for the overall management of the new policies, is 
assisting each department with implementation of the program and monitoring compliance 
with the new policy. 
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On September 12, 1986, the Solicitor General issued a formal directive to CSIS governing 
the provision of security assessments. 


Redress. Announcing the new security policy, the then Solicitor General reaffirmed that 
the Government was committed to a fair and equitable review procedure for those denied 
security clearances. He said: 


Members will know that the SIRC is made up of five Privy Councillors representing 
all three parties in the House. It has an independent mandate to review all complaints 
concerning security clearances requested by the government, with full authority to 
require the production of evidence and witnesses from the Service and the depart- 
ment that has denied the security clearance. 


The SIRC has demonstrated its value as a review mechanism by the careful, thor- 

ough and fair manner in which it has investigated and reported upon those cases 

which have so far come before it and the way in which it has brought the principles of 
~ natural justice into play in these cases.* 


Impact on CSIS. We have not conducted a full review of the new security policy’s impact 
on CSIS. However, we are mindful of three elements that will add to its workload, as fol- 
lows: 


e CSIS will establish and maintain a central index for all security clearances. 


© For criminal records and credit checks, it will be the sole entry point for all agencies 
except DND and the RCMP on security screening. 


+ As a pilot project, personal interviews are to be conducted with persons requiring 
Secret clearance, whereas interviews were previously conducted only for cause. Per- 
sonal interviews are now always required for Top Secret clearance. 


No Let-Up. Six months after the announcement of the new policy, our research showed no 
let-up in requests for security assessments. As a matter of fact, while requests for field 
investigations—more or less synonymous with requests for Top Secret clearances—were 
down, total numbers increased after the new policy was in place. Table 6 sets out the fig- 
ures for the last six months of 1985 and of 1986. 


Table 6. Requests for Security Assessments 
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security field 

clearance investigation 

requests requests 
second half, 1985 31,797 2,005 
second half, 1986 35,061 ea} 


(Source: CSIS) 


* House of Commons Debates, June 18, 1986 
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These numbers include all three levels of clearance—Confidential, Secret and Top Secret. 


The Solicitor General has taken a number of steps to deal with this situation. | 
At a mundane but practical level, he directed the Security Screening Branch at CSIS to. 
get the temporary secretarial help it needs to clear the backlog of about a thousand cases. 
that had been wrapped up by the investigators but remained piled up in the typing pool In 
basket. 


He also directed the Service in December, 1986, to send outstanding requests back to the 
departments for reconsideration under the new policy. 


Finally, he asked the Intelligence and Security Co-ordinator at the Privy Council Office to 


speak personally with deputy heads in departments that may be asking for Top Secret 
clearances that cannot be justified under the new policy. 
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10. Tidying Up 
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Our work in oversight and complaints is no mystery to readers of the foregoing chapters. 
But some of our activities do not fit under either of these rubrics. We describe them here. 


Answering to Parliament 


We appeared twice in 1986 before the Standing Committee of the House of Commons on 
Justice and Solicitor General—on June 3 to answer questions on our 1984-85 annual 
report and on November 20 to answer questions on our 1985-86 annual report. Issues 
raised with us on those occasions have been dealt with in this report. 


As the year under review ended, we looked forward to an appearance before the Special 
Senate Committee on Terrorism and the Public Safety on April 3, 1987. 


Outreach 


As part of our accountability to Parliament, we see ourselves as accountable to Canadians 
at large. 


Accepting a responsibility to foster public knowledge and awareness of security and intelli- 
gence matters, we are as forthright as security considerations let us be with the hundreds 
of individuals who ask us about security clearance procedures and about specific incidents 
or general issues. 


Mass Media. We are as open as possible with the mass media. After our second Annual 
Report was tabled in Parliament in June, 1986, we held a news conference, and our Chair- 
man, the Honourable Ronald G. Atkey, as well as other members and staff have been 
interviewed many times over the year. We believe that in a healthy democracy there can 
and should be a degree of informed public discussion on national security issues. 


There are also occasions when it would be inappropriate for CSIS to make issues public 
but it is appropriate for us to do so. On such occasions we are able to put matters in per- 
spective, to the benefit of all concerned. 


Meetings and Conferences 


Academic researchers and students also interview the Chairman and staff. We keep our 
lines open to academic and professional specialists in security intelligence, not only out of 
a duty to share our own insights widely but for what we can learn from them. 


In the past year, the Chairman: 


e Was a panelist at the National Forum on Access to Information and Privacy staged 
by the Department of Justice and Treasury Board March 7, 1986. 


e Presented a paper entitled “The Security Intelligence Review Committee: Legislative 
Oversight and Government Policy in Canada Today” at a conference on Intelligence 
and Policy sponsored by the Defence Intelligence College in Washington, De 
August 26-28, 1986. 
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+ Spoke on “Accountability of the Security Intelligence Committee” at a seminar 


| 


organized by Professors Clifford Shearing and Stuart Farson at the Centre of: 


Criminology in the University of Toronto, February 24, 1987. 


¢ Spoke to Osgoode Hall Law School students at York University enrolled in a course 
on security and intelligence, March 11, 1987, and participated in discussion after- 
wards. The session was organized by Professor Peter Hanks, a visiting professor from 
Australia. 


À 
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Two members, the Honourable Jean Jacques Blais and the Honourable Frank McGee, | 


attended the National Conference on Law in Relationship to Terrorism, sponsored by the | 


American Bar Association in Washington, D.C., June 5-7, 1986. 


Our Executive Secretary and a research officer participated in a conference on The Psy- 


chology of Terrorism in Washington, D.C., at the Woodrow Wilson Center, International 
Security Studies Program, March 16-17, 1987. 


In addition to attending the August 26-28, 1986, conference on Intelligence and Policy 
sponsored by the Defence Intelligence College in Washington, D.C., with the Chairman, 


the Director of Research attended the second annual conference of the Canadian Associa- 


tion of Security and Intelligence Studies at the University of Manitoba in Winnipeg, June 
7, 1986. 


The Executive Assistant and the Senior Complaints Officer met twice with U.S. Defence _ 


Department officials to study personnel security policy and exchange ideas—first at the 


Pentagon on November 14, 1986, and then at the Personnel Security Research and Educa- © 


tion Center in Monterey, California, on January 15 and 16, 1987. At the Research and 
Education Center, the Executive Assistant made a presentation on the development of the 
security screening process in the government of Canada. 


A research officer attended a symposium on Present and Future Strategies for Employ- 
ment Testing on June 21, 1986, at the annual conference of the Canadian Psychological 
Association. 


Personnel 


Our office remains as lean as it was at the end of last year; throughout 1986-87, we still 
had just 13 employees, despite a mushrooming workload. 


They are headed by an executive secretary who directs all day-to-day operations. Other 
employees are a research director, two researchers and a research assistant, a senior com- 
plaints officer, an executive assistant who supports the research and complaints functions, 
an administrative officer who is also the registrar for our hearings and coordinator of our 
response to requests under the Access to Information Act and the Privacy Act, and five 
support staff. A complete list with telephone numbers can be found in Appendix C. 


Financial Report 


Our 1986-87 budget is set out in Table 7. We originally budgeted $344,000 for goods and 
services in 1986-87, but found that this amount had to be nearly doubled through supple- 
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mentary estimates to meet needs that could not be foreseen when the main estimates were 


drawn up in 1985—notably: 


e Conducting, at the request of the Solicitor General, a special study of official lan- 
guages and staff relations problems in CSIS (see Chapter 8, page 49 of this annual 
report). 


e Meeting legal fees associated with the complaints process. 


Table 7. SIRC Budget, 1986-87 


we Re EEE 


Personnel $545,000 
Salaries and wages $475,000 
Contributions to employee benefit plans $70,000 
Goods and services $677,000 
Professional services $519,000 
Other $158,000 
Total operating expenditures $1,222,000 
Capital expenditures 9,000 
TOTAL $1,231,000 


(Source: 1987-88 Estimates, Part III) 
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11. Looking Ahead 


— a_i 


- Among our priorities for 1987-88, we number CSIS’s counter-terrorism program, its intel- 
ligence analysis and production process, and the protection of scientific and technical 
secrets. 


Our work on the protection of scientific and technical secrets has already begun, and we 
might say a word about it here, to set the scene. 


Science and Technology. Traditional military secrets are no longer the only targets of 
… espionage. Scientific and technical knowledge must also be protected. Being a member of 
the Western scientific community as well as of Western military alliances, Canada has a 
duty to safeguard borrowed as well as home-grown science and technology. 


We are looking into a number of issues that arise out of these considerations, including: 


e CSIS’s part in developing policies to protect scientific and technical assets—ours and 
our allies’. 


° What intelligence CSIS provides to federal departments involved in export controls 
and other protections for secret scientific and technical knowledge. 


e The priority CSIS gives to collecting intelligence on the theft of science and tech- 
nology and what resources it devotes to this task. 


© Whether the government’s identification of potential targets is adequate. 
e What provisions are made for security screening personnel in high-technology firms 
that have access to secret scientific and technical knowledge. 


We have had briefings from CSIS on these matters and are pursuing our inquiry. 


Five-Year Review 


But our overriding preoccupation in the coming year will be to draw up a full list of issues 
that Parliament may want to address when it conducts the five-year review of the CSIS 
Act in 1989. 


We intend to consult with interested individuals, with relevant interest groups and with 
experts in the universities, government and elsewhere. This will allow us both to test the 
conclusions we have drawn from our experience and to provide them with an early forum 
for insights we may profit from. 


Scattered throughout this report are issues that have suggested themselves in our routine 
review activities—for example, the protection of solicitor-client privilege (page 19) and the 
adequacy of raw warrant statistics (page 11). 


The Extent of Oversight 


Another issue we can already see on the horizon is the oversight function itself. The CSZS 
Act broke new ground when it created this Committee to monitor the Service. But there 
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are other major players in the Canadian security and intelligence community and they are 
not in the purview of any independent oversight. 


Canadian Security and Intelligence Directory. Indeed, one of the surprises we got when 
we took up our duties in 1984 was that we could not even find a comprehensive directory 
of federal government agencies engaged in security and intelligence work. 


We felt it was important to know something about CSIS’s sister agencies. For one thing, | 
we would better understand CSIS’s mandate if we knew the mandates of the others and 
CSIS’s relationships with them. We were particularly interested in committees that dis- | 
seminate security and intelligence information and that make decisions based on this infor- 
mation. Knowing the needs of such committees would improve our appreciation of CSIS’s - 
operational objectives and its relationships, real and potential. 


Unable to find a complete directory, we decided to prepare one ourselves, and this task 
was completed in 1986-87. 


We recognize, with regret, that we cannot make the directory public. Some of the material . 
it contains—notably descriptions of the roles played by certain agencies—would be of far 
too much interest to the enemies of our country. We also promised to limit circulation in 
order to gain the cooperation of certain agencies that had no legal responsibility to provide 
us with information. 


However, we have made copies available within the Canadian security and intelligence 
community itself and have been pleased with the very favourable reactions. Apparently we 
were not alone in feeling that it is useful to know just who does what. 


Because of these reactions, we intend to revise and distribute the directory yearly, both to 
keep our own understanding up to date and to serve the security and intelligence commu- 
nity within Canada. 


Cabinet Confidences. Another limit on our present powers is that we are not entitled to be 
told Cabinet confidences. We have not felt this as a severe limitation to date but, of 
course, we cannot really assess how much we are missing. We have been concerned that it 
could be a problem if a Cabinet spread the mantle of confidentiality too widely in future. 


We note that the Standing Committee of the House of Commons on Justice and Solicitor 
General has recommended tightening the definition of Cabinet confidence for purposes of 
the Access to Information Act and the Privacy Act,* and we await the Government’s 
response before taking a more precise position of our own. 


* House of Commons, Open and Shut: Enhancing the Right to Know and the Right to Privacy, 
Report of the Standing Committee on Justice and Solicitor General on the review of the Access 
to Information Act and the Privacy Act, March, 1987 
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| A Last Word 


PA the middle of our five-year mandate, we look back with some satisfaction on what we 
have been able to do—and forward with not a little apprehension to how much more we 


have to do. 
| 


| Yet in reflecting on our work to date, we continue to value two important features of our 
mandate. The first is our appointment as part-timers, active on other matters in the com- 
munity and in private life. This has permitted us to remain somewhat more objective and 
detached from the day-to-day intrigue of security intelligence matters specifically and gov- 
ernment affairs generally. Hopefully it has sharpened our analysis and judgement. 


Second, we have had the good fortune to attract competent and hard-working profession- 

als as members of our permanent staff and panel of outside consultants and lawyers. All of 

these Canadians, after achieving the appropriate level of security clearance, have thrown 

themselves into the task at hand with dedication, energy, and a strong sense of commit- 

ment. Treasury Board has responded positively with a level of resources which is limited 

but nevertheless appropriate. The Committee and hence Canadians are well served by this 
- group of “watchdog” professionals who work long and lonely hours mostly without public 
_ recognition—except that which it is our pleasure to provide in this report. 
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Appendix À 


Ministerial Directives and Directions to CSIS, 1986-87 
CSIS-RCMP Cooperation Regarding Counter-Terrorism 
The Provision of Security Assessments 
Notification of the Minister Concerning Certain Types of Operations 
Investigative Activity 
Use of Confidential Sources 
Protection of Canadian Citizens 
Protection of Foreign Citizens in Canada 
Policy on Reporting Incidents to the Minister 


| Arrangements for RCMP Assistance 
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Summary Case Histories of Security Complaints Dealt With 
| by the Security Intelligence Review Committee, 1986-87 


Security Clearances 

| 1. A person complained that a Top Secret clearance was denied on the basis of alleged 
dishonesty in (a) citing false past job titles on a personal history form, (b) misappropriat- 
ing the employer’s property in a past job and (c) having been involved in the sale of stolen 
| goods. 

At the hearing, CSIS cited reports from its sources in support of all three allegations. A 
-CSIS investigator answered detailed questions about the reliability of these reports. 


“The complainant denied all allegations, noting that employer statements confirmed the 
accuracy of the job titles and arguing that personal animosities lay behind the other alle- 
_ gations. The complainant further argued that the allegation about the sale of stolen goods 
- involved mistaken identity. 


The Presiding Committee Member found that the job titles had not been misrepresented, 
but sustained the other allegations. 


The Presiding Committee Member recommended that the denial of a Top Secret clear- 
ance be upheld. 


2. An individual was denied the Top Secret clearance required for transfer to a special 
unit. Denial was based on alleged dishonesty, indiscretion, and financial indebtedness. 


The allegation of dishonesty turned out to be based on a minor, isolated incident that did 
not justify continuing concern, and the indiscretion issue proved to be groundless. 


But the heavy indebtedness was real, and CSIS held that the resulting financial pressure 
could tempt the complainant to offer favours to clients in return for cash. It could also 
- tempt knowledgable clients to offer financial inducements. 


However, CSIS acknowledged that there was nothing to indicate that the complainant 
could not overcome the indebtedness by honest means; indeed, it agreed that the complai- 
nant deserved credit for positive efforts to deal with the problem. 


An official of the employing department testified that, after interviewing the complainant, 
he was satisfied with the explanation provided for the indebtedness. 


Finding that the complainant had the indebtedness under control and that all other allega- 
tions were groundless or minor, the Presiding Committee Member recommended that Top 
Security clearance be granted. 
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Citizenship 


3. Citizenship was denied to a landed immigrant, 14 years in Canada, when CSIS said 
there were reasonable grounds to believe that this individual would engage in activities. 
constituting a threat to the security of Canada. 


At the hearing, evidence was heard from CSIS to the effect that the activities of this 
individual were in keeping with those of an agent of a foreign government. | 
The Presiding Committee Member proposed to disclose certain allegations to the applicant 
and counsel so a reasonable defence could be mounted. The Presiding Committee Member 
did not seek to disclose facts prejudicial to national security but insisted on appropriate: 
disclosure as required by law. | 


| 
CSIS then informed the Secretary of State that it wished to withdraw its objection to citi- | 
zenship for this individual. | 


The Presiding Committee Member ended the investigation as there was no longer any. 
basis for continuing. 


4. An individual who found refuge in Canada after a military coup and later gained 
landed immigrant status was denied citizenship when CSIS said this individual was a sym-- 
pathizer of a terrorist organization in the country of origin. | 


Paragraph 2(c) of the CSS Act provides that “threats to the security of Canada” include 


activities within ... Canada directed toward or in support of the threat or use of acts 
of serious violence against persons or property for the purpose of achieving a political 
objective within Canada or a foreign state. (emphasis added) 


Both the applicant and CSIS were assisted by counsel at the hearings, and both presented 
evidence. The Presiding Committee Member also called an expert witness to fill in the 
background about terrorist organizations in the country of the applicant’s origin. 


The Presiding Committee Member concluded that this individual did not threaten the 
security of Canada, and recommended that citizenship be granted. 


At the time of writing, the report of the Presiding Committee Member had not yet been 
acted upon by the Governor in Council. 


5. This case, while it was the subject of a separate report, involves the spouse of the 
applicant dealt with in the preceding case history. The facts and the recommendation are 
the same. At the time of writing, the report of the Presiding Committee Member had not 
yet been acted upon by the Governor in Council. 


6. Citizenship was denied to a landed immigrant, in Canada since 1966, because CSIS 
believed that this individual was a threat to the security of Canada. Before the Committee 
began its investigation, CSIS withdrew its recommendation against granting citizenship. 
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7. An individual who entered Canada as a refugee and was granted landed immigrant 
status more than a decade ago was refused citizenship when CSIS alleged that this 
individual was an agent of influence for a foreign intelligence service. CSIS withdrew its 
objections to citizenship for this individual before the Committee completed its investiga- 
tion. 


Immigration 


8. Upon entering Canada, an individual was detained by immigration authorities, then 
released the following day after an appearance before an immigration adjudicator. 


The Solicitor General and the Minister of Employment and Immigration subsequently 
reported to the Committee that this individual met the criteria for deportation under the 
Immigration Act, 1976. The specific allegations were to the effect that this person had a 
close and active association with a terrorist organization and was known to have engaged 
in terrorist acts. 


At the hearing, CSIS supported these allegations. Evidence by the applicant and by wit- 
nesses in support of the applicant lacked credibility. 


The Presiding Committee Member concluded that that there were reasonable grounds to 
believe that this person would instigate the subversion by force of the democratic govern- 
ment of another country while in Canada, and recommended that deportation proceedings 
be instituted. 


At the time of writing, the Presiding Committee Member’s report had not yet been acted 
upon by the Governor in Council but the applicant left the country. 
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Appendix C 


SIRC Staff on April 1, 1987 


Maurice Archdeacon, Executive Secretary ..............cccsscscsreorensssneererenseasesrsecaeses 990-6839 
VAVELLE COINS SENION SOCIAL}. ne ion etes ame iessrnre 990-8442 
Danielle Bla SCCTOLARV ee ere cent 991-9112 

Beanie Demityian, EXCCULIVE ASSISTANT. ee le tions 990-6319 
Shirley Heafey, Senior Complaints Officer ...............c.c:cccecsessccscsceeneenessecereresnseees 993-4263 
D Dur Graham: Director Of RESCATCN "0 arr 990-8051 
MaurceMAkKlen Research Officer... noi nette 990-8445 
Non MaSAitheRésearchiOI ICT. de remain 991-9111 
HOAniNeanc Research ASSISTANT... CC el 990-8443 
Madeleine DeCarufel, Administration Officer and Registrar..…...................... 990-8052 
DONC AON IR CCOLUS OLLICEL en mo een 990-6838 
Roge MacDOoW Records Clé Ken ae ore 998-5258 
Diane Marion, Receptionist-Secretary tt 990-8441 


* Throughout 1986-87, the Director of Research was Jacques J.M. Shore, who resigned on March 
31, 1987, to practice law in Montreal. We wish to record our gratitude for the contribution he 
made in the two years he was with us. 
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1. A Second Wind 


We hope our successors will be able to look back and say that 1987-88 was the year the 
Canadian Security Intelligence Service (CSIS) turned the corner. 


It was a year in which CSIS faced perhaps its darkest moments, capped by the resignation 
of its first Director after the Atwal warrant affair (see page 11). With the requirement for 
secrecy that is central to its operations, CSIS cannot have been pleased about the number 
of “outsiders” who came through its doors. First there was the Independent Advisory 
Team, armed with the conclusions of our last Annual Report and our special report on 
official languages and staff relations, Closing the Gaps, together with a mandate for 
change.* Then came a new Director appointed from outside the Service. The counter- 
subversion branch was disbanded and its duties reassigned. Even though operational work 
was not significantly affected, no one could blame the men and women of CSIS if they 
were sometimes frustrated. 


But there is an up side to all of this. The Independent Advisory Team developed a realistic 
reform package on the basis of our recommendations, and the Government started to 
implement it. Disbandment of the counter-subversion branch will stem overreaction to the 
rather modest threats Canada faces from home-grown radicals. Early indications are that 
the new Director is providing active leadership. 


In short, we feel that this difficult year brought CSIS the chance it needs to get a second 
wind and complete its evolution into the kind of agency that Parliament intended when it 
adopted the CSIS Act in 1984—a civilian agency with contemporary priorities, its atten- 
tion focused on gathering and analysing security intelligence as a basis for solid advice to 
the government of the day. 


Good Calls and Bum Raps 


Some of the barrage of criticism CSIS faced last year was justified. Haste does not excuse 
the carelessness that allowed unreliable information to be used in obtaining Federal Court 
authority for the Atwal wiretap. 


But nemesis was at work, and the Atwal affair brought its own punishment. Because of the 
flawed warrant, proceedings had to be suspended against five men accused of conspiracy 
to murder a minister of the state government of the Punjab in India. CSIS also came 
under public fire for failing to inform police in advance of the conspiracy. Conversations 
recorded in the wiretap pointed clearly to a plan to assault the minister, but CSIS did not 
review the material until the attempt had already been made. 


* The Independent Advisory Team was appointed by the Solicitor General on July 22, 1987, and 
handed in its report, People and Process in Transition, with 34 recommendations, on October 
28, 1987. Headed by Gordon Osbaldeston, a former clerk of the Privy Council and now a senior 
fellow at the School of Business Administration, University of Western Ontario, it also included 
Roger Tassé, a former deputy solicitor general and deputy minister of justice who now practices 
law privately, and Gérard Duclos, Deputy Controller General, Management Review Branch, 
Treasury Board. 
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This episode also contributed to an atmosphere of suspicion—not to say derision—in 
which all sorts of allegations about bungling and wrongdoing were floated. Looking into 
media reports and following up our own leads, we found that much of what was being said 
was mistaken. We found that: 


¢ CSIS did not slip up in the entry into Canada of Mahmoud Mohammad Issa Moham- 
mad; someone did, but it was not CSIS. 


Nor did it compromise his attempt to leave the country. 


e There is no evidence to date that CSIS had usable and reliable information that 
might have prevented the Air India tragedy of June 23, 1985, when a jumbo jet 
bound from Toronto and Montreal to Bombay went down off the coast of Ireland at a 
cost of 329 lives; to have said that trouble was likely on an aircraft of Air India was 
good common sense but hardly a “‘tipoff” to a specific event. 


Nor was there any basis to conclude that there was a loss when wiretap tapes were 
routinely erased after the relevant information they provided had been noted. 


+ CSIS does not target the labour movement. 


It did not try to get the Süreté du Québec to give one of its informers a break in the 
investigation of bombing incidents. 


e Complaints to the media as well as to us by a man that he was being harassed were 
not founded; after investigation, we concluded that CSIS made reasonable inquiries in 
a reasonable way. 


CSIS had its successes too. Unfortunately they are measured on an invisible scale—by 
what does not happen rather than by what does. But fair is fair. It is only fair to remember 
that 1987-88 was a year of unusually heavy demand for security intelligence as Canada 
welcomed the Francophone and Commonwealth summits in quick succession, then wel- 
comed the world to the Calgary Olympics February 13-28. At year-end, CSIS and the 
police were cooperating to prepare for the Economic Summit in Toronto. It is a tribute to 
the dedication and professionalism of the men and women of CSIS at all levels that the 
year was without serious security incident. 


We welcome the Solicitor General’s initiative in launching a series of addresses describing 
CSIS’s work and pointing up, in some detail, its importance to Canadians. Security con- 
siderations make it hard for CSIS to blow its own horn. Our perspective, by statute, is one 
of reasoned skepticism, so it is very appropriate for the Solicitor General to fill the public 
relations gap. 


Our Responsibility 


For our part, we believe that Parliament and the public expect the Security Intelligence 
Review Committee to have strong opinions and to state them clearly in its annual and spe- 
cial reports. 
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Our objective has been to be fair. Our special report on the so-called Boivin affair* makes 
the point. We found much that we did not like during the investigation we carried out 
after allegations were made that a union official, Marc-André Boivin, facing bomb- 
related charges was a CSIS informant, perhaps even an agent provocateur. We learned, 
for example, that CSIS had retained information originally gathered by the RCMP on 
trade unions and had not yet reviewed it in relation to the “strictly necessary” retention 
requirements of the Act. In our view, this was out of line with the CSIS Act. We were dis- 
turbed to find that the Sûreté du Québec was not alerted for two days after Mr. Boivin 
told his CSIS handler that specific and serious criminal offences might be imminent. 


But we found that Mr. Boivin was not asked to, nor did he, report to CSIS on union affairs 
as such; his beat was “‘subversive” elements. Nor was there any evidence that CSIS ever 
directed or encouraged him to influence union business or to carry out illegal acts. He was 
not an agent provocateur. As far as targeting and tasking are concerned, CSIS was clean 
and we said so. 


We intend to keep doing business as usual, advising Parliament and the public of the facts 
as we see them. That is the business Parliament gave us to do. Our hope is that the 
changes taking place in the way CSIS goes about its business will narrow our scope for 
criticism. 


Business Not as Usual 


As a matter of fact, the thread that ties together many of the problems we have flagged 
was a business-as-usual approach within the Service. We do not suggest an overt and con- 
scious defiance of Parliament’s decision in 1984 to change the approach to security intelli- 
gence. But CSIS often seemed to lack the will to adjust. 


Perhaps that was unavoidable under the circumstances. It seems clear in retrospect that 
the dislocations of separation from the RCMP were underestimated—even at a material 
level: four years later, CSIS still does not have a proper headquarters of its own, for exam- 
ple; hundreds of CSIS officers still go to work every morning at RCMP headquarters on 
Alta Vista Drive in Ottawa. 


In any case, during the first three years, the unquestioned need to keep security intelli- 
gence operations rolling was accepted by too many people at all levels as a reason—if not 
an excuse—to put off such matters as bringing files inherited from the RCMP into line 
with new statutory requirements, moving towards an acceptable level of official bilingual- 
ism, and aggressively searching out recruits with the research and policy backgrounds 
needed to do modern security intelligence work. 


While 1987-88 has been a difficult time for CSIS, it has surely laid to rest any expectation 
that business can continue as usual. We have chosen the familiar expression “turning the 


* Section 54 Report to the Solicitor General of Canada on CSIS’ Use of its Investigative Powers 
with Respect to the Labour Movement, made public by the Solicitor General on March 29, 
1988 (see Chapter 3 below for a fuller description of our findings and conclusions). 
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corner” for the epigraph of this year’s Annual Report. Readers will find that we still have 
many Criticisms, but we believe that CSIS is on the right road. 


2. Oversight 


Under the CSIS Act, the Security Intelligence Review Committee (SIRC) is Parliament’s 
and the public’s watchdog on the Service. Our mandate as a Committee is to see that 
CSIS carries out its work effectively, on the one hand, but without unreasonable or 
unnecessary intrusion on individual rights, on the other. Specific tasks assigned us by the 
Act fall into two broad categories—oversight and complaints. We also have a statutory 
obligation to report on our work once a year. In this, our Annual Report, we describe our 
work as fully as we can within the limits imposed by the need to protect national security. 


Chapter 8 of this Report deals with the complaints process. In this chapter and the five 
that follow we report on our oversight activities under sections 38, 40 and 54 of the Act. 
Paragraph 38(a) directs us “to review generally the performance by the Service of its 
duties and functions” and lists a series of specific tasks. Paragraph 38(b) and section 40 
provide for reviews aimed at “ensuring that the activities of the Service are carried out in 
accordance with this Act, [and] the regulations and directions issued by the Minister ... 
and that the[se] activities do not involve any unreasonable or unnecessary exercise by the 
Service of any of its powers”. Under section 54, we may make special reports to the Solici- 
tor General. 


Because of its wide powers of investigation and the secrecy that unavoidably surrounds 
much of its work, CSIS comes under a number of controls. It can use its most intrusive 
powers—opening mail and tapping telephones, for example—only if it has warrants from 
the Federal Court of Canada. Each application for a warrant requires the personal 
approval of the Solicitor General. The Solicitor General has other controls as well. Formal 
agreements with provinces to ensure CSIS access to information held by police require his 
personal approval, and he issues formal instructions on the conduct of cases and entire 
classes of case. The Solicitor General has his own watchdog on CSIS, the Inspector Gen- 
eral. Our oversight mandate extends to CSIS compliance with all of these controls. 


Warrants 


We expressed a number of concerns in last year’s Annual Report about the targeting and 
warrant processes. As a result of the “mid-course correction” unveiled by the Solicitor 
General on November 30, 1987, CSIS has gone a very long way to meeting our concerns. 
The new arrangements are reviewed in Chapter 3 of this Report. The outstanding issues of 
solicitor-client privilege and emergency warrants, which may call for amendments to the 
Act, are dealt with in Chapter 10. 


Ministerial Instructions 


The 1987-88 ministerial directives we received are listed in Appendix A of this Report. 
After carefully examining 13 of them, we are of the opinion that they do not permit any 
unreasonable or unnecessary use of the Service’s powers, nor do they impinge unduly on 
individual rights or privacy. In fact, most tend to circumscribe the independent authority 
of the Service and increase accountability to the Solicitor General. The same is true of two 
1986-87 directives that arrived too late for us to review in our last Annual Report. Six 
1987-88 directives arrived too late to be examined before this Report went to the press. 
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As promised (Annual Report 1986-87, page 6), we have begun to compile statistics on 
operations requiring ministerial approval. While security considerations prevent us from 
revealing the details of any operations, we can say they are very few in number. 


In 1986-87 we discovered that we were not routinely getting copies of some documents we 
would consider ministerial directives or direction (Annual Report 1986-87, page 6) 
because of a narrow interpretation given to subsection 6(2) of the CSS Act. The Depart- 
ment of the Solicitor General is in the process of developing criteria to ensure that we will 
be provided with everything properly falling under subsection 6(2). This process will be 
completed soon. 


However, we discovered a new twist this year. In a news release dated February 25, 1988, 
the Solicitor General announced “new ministerial controls over CSIS investigations”. 
(They provide that CSIS must have the Solicitor General’s personal authority to conduct 
any intrusive investigation whatsoever in counter-subversion cases.) We found that these 
“new controls”, while not the subject of formal written communications to CSIS by the 
Solicitor General, took the form of amendments to CSIS’s Operational Manual. 


The Manual is a compendium of step-by-step rules for CSIS employees. It is prepared by 
and is the responsibility of CSIS. It includes all ministerial instructions, of course. At 
many points it elaborates on these instructions in minute detail, prescribing forms to be 
used and lines of authority to be followed. 


In accordance with subsection 7(1) of the Act, CSIS consults with the Deputy Solicitor 
General concerning general operational policies. In fact, the Deputy Solicitor General is 
consulted when the Manual is amended. We will henceforth give the same attention to 
changes in the Manual as to ministerial instructions under subsection 6(2) as they appear, 
in practice, to have equal standing. 


Agreements with Other Organizations 


Copies of nine new CSIS agreements with other organizations in Canada and one with a 
foreign agency were passed to us in 1987-88. We were satisfied with them as far as they 
went, but they raise two issues. 


One is the completion of CSIS’s arrangements with provinces for exchanges of informa- 
tion with police forces and for mutual assistance. Three of the nine domestic agreements 
signed last year are in this category. With the conclusion of an agreement with Manitoba 
soon after the end of the year under review, CSIS had agreements with all but one prov- 
ince—Quebec. The absence of a formal agreement does not by itself indicate a lack of 
cooperation that could compromise national security. But we are of the view that formal 
agreements are useful as an exercise in setting guidelines, so everyone knows what is per- 
mitted and, equally important, what is not. 


The other issue is control over the transfer of personal information in the Service’s hands. 
Most of the Service’s agreements with departments and agencies of the federal govern- 
ment (which accounted, incidentally, for the other six domestic agreements we saw last 
year) cover the provision of information to CSIS under the terms of the Privacy Act. No 
exception can be taken to this. 


But the CSIS management information system has not permitted easy identification of 
information and intelligence passed to other agencies. This effectively prevents us—short 
of making manual searches that would exhaust an army of researchers—from carrying out 
our statutory duty under subparagraph 38(a)(iii) of the CSZS Act to “monitor the provi- 
sion of information and intelligence pursuant to those arrangements” with other agencies, 
both domestic and foreign. 


We should say that the ongoing sampling we do has revealed no exchanges of information 
that we take exception to; information provided to others about residents of Canada was 
within the terms of the relevant agreements. Information exchanged under most of the 
relevant agreements is for visa vetting and security clearances. 


However, we expect that a projected overhaul of the Service’s computerized management 
information system will introduce programming that will permit easy access to data on 
information about Canadian residents exchanged by CSIS and other agencies (see Annual 
Report 1986-87, page 39). CSIS needs to be more attentive in general to keeping records 
of its activities, for the sake of its own monitoring as well as ours. And we wish to see a 
specific policy, guidelines and auditing procedure developed for the release of any informa- 
tion on a Canadian resident. 


One bit of unfinished business (Annual Report 1986-87, page 18) was cleared away in 
1987-88. CSIS prepared, at our request, a new descriptive catalogue of its arrangements 
with police and intelligence agencies in other countries. It was a considerable improvement 
over the incomplete list we were handed in 1985. After making inquiries about the nature 
of the agreements with 11 agencies in as many countries, we are satisfied that CSIS now 
has an up-to-date list of its international arrangements. 


Disclosures in the Public Interest 


Paragraph 19(2)(d) of the Act authorizes certain disclosures to public servants and to 
ministers other than the Solicitor General, the Secretary of State for External Affairs and 
the Minister of National Defence. Subsection 19(3) requires the Director to report such 
disclosures to us. None was reported in 1987-88. 


In this connection, we have (Annual Report 1986-87, page 30) previously expressed con- 
cern that the Act makes no provision for warning individual Canadians when they are 
drawn into the orbit of front organizations that covertly serve purposes or foreign govern- 
ments inimical to Canada’s national security. If we do not expand on this theme here it is 
only because it is covered this year in Chapter 10, our look ahead to the five-year review of 
the Act. 


Unlawful Acts 


Two reports were given to us under section 20 of the Act. This section requires the Direc- 
tor of CSIS to advise the Solicitor General when it appears that an employee may have 
acted unlawfully in the course of duty. If the Solicitor General passes such a report on to 
the Attorney General of Canada, we get a copy together with any comments by the Solici- 
tor General. In one case no charges were laid. In the second, the Attorney General 
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referred the matter to provincial authorities, which had not decided by year-end whether 
to lay charges. In both cases, we are satisfied that CSIS management is being strict in pro- 
tecting the public from illegal acts that might be committed under the cloak of the CSIS 
Act. 


CSIS Annual Report and Certificate of the Inspector General 


Section 33 of the CSZS Act provides for an annual report to the Solicitor General by the 
Director of CSIS and for a certificate to be issued by the Inspector General saying 
whether the report is satisfactory—in particular whether the Service has done anything 
not authorized by the Act, anything in contravention of any instructions issued by the 
Solicitor General or anything that involves an unreasonable or unnecessary use by the Ser- 
vice of its powers. Section 33 further provides for the transmission of the Director’s annual 
report and the Inspector General’s certificate to us. 


We are unable in this Report to comment on the 1987 certificate of the Inspector General, 
as there was no Inspector General at the time to issue one. Dr. Richard Gosse, who filled 
this office with distinction from its inauguration in 1984, left in February to become the 
first chairman of the Public Complaints Commission for the RCMP, and he had not been 
replaced by fiscal year-end. We take this occasion to thank Dr. Gosse for the cooperation 
he extended to us. We found that we could rely on his office to be thorough and industri- 
ous in the fact-finding it did on our behalf, as provided for in section 40 of the Act. He 
established a high mark for his successor to reach. 


Statistics on Operational Activities 


Subparagraph 38(a)(viii) of the Act gives us an explicit mandate “to compile and analyse 
statistics on the operational activities of the Service”. We continue to compile and analyse 
statistics in a number of areas—the use of intrusive investigative techniques (e.g., the 
number of wiretaps authorized by warrants), the flow and retention of information (e.g., 
file retention; see page 14), and investigative levels (e.g., the number of field investigations 
in connection with security screening; see page 19). 


CSIS meets with us at the drafting stage to discuss the eight to ten statistical papers we 
prepare each year. As a result, we reach our interpretations of the statistics in full knowl- 
edge of CSIS’s interpretations, and these meetings are a useful learning experience for us. 


Special Studies 


We made two special reports to the Solicitor General under section 54 of the Act in 1987- 
88. One was on CSIS’s use of its investigative powers with respect to the labour move- 
ment. As indicated in Chapter 1 above, it was made public by the Solicitor General on 
March 29, 1988. We discuss some of our findings in Chapter 3, below. 


The other report was on security screening in immigration matters. The Solicitor General 
did not publish it because he believed that it contained sensitive national security informa- 
tion. But he noted in his response to us that it raised many important concerns, and it is 
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being used in an interdepartmental study prompted by recommendations made by the 
Standing Committee of the House of Commons on Labour, Employment and Immigration 
in its report of June 17, 1986. 


Also, as we promised last year, we started a review of the system for safeguarding scien- 
tific and technological assets in Canada, relying primarily on structured interviews with 
federal officials involved in this area. We met with people from the Privy Council Office, 
Revenue Canada (Customs), the Department of External Affairs, the Department of 
National Defence, Supply and Services Canada and the RCMP, as well as with CSIS offi- 
cials. Because of the large number of players in this field, the analysis and consultations 
leading to the final report are not yet completed. 


We are pursuing a program of studies that will let us complete a comprehensive review of 
the basic functions of the Service by the time our mandate expires in 1989. In 1986-87 we 
reviewed the counter-subversion program, which raised serious questions about target- 
ing—that is, the way CSIS selects subjects for investigation (see Chapter 3 of this Report 
for an update). This year we zeroed in on the counter-terrorism program (see Chapter 5) 
and intelligence assessment (Chapter 6). In the coming year, we will turn our attentions to 
the counter-intelligence program and CSIS investigations, if any, of the peace movement 
in Canada. 


In carrying out these major studies, we have developed the practice of working out 
detailed terms of reference with the responsible CSIS managers. Thus they fully under- 
stand what information we need and can direct us to the appropriate files and documents. 
The Service, for its part, has developed the practice of designating a member from the unit 
under study to provide liaison. This officer works with us to manage the study in such a 
way that it interferes as little as possible with ongoing operational responsibilities. 


Budgeting Information 


We get the update of the Multi-year Operational Plan (MYOP) that CSIS, like all arms 
of the federal government, carries out annually. We recognize that the information in the 
Service’s 1987 update meets Treasury Board’s requirements. But it does not alone give us 
the bird’s-eye view that we want to have of CSIS as an organization. It does not let us 
answer the question, does CSIS have the money and personnel it needs? 


We should say that we have no evidence from the available information that CSIS is being 
spoiled by excess funding or staffing. If anything—and despite a sharply rising budget— 
we suspect that it is being asked to spread itself rather thin. 


But we have now asked the Service for detailed corporate financial and human resources 
information. In particular, we have asked for a reconciliation of the MYOP data with data 
found in the Main Estimates, year-end audited financial statements such as those found 
for other agencies in the Public Accounts of Canada, and detailed information on the allo- 
cation of person years among various functions. We hope to complete a review of CSIS’s 
resources and how it uses them before the end of our mandate. 
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Consultations 


In our oversight role, we also have dozens of routine consultations. We meet the Solicitor 
General quarterly as a group, and our Chairman meets him monthly as well as occasion- 
ally meeting with the Deputy Solicitor General. The Chairman also meets regularly with 
the Director of CSIS. Both the full Committee and the Chairman meet occasionally with 
the Inspector General, and there are frequent meetings between the Inspector General and 
our Executive Secretary. In the past year, there were also meetings with the Independent 
Advisory Team created by the Solicitor General to follow up concerns we had expressed in 
past reports. 


In 1987-88 we continued our practice of visiting regional and district offices of the Service 
rather than confining our contacts to Headquarters in Ottawa. This allows us to be briefed 
on regional operations by the people most in the know. We usually hold separate meetings 
with regional or district managers and with the rank and file so we can engage in frank 
exchanges in which we hear the concerns of people in the field and answer questions about 
our own role. CSIS has been very cooperative in this program. During the year under 
review we visited four regional and district offices—in Winnipeg, Vancouver, Montreal 
and Toronto. In the coming year, we will visit the Halifax and Quebec City offices as well 
as making return calls at Vancouver and Toronto. 


Further afield, we made a tour of Hong Kong, Australia and New Zealand in November, 
1987. In Hong Kong, we focused on the work done there to keep abreast of a flood of 
immigration requests. The number of immigration files originating in Hong Kong is about 
25,000 a year and growing as people and money seek safe havens in anticipation of the 
takeover by China in 1997. What we learned there was of material help to us as we pre- 
pared our special report on security screening in immigration. 


Australia and New Zealand are of particular interest as two countries with which Canada 
enjoys excellent relations. In addition, Australia’s complaints process is close to ours— 
closer than that of any other country. What we learned there informs a number of our 
observations in this Annual Report. 


Inquiries and Briefings 


With the sole exception of cabinet confidences, we have access to all information in CSIS’s 
hands. Last year we directed 95 written inquiries to the Service and had answers to 85 by 
year-end. That left a total of 10 questions unanswered at that time; of these, four were put 
to the Service in the last month of the fiscal year. As provided for in the CSIS Act, we 
sometimes have our fact-finding done by the office of the Inspector General. In 1987-88, 
the office of the Inspector General carried out three reviews of specific activities of the 
Service for us. 


We also get briefings from CSIS on particular matters. Two that are of great public con- 
cern are the Air India disaster and the Narita Airport explosion, on which we received 
monthly updating in 1987-88. We have already, in Chapter 1 above, dealt with some alle- 
gations that have been made in the media. With regard to the erasure of tapes, it would be 
most improper for the Service to let wiretap tapes accumulate indefinitely in case they 
might eventually prove useful to the police. CSIS’s job is to collect intelligence. Wiretap 
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tapes commonly include a great deal of personal and other information that does not 
belong in secret files. We believe CSIS is correct when it notes the pertinent information 
that its wiretaps provide, then destroys the tapes. 


Beyond that, it is not for us to add to the public record on the Air India tragedy. We are 
deeply conscious of the frustration felt by Canadians that no charges have been laid three 
years later. The RCMP continues its investigation, and CSIS’s role at the moment is to 
provide it with security intelligence assistance.* We will continue to monitor developments 
closely. 


We also had briefings on the ‘“‘Atwal warrant affair”. The broad lines of this matter are on 
the public record as the result of proceedings in the Federal Court of Canada. What is per- 
haps not well understood is that the Service did not deliberately “cook” its warrant 
application by including information from a discredited source. When the affidavit was 
first drafted, the information was considered reliable. Only after the paperwork had moved 
to CSIS Headquarters did the regional office concerned decide that the source could not 
be trusted. The failure occurred when Headquarters was not notified. That is a serious 
matter, but it is not deliberate falsification. We believe that new procedures described in 
Chapter 3 improve the safeguards against lapses of this kind. 


In another matter that came to public attention during the year, we satisfied ourselves tnat 
CSIS dealt properly with Ryszard Paszkowski, who went to the media in January, 1988, 
with a complex account of how his work for CSIS let him in for a year in a West German 
jail to complete a hijacking sentence. As the Solicitor General has confirmed in the House 
of Commons,** Paszkowski did work for CSIS after entering Canada illegally, but CSIS 
did not bring him into the country to be a double agent, as he claims, and it ended the 
relationship before Paszkowski voluntarily left Canada in August, 1986, and went to Italy, 
whence he was extradited by West Germany. 


Our Relations with CSIS 


Our relations with CSIS continue to be at arm’s length. This is as it should be. We share 
an ultimate goal—effective security intelligence within the limits imposed by the values of 
a free and democratic society. But our roles are different and, to the extent we are both 
doing our job, they inevitably bring us into opposition at times. 


In general, our reading is that CSIS plays by the book in dealing with us. In the oversight 
area, relations are at least correct. Often they are cordial, We have already noted in this 
chapter that CSIS has been very cooperative in arranging our visits to its regional offices 
and has put no obstacle in the way of our meetings with the rank and file separately from 


* In the case of the Narita Airport explosion, legal proceedings are underway. The British police 
arrested a suspect in England on February 5, 1988. On August 9, 1988, the Magistrate in Lon- 
don ordered Inderjit Singh Reyat extradited to Canada to face charges, including two counts of 
manslaughter for the deaths at Narita. As this Report was going to press, the defendant had 
filed an appeal to that order. 

** Debates of the House of Commons, January 22, 1988. 
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regional management. When we investigate specific complaints, relations are more distant 
and formal. That is also proper, because then we are acting in a quasi-judicial capacity. 


We can well understand some wariness on the part of the Service; although we reject any 
suggestion that our exercise of review and investigative powers affects the Service 
adversely. Oversight in one form or another is becoming the common experience of West- 
ern intelligence agencies, but Australia is the only other country we know of where an 
independent body* has unrestricted access to security intelligence files. 


We like to think of our relations with the Service in terms of creative tension. Although 
our reports are often critical of systems—the nature of our mandate ensures that they 
often will be—we want to express again our respect and admiration for the people who 
work for the Service. They have a difficult role in which, as it has often been observed, the 
successes must remain secret while the inevitable failures always seem to become known. 


* The Inspector General. 


3. CSIS Operations 


The essence of CSIS’s mandate is spelled out in section 12 of the CSZS Act. It says that 
CSIS “‘shall collect, by investigation or otherwise, to the extent that it is strictly necessary, 
and analyse and retain information and intelligence respecting activities that may on 
reasonable grounds be suspected of constituting threats to the security of Canada and, in 
relation thereto, shall report to and advise the Government of Canada”. 


“Threats to the security of Canada” are defined in section 2. They fall into four catego- 
ries—espionage or sabotage, foreign interference in Canadian affairs, the use of violence 
to gain political ends in Canada or another country and, fourth, covert or potentially vio- 
lent attempts to overthrow our constitutionally established system of government. “Lawful 
advocacy, protest or dissent” are explicitly excluded unless they are carried on in conjunc- 
tion with any of the threats spelled out in section 2. 


In Chapter 2 we dealt with controls on the Service’s use of its powers in carrying out its 
mandate. This chapter and the three that follow review operational matters—how CSIS 
guards the security of Canada. 


Counter-subversion Operations 


In line with a recommendation in our last Annual Report (page 40), the counter-subver- 
sion arm of CSIS was disbanded in November, 1987, and its responsibilities were reas- 
signed. As a result, CSIS investigation of home-grown threats to national security now 
better reflects their modest scale. It better reflects, too, the “strictly necessary” limit set 
out in section 12. Cases of suspected foreign activity inimical to Canada’s interest are now 
handled by the Counter-intelligence Branch, while cases in which there appears to be a 
real risk of violence are handled by the Counter-terrorism Branch. 


A residue of counter-subversion targets are now monitored by the Analysis and Production 
Branch, which adds to the files any relevant information that comes its way in the media 
or as a spin-off from other inquiries in order to provide the Government with what the 
Solicitor General has called “a watching brief”.* But the Operational Manual has been 
amended so any active investigation of these cases in future will require the Solicitor Gen- 
eral’s personal authorization. We believe this is a good control; the initiative remains in 
CSIS’s hands, sheltered from considerations of partisan political expediency, yet there is 
political accountability when an initiative is followed through. 


In total, slightly more than 3,000 of the files that had been actively pursued in the coun- 
ter-subversion program remain open. But only a small percentage of these are now under 
active investigation by the Counter-terrorism or Counter-intelligence Branches, the rest 
are only being monitored. 


After examining targeting and the use of intrusive powers, we can affirm that from the 
time of the Solicitor General’s announcement to year-end no group was subject to investi- 
gation solely under paragraph 2(d) of the Act—the “‘counter-subversion” provision. 


* Solicitor General of Canada, Notes for an Address to the Conference on Advocacy, Protest and 
Dissent, Queen’s University, February 25, 1988. 
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Fall-out 1: Files 


Controversy over the fate of the counter-subversion program brought to light much more 
factual information than had previously been available on the extent of the Service’s stock 
of information on individual Canadians. In our last Annual Report (page 38), we said that 
the counter-subversion branch “probably [had] more than 30,000 files on individuals— 
how many more, no one knows”. Now we do know, and our figure turns out to have been 
as conservative as we expected. The Service subsequently did the necessary research and 
turned up about 54,000 such files. 


In the same passage, we said that only a small proportion of the people with counter-sub- 
version files were under active investigation, but we did not reveal how many as this was 
classified information. CSIS subsequently told the media that the number was 3,867. 


The vast majority of counter-subversion files already inactive a year ago have now been 
locked away pending review. These include all files on labour organizations. With the end 
of the moratorium on the destruction of files, many of these files should soon be on their 
way to the shredder, others to the closed collection of the Public Archives of Canada. 


We also expressed concern in last year’s Annual Report (pages 21-23) about material that 
CSIS inherited from the RCMP Security Service, including most of the counter-subver- 
sion files. We thought it likely that much of this material failed the “strictly necessary” 
test and did not relate to “threats to the security of Canada” as defined in section 2. In 
addition, we noted that because of the moratorium, tens of thousands of files that had out- 
lived their usefulness were still on hand. 


We do not quarrel with the moratorium as such. It was imposed in February, 1985, after 
the Deschénes Commission on war criminals found that some immigration files it needed 
had been routinely destroyed years before. In any case, now that it has been lifted a unit 
has been set up within CSIS to review files and designate those that are to be destroyed. 
Some 67,000 intelligence files slated for destruction by the RCMP, before the creation of 
CSIS, have already been destroyed. We will continue to monitor progress. 


As to the retention in active files of information that was originally gathered by the 
RCMP and may not meet the tests of section 2 and section 12, CSIS has now started a 
review aimed at weeding out information that should not be there. We recognize that it 
will take years to go through all the files. We will also monitor progress in this exercise. 


Furthermore, starting in January, 1988, no information can be placed on these files unless 
the subjects fall under new and tighter targeting procedures described below. In line with 
our recommendation (Annual Report 1986-87, page 38), detailed criteria that satisfy us 
have been developed for opening files on individuals and groups. 


Fall-out 2: Targeting and Warrants 


There has been action on a number of other issues we raised last year in the context of the 
counter-subversion study. CSIS has established a task force to review all policy and it is 
overhauling its Operational Manual to bring it into line with the CSZS Act. 
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With respect to warrants, change was hastened by the revelation last November that infor- 
mation from a discredited source had been left in a successful application before the Fed- 
eral Court for authority to intercept telephone communications in a counter-terrorism 
investigation. Both CSIS and the Inspector General launched thorough reviews of war- 
rants then in effect. In particular, the Service set about verifying and documenting every 
allegation of fact contained in warrant applications. We intend to review this exercise. 


More important for the future, a number of measures were taken to improve accountabil- 
ity. Warrant coordinators ensure that all relevant policies and procedures have been 
respected when an application is made. All facts set out in the affidavits underwriting 
applications are documented. A new Affidavit Content Certificate places explicit responsi- 
bility on the four people who sign it. An analyst and unit head certify that the facts alleged 
are backed up by the CSIS data base. A chief attests to the reliability of the reports from 
which the facts were drawn and to the need for the powers requested. A director general 
certifies that the information required by subsection 21(2) of the Act has been provided. 


Warrant applications now also include more discussion of the powers to be used. When a 
renewal is sought, the analyst reviews the information already obtained through the use of 
powers authorized by the warrant. If nothing useful was turned up, alternative investiga- 
tive techniques must be considered. 


The procedure for targeting has also been improved. Mirroring the warrant process, facts 
cited in any proposal to target an individual (a “Subject Evaluation Report” or SER) 
must be documented, and opinions and recommendations must be distinguished from the 
facts. A “complete and balanced description” of the proposed target’s activities must be 
provided. We had urged (Annual Report 1986-87, page 38) that SERs “rely less on iso- 
lated incidents and more on coherent argument for the targeting decision that TARC [the 
Target Approval and Review Committee] is asked to make”. 


The consequences to national security if the powers concerned are not granted—in other 
words, the real need for the warrant—must also now be considered. The revised Opera- 
tional Manual places a duty on investigators to ensure that the use of intrusive techniques 
is weighed against possible damage to constitutional rights and freedoms. As in the war- 
rant process, when authorization of an investigation expires, an investigator seeking 
renewal must provide an Assessment Report, which turns the spotlight on whether there 
have been any changes in the initial assumptions—whether the target is still capable of 
carrying out its aims, for example. 


There have been positive changes in the treatment of groups in accordance with recom- 
mendations made in our 1986-87 Annual Report. Investigation of people we have termed 
“second-stage targets” —those who come to CSIS’s attention only because they are in con- 
tact with primary targets (Annual Report 1986-87, page 36)—is limited to identifying 
them. 


Both TARC and the Warrant Review Committee now sit under the personal chairmanship 
of the Director, and the Warrant Review Committee includes a Justice Department law- 
yer to act as “devil’s advocate”, challenging the need for each warrant in the first place. In 
line with a recommendation we made in last year’s Annual Report (page 38), a centralized 
index of all targets is maintained. 
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A remaining reservation is with the level at which the devil’s advocate participates in the 
warrant application process. When we made this proposal in the first place (Annual 
Report 1986-87, page 9), we suggested that this official intervene before the Solicitor Gen- 
eral or the Federal Court itself. We feel that the situation where the devil’s advocate is a 
minority of one, outnumbered by other officials on the Warrant Review Committee, has 
not yet gone quite far enough. However, we understand that the proper role for the devil’s 
advocate is currently under active consideration. 


It remains to be seen how well the new procedures are respected in practice. But they cer- 
tainly go a long way towards meeting many of the concerns we have expressed in the past 
(Annual Report 1986-87, pages 36-38). Early indications are encouraging. We have 
looked at some of the post-reform warrant applications, and we are initially satisfied with 
the change that has taken place. Compared with what we had seen before, they are models 
of precision, clarity and logic. 


A Case in Point 


The “Boivin affair” illustrates some of the concerns we have had—and some of the work 
CSIS had already done, before the recent flurry of changes, to bring its targeting practices 
into line with the CSZS Act. 


This affair erupted when the media reported that Marc-André Boivin, an official of the 
Confederation of National Trade Unions (CNTU) facing bomb-related charges in the 
Quebec courts, was a CSIS source, perhaps an agent provocateur whose illegal activities 
were part of a CSIS plot to disrupt and discredit the labour movement. Using information 
gathered by the Inspector General, we looked into these allegations and the Solicitor Gen- 
eral made our report public on March 29, 1988.* 


We found that Mr. Boivin became a source for the RCMP in 1973 with instructions to 
monitor suspected criminal and “subversive” activities in the labour milieu. On two occa- 
sions he had brushes with the law in connection with his union work—in 1973 for causing 
a disturbance while picketing and in 1978 for putting glue in the locks of a public building. 
The RCMP told him in the 1978 incident that he was not to take initiatives “not in keep- 
ing with our policies and the law of the land”. By 1983, the RCMP Security Service’s 
labour desk was only monitoring, not investigating. 


By the time CSIS took over from the Security Service in 1984, Mr. Boivin was no longer 
targeted on the labour movement. He was targeted on communists and foreign-influenced 
agents attempting to influence the labour movement. It is clear from documents and inter- 
views that CSIS took pains to ensure that Mr. Boivin understood the limits on his assign- 
ment, that he had no mandate to report on union activities or on the activities of union 
members except as they directly related to communist or foreign influence. 


Indeed, our investigation showed that CSIS has not directed any human source against 
any union or any individual union members in their union capacities. It also showed that 


* Section 54 Report to the Solicitor General of Canada on CSIS’ use of its Investigative Powers 
with Respect to the Labour Movement. 


reports from sources knowledgeable about the labour movement did not include such mat- 
ters as strike activities, international organization, membership, bargaining positions or 
general political, economic or social goals. 


We were disturbed to learn that CSIS waited two days to inform the Sûreté du Québec 
after Mr. Boivin told it there would be bombing attempts in Drummondville and Mon- 
treal. But we found that Mr. Boivin had been given appropriate directions by the Service 
and that no improper attempts were made to protect him once the charges were laid. 


We were also disturbed to find that CSIS still held files put together at a time in the 
1970s, before the CSIS Act, when the RCMP did investigate unions as such. CSIS had 
added to these files in line with its normal procedures. Even in the absence of a targeting 
decision, CSIS researchers routinely posted any information that came their way in the 
appropriate file if there was one. We also found that these files were fully accessible to 
CSIS investigators. 


The Solicitor General and the Director took action that we consider appropriate. Files on 
labour unions were locked up and are now awaiting review, and if they do not meet the cri- 
teria of the Act they will be destroyed or sent to National Archives. Instructions were 
given that monitoring was to cease where it could not be justified under the Act. 


Open Sources 


CSIS’s use of open sources has been one of our continuing concerns. The under-use, 
rather. By open sources we mean such things as the mass media and scholarly and techni- 
cal journals, both Canadian and foreign, as an alternative to intrusive investigation. We 
found, for example, that Australia’s ONA draws on information from intelligence sources 
and also relies heavily on published information, both journalistic and scholarly. 


CSIS maintains and adds to open sources in its Information Centre (previously called the 
Open Information Centre), which provides library and data base search services for CSIS 
investigations and analysis. But a proclivity for investigative techniques is endemic in 
CSIS; the Service seems to give more credibility to information it has ferreted out through 
investigation than to information available to any astute reader. 


Our concerns were echoed in the report of the Independent Advisory Team. In one of its 
few departures from the recommendations we made in our last Annual Report, the 
Independent Advisory Team did not agree that CSIS researchers should be pursuing 
independent research or preparing summaries of information on file. But, overall, it sup- 
ported our view that the Information Centre should be made more relevant to the activities 
of the intelligence analysts in CSIS. It noted “the Service’s apparent hesitancy to exploit 
open source information to its full potential” and said that “important threat assessments, 
certainly at the strategic or environmental level, could be completed primarily on the basis 
of open information’’.* 


* Independent Advisory Team on the Canadian Security and Intelligence Service, People and 
Process in Transition, pages 20-21. 
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There have been some welcome changes since our last report. Holdings of French-lan- 
guage materials have been increased to 28 per cent of the total—a proportion that library 
specialists we consulted tell us is excellent for a specialized library of this kind. The 
increase was not solely aimed at meeting a language quota as such but to ensure that the 
most useful materials available in French were accessible to investigators and analysts 
working in both official languages. 


Year-to-year comparisons of how much access analysts seek to open information through 
the Information Centre are difficult because of changes in the way the Information Centre 
records requests for its materials. But it appears that a sharp rise in the use of the Infor- 
mation Centre in 1987 from 1986 resulted from requests by administrative and technical 
units. Demand from analysts in the operational branches seemed to drop by almost the 
same amount, even when figures are weighted to take account of the fact that counter- 
subversion branch statistics were collected for only part of the year. These statistics, how- 
ever, do not take into account several open source documents which the Information Cen- 
tre routinely distributes to the operational branches. 


The news from the regions is encouraging. Staff is being trained for regional Reference 
Centres. We are also encouraged to see that there are now Reference Centres in Montreal, 
the Ottawa regional office and Toronto, all with up-to-date facilities for accessing data, 
and that others will open soon in Vancouver and Edmonton. With easier access to open 
information, investigators in the regions have less reason to use intrusive powers. 


Warrant Statistics 


There was a significant drop in the number of warrants authorized in 1987 (see Table 1). 
Part of this reduction is accounted for by the elimination of most counter-subversion war- 
rants, part by the introduction of new warrant authorization procedures following difficul- 
ties with the Atwal warrant. 


Table 1. New and Renewed Warrants Granted to CSIS, 1985 to 1987 


1985 1986 1987 
New warrants 82 94 71 
Warrants renewed 27 Hy 5 
Total 109 105 76 


Average duration of warrants (days) 157376 162.2 190.82 
Source: CSIS 
The statistics in Table 1 follow the pattern of each of our previous annual reports. But in 


each of those reports we said that we wanted to find a way to provide more precise infor- 
mation about warrants without harming national security. 
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We have tried to achieve this in a variety of ways, but each new idea has been still-born 
because of CSIS’s sincerely held view that to reveal more would give undue assistance to 
those engaged in espionage or terrorism. 


While we disagree with CSIS, we take the Service’s objection seriously, based as it is on 
national security concerns. Accordingly, we will propose a statistical format that we 
believe would be useful to Canadians when a Parliamentary Committee commences the 
five-year review of the CSZS Act, scheduled for next year. Parliament itself will then 
decide whether the Act should require the publication of statistics similar to those we will 
propose, or whether CSIS’s national security concerns are sufficiently well-founded to 
make such action imprudent. 


In any event, we can assure Canadians that we will continue to examine all warrants each 
year, and will immediately inform the Solicitor General and, if necessary, Parliament 
should there be any misuse, in our opinion, of CSIS powers. 


The proposal we will make to the Parliamentary Committee is that the CSTS Act require 
the provision of statistics detailing the number of Canadian citizens or legal permanent 
residents who have been affected—even marginally—by surveillance powers granted to 
CSIS under a Federal Court warrant. 


Since we believe that to reveal the precise number of non-Canadians affected by warrants 
could perhaps harm national security, we do not propose to break down the total number 
of warrants authorized by the Federal Court between those affecting Canadians and those 
affecting foreigners in Canada. For the same reason, we do not propose to make public the 
total number of individuals affected by warrants. 


In our view, the annual publication of the number of Canadians and legal permanent resi- 
dents affected by Federal Court warrants granted to CSIS would give the public meaning- 
ful information about how CSIS powers were being used, without harming national secu- 
rity. We believe that such statistics would be much more useful than the numbers we have 
published this year, and would be most unlikely to harm national security. However, we 
will await Parliament’s decision on this issue before making any changes. 


Security Screening 


The length of time it takes to process applications for security clearances remained a seri- 
ous problem in 1987-88. It was still taking more than seven months to conduct checks at 
Levels I (previously called CONFIDENTIAL) and II (SECRET), more than a year at Level 
III (TOP SECRET). CSIS is the first to recognize that this is too long; it agrees that 30 days 
would be a reasonable target for clearances at Levels I and II, and the Committee believes 
that, ideally, 90 days would be appropriate for Level III. 


Why are these targets not being met? The explanation is simple: CSIS is swamped. Dur- 
ing the year, it dealt with about 90,000 requests to check on prospective immigrants and 
another 90,000 for checks on applicants for citizenship, 46,000 under the Government 
Security Policy (GSP), 14,000 for airport workers and 7,000 in other categories. 


As intended when the GSP was introduced in 1986, fewer clearances were required under 
this heading. Requests fell by more than a third from the 1986-87 level. The number of 
time-consuming field investigations required was also off by a substantial number. 


But any hope that this would ease the pressure on CSIS was scuttled by the Department of 
Transport program to require clearance for all airport workers with access to restricted 
areas, as a counter-terrorism measure. It was recognized from the outset that these clear- 
ances would have to be spread over several years, starting in 1987-88. The first-year target 
was 10,000. The estimated number of requests in the first year alone is anticipated to be 
24,000 to 28,000. Already stretched thin, CSIS was faced with a demand which was 240 
per cent of the expected level. 


A short-term complication was a rush of major international events in Canada. Nearly 600 
Level II clearances were required for the Commonwealth Heads of Government Meeting 
in Vancouver October 13-17 and about 500 for the Economic Summit that was coming up 
in Toronto in mid-June, 1988. 


Among other problems, the Security Screening Branch is also a victim of the inadequate 
physical plant provided for CSIS. Analysts are not housed in the same building as records 
that they must consult. While computer terminals sit in storage because everyone is too 
busy to see to their installation, Branch employees line up to use the limited number of ter- 
minals already plugged in. Many positions in the Branch are vacant. 


It is not surprising that, despite the provision of additional resources, a mountainous back- 
log remained—43,000 citizenship clearances, 33,000 immigration clearances and 15,000 
clearances under the GSP. Recognizing that the situation was out of hand, CSIS called in 
an expert from Treasury Board to see how the system could be streamlined and what fur- 
ther resources were needed. The recommendations contained in the expert’s comprehensive 
report are being implemented and CSIS has shown creativity and flexibility and, indeed, 
has come up with further improvements to supplement those contained in the report. 


An important change is that CSIS’s responsibilities in citizenship screening are being 
streamlined and this will provide a more cost-effective use of Security Screening Branch 
resources as citizenship accounted for a third of all clearance requests. 


CSIS anticipated that by the middle of July, 1988, the entire backlog—including all 
screening—will be 35,000-40,000 in total, less than half of what it was six months before. 


4. Inside CSIS 


Our last Annual Report and our special report on staff relations and language issues in 
CSIS, Closing the Gaps, followed by the report of the Solicitor General’s Independent 
Advisory Team... all had a major impact last year on the way CSIS conducts its internal 
affairs. It was not an easy year for the Service, but we see considerable improvements that 
will make things easier in future. Highlights are discussed in this chapter. 


The Academy Revisited 


We were encouraged by the decision to reopen the Sir William Stephenson Academy in 
April, 1988. The Academy is CSIS’s own school for training new Intelligence Officers 
(IOs); it is the doorway through which a new generation is entering the security intelli- 
gence field. 


We had been deeply disappointed to learn in the spring of 1987 that the Academy would 
shut its doors for a year. After spending a great deal of money by hiring a large group of 
intelligence officers at the IO-3 level in autumn, 1986, CSIS said it could not afford to put 
a class at the lower IO-1 level through the Academy in the 1987-88 fiscal year. What 
bothered us was that almost all the autumn, 1986, newcomers were ex-police-officers. 
Entering at a more senior level than Academy-trained recruits from civilian life, they 
would be in line for faster promotion. It appeared to us that CSIS was missing a chance to 
diversify the mix of experience and background in its staff. 


But in 1987-88, CSIS kept a commitment to stop hiring IOs this way. The only new 
employees who did not come in through the Academy were middle or senior managers 
with specific expertise that the Service needed. At the same time, plans were made to pro- 
vide early retirement for some long-serving officers, which will make room for more new 
blood. 


As to the Academy program as such, we have always been enthusiastic. While much of the 
transition process, as CSIS took over from the RCMP Security Service, was marked by 
turmoil and delay, we said in our Annual Report for 1985-86 that “particularly impressive 
was the speed with which the Service created from scratch a training program that got a 
very high rating from its first class of recruits”. CSIS reaches beyond the security and 
intelligence community for lecturers at the Academy, into the universities and the 
Canadian Civil Liberties Association. At year-end, one of our number, Jean Jacques Blais, 
was scheduled to address the April, 1988 class on our role as a Committee. 


Representation and Bilingualism 


As the year ended, the April, 1988 class had been assembled. With 12 members, it was 
very small—the smallest class ever. But it is a step forward, nonetheless. Making the Ser- 
vice more representative of the society it serves is an important objective in recruitment. 
We find the composition of this class reassuring (Table 2). 


With respect to language and sex, these proportions are not as lopsided as they may 
appear at first glance. They are what CSIS needs if it is to become more representative of 
the Canadian people. As one of our number, Paule Gauthier, remarked in an address to 
the Association of Federal Women Lawyers on January 13, 1988, “the realm of national 
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security is not one where women are much in evidence. History tells us of women who have 
carried off prodigies of spying, but the number of women in leadership roles at the Service 
is minimal, if not negligible’. 


Table 2. Composition of classes at the Sir William Stephenson Academy 


Starting Sex First Source 
Date official 

language 

M F E F Outside Conversion 

Jan 1986 25 8 32 1 33 0 
Feb 1986 9 5 8 6 0 14 
Jun 1986 16 4 18 2 20 0 
Sept 1987 5 2 3 4 0 7 
Feb 1987 18 2 14 6 20 0 
Apr 1988 4 8 6 6 9 3 


Source: CSIS 


With respect to first official languages, CSIS also has ground to make up in ensuring that 
it can operate effectively in both English and French as well as ensuring that it is repre- 
sentative of the Canadian people. We are glad to be able to report that the entire class is 
bilingual. 


With respect to the “source” category in Table 2, the nine recruited from outside the Ser- 
vice are recent university graduates. The remaining three are CSIS surveillance officers 
“converted” to the IO stream. We have already commented in detail (Closing the Gaps, 
Chapter 15; Annual Report 1986-87, pages 52-53) on the morale problem among surveil- 
lance officers—the people who stalk CSIS targets—because their work does not ordinarily 
lead to promotion. We think it is appropriate that CSIS provide reasonable opportunities 
for surveillants with the appropriate talents to enter the IO category, with its greater 
opportunities for advancement. 


The representation of ethnic and visible minorities and of native peoples is something that 
still needs to be seen to. We believe adequate representation of these groups is crucial. It is 
important that they see CSIS as an environment in which they and their values are 
respected. And CSIS needs the insights they can bring on the reality of today’s multicul- 
tural, multiracial Canada. Reliable statistical information on ethnicity is always hard to 
come by. But casual observation provides ample evidence that ethnic and racial minorities 
and native peoples are underrepresented in CSIS. Clearly the objective should be to 
achieve more equitable representation. 


We note that the RCMP has created a national recruitment team that, in the words of a 
March 28, 1988, statement by the Solicitor General, “is carrying the message to minority 
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and native communities that the RCMP is interested in them for a career in law enforce- 
ment”. There was already an RCMP campaign to attract francophones and women. The 
circumstances of the RCMP and CSIS are very different, of course; this is a point we 
often make ourselves. But we note with interest the RCMP’s decision to go out to the peo- 
ple it wants rather than wait for them to come to it. We also note with interest the target 
of five per cent visible minority representation in the RCMP. 


Polygraph Testing: From Bad to What? 


The news on another of our recurrent themes gives us some concern. We have repeatedly 
objected to the use of polygraph examinations within CSIS (Annual Report 1986-87, page 
46; Annual Report 1985-86, page 15). We will not repeat our argument in detail here. It is 
enough to say that even supporters of polygraph testing admit an error rate of at least 10 
per cent. The polygraph machine registers the physical manifestations of any kind of emo- 
tion; it registers fear or annoyance in exactly the same way as it registers guilt. The 
“result” of the test is an estimate by an operator who interprets what the machine regis- 
ters. At best the operator makes an educated guess, at worst a shot in the dark. 


We do not necessarily believe that the margin of error is only 10 per cent. But we are pre- 
pared to argue on that basis and observe that a one-in-10 error rate would be considered 
very high in most activities. It is too high to justify the mantle of science that polygraph 
testing can wrap around arbitrary and damaging decisions about the careers of loyal 
Canadians. 


Last year we were pleased to report that polygraph tests were no longer given as a matter 
of course to people already on the CSIS staff. But there has been one other improvement 
in the situation since then. Prospective recruits are now put through polygraph tests for 
loyalty only. They are no longer given polygraph tests on their lifestyle. 


Defenders of these tests make much of the fact that polygraph examination is only one of 
a battery of screening procedures faced by prospective recruits. True enough. But we do 
not swallow the claim that an unfavourable polygraph reading is ignored when it is con- 
tradicted by evidence from other sources. This does not square with our understanding of 
human nature in the 20th century, steeped in the belief that “science has the answers”. It 
would be difficult to the point of impossibility for the people responsible for recruitment, 
with the best will in the world, to give a recruit credit for loyalty to Canada when there is 
an apparently scientific machine saying something different. 


Beyond the damage done to budding careers in security intelligence and the blot left on 
the record of those who “fail” the test, a larger issue looms. If CSIS and its masters in 
government see the polygraph as reliable enough for use in the recruitment process, how 
long will it be until they start using it more widely? Can its use in security clearance inves- 
tigations be far off? Would the private sector long lag behind government? How long until 
polygraph examinations were routine for millions of Canadians? That is not the kind of 
society CSIS was created to protect. 


We urged “a thorough and objective study . . . so the Solicitor General and the Govern- 
ment [could] determine for themselves whether such methods [were] compatible with the 
values of our free and democratic society” (Annual Report 1986-87, page 48). 


An interdepartmental committee pursued this issue in 1987-88. It commissioned a review 
of current research on the matter, prepared by an independent consultant. So far so good. 
Unfortunately the review shows unmistakable signs of the haste with which we understand 
it was assembled. It makes no reference at all to the findings of an important Royal Com- 
mission in Ontario* that specifically addressed the matter of polygraph testing in the 
workplace and only passing reference to testimony on 1983 Ontario legislation that bans 
polygraph testing for screening personnel.** 


While the consultant reviews both the pros and cons and does not explicitly arrive at any 
strong conclusion, we question the objectivity of a report that refers to polygraph examina- 
tions as “a form of psychological testing”. As a claim to scientific reliability, this descrip- 
tion falls on its face when you consider that the people who administer polygraph examina- 
tions are not required to be trained psychologists. In fact, CSIS does use trained 
psychologists to administer its polygraph tests. But the use of trained psychologists is not a 
universally acknowledged norm that other polygraph users, in or out of government, could 
be expected to meet as a matter of course. 


On the basis of expertise available to us, we take issue with the description of polygraph 
examinations as “a form of psychological testing” when its procedures lack validity, relia- 
bility and comparability and when the meaning of an individual’s reactions is assessed on 
the basis of a procedure that typically lasts only about two hours. 


As 1987-88 closed, events seemed to be racing towards a conclusion. The interdepartmen- 
tal committee had received a report from a working group and outlined options in a paper 
for the deputy-minister-level Interdepartmental Committee on Security and Intelligence 
(ICSI). We have not seen either of these documents (they fall outside our oversight man- 
date). But we hope that ICSI will not reach any decisions whose roots lie solely in the con- 
sultant’s report, which we have seen and consider inadequate. We hope that ICSI will 
make further inquiries—in particular that experts in statistical epidemiology will be con- 
sulted. 


Management 


A number of changes have been instituted in the management of CSIS. The Director’s 
office now includes a Secretariat responsible for planning and coordination and for SIRC 
and Inspector General Liaison, Ministerial and House Liaison, Committee Organization 
and Support, and TARC. The Director personally chairs all key internal management 
committees. 


One of these is a new Human Resources Management Committee. The personnel func- 
tion, including official languages matters, is now headed by a full Deputy Director rather 
than by a Director General, and we are assured that a comprehensive human resources 
plan is being developed, covering training and professional development, official languages 
and recruitment objectives. 


* Mr. Justice Donald Morand, Report of the Royal Commission into Metropolitan Toronto 
Police Practices (Toronto, 1976). 
** An Act to Amend the Employment Standards Act, Third Session, 32nd Legislature, Ontario. 
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In Closing the Gaps, we urged the temporary creation of a position at the deputy director 
level to carry out a special official languages plan. In light of developments since then, not- 
ably the appointment of the new Deputy Director for personnel and official languages, we 
have come to the view that this is no longer necessary. 


A key personnel issue that we have flagged to the government before is provision for move- 
ment between the Service and the Public Service of Canada. Because it would require 
statutory amendments, it is beyond CSIS’s power, and we return to this topic in Chapter 
10 below. 


As for matters within CSIS’s control, it appears to us that the management system is 


being tightened up in a way that could spare the Service a repetition of some of its past 
troubles. 


25 


5. Counter-terrorism Operations 


Counter-terrorism (CT) is one of the two operational branches at CSIS,* and we con- 
ducted a thorough study of it in 1987-88. A detailed report is going to the Solicitor Gen- 
eral and the Director of CSIS. The report is a long one and its recommendations are clas- 
sified. This chapter sets out as much as possible of the key findings and conclusions. 


CSIS’s Mandate 


The first issue in other inquiries in this field has been to decide what is meant by “terror- 
ism.” One scholarly study cites more than 100 definitions. For CSIS, however, definition 
is not a problem—its counter-terrorism mandate is set out clearly in paragraph 2(c) of the 
CSIS Act—“activities within or relating to Canada directed toward or in support of the 
threat or use of acts of serious violence against persons or property for the purpose of 
achieving a political objective within Canada or a foreign state”. 


To combat terrorism, like other threats to the security of Canada spelled out in section 2, 
CSIS has a mandate under section 12 of the Act to “collect, by investigation or otherwise, 
to the extent that it is strictly necessary, and analyse and retain information and intelli- 
gence” and to “report to and advise the Government of Canada”. 


It is important to note that CSIS does not have a mandate to enforce the criminal law, or 
to collect evidence for criminal prosecutions. This does not seem to be clearly understood 
by some of the Service’s critics. CSIS seeks to identify the sources and targets of terrorism 
and other threats to the security of Canada. But protecting the targets and apprehending 
criminals is clearly the responsibility of the police, notably the RCMP under Part IV of 
the CSIS Act (cited as the Security Offences Act). 


Our Study: Issues and Methods 


We began our study with four questions in mind. First, is CSIS doing its part to protect 
Canadians against terrorism? To answer this question, we looked into the CT Branch’s 
capacity to identify emerging causes of terrorist activity, to analyse their significance, to 
gather relevant intelligence, and to transmit timely intelligence to those whose responsibil- 
ity it is to deal with terrorist threats. 


The second question was whether CSIS was working within the law, which includes com- 
pliance with warrants and with ministerial instructions as well as with the statute itself. It 
involves matching the Service’s policies and procedures with these controls, and matching 
field practices with the policies and procedures. It also involves questions of accountabil- 
ity—whether each actor, from field investigator to Director, has the responsibilities suited 
to his or her place in the reporting structure. 


We asked, third, whether there was any unreasonable or unnecessary use of the Service’s 
powers in the CT program. A specific concern was whether the Service’s interactions with 
ethnic communities might influence adversely their political, cultural or social activities. 


* The second is Counter-intelligence (CI). We will study it in the coming year and include our 


findings and conclusions in our next Annual Report. 
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Finally, we inquired into whether the Act provides an appropriate statutory framework for 
CSIS’s activities in this area. This issue is timely. Any deficiencies in the CT mandate can 
be cured next year when the Parliament of Canada reviews the CSZS Act (the five-year 
review is discussed in Chapter 10 of this Report). 


The SIRC study entailed: examining the structure of CT Branch, and its financial and 
human resources; interviewing the CSIS officers who implement the CT program across 
the country; an examination of the many sources of intelligence used by the Service; 
reviewing operational files; and reading documents, ranging from the papers which iden- 
tify developing threats to those which analyze past operations. 


We studied the use of resources and intrusive powers by target and by region. We did 
year-to-year comparisons. We examined indicators of the use of covert means of gathering 
intelligence and asked how appropriately they were being used against different targets. 


The Challenge 


The first challenge to counter-terrorism investigations is the difficulty of gathering infor- 
mation. Frequently, terrorist groups are organized into cells—closed, coherent units which 
resist penetration. It is dangerous to get too close to people who use violence to achieve 
their objectives. Too close for safety is barely close enough for intelligence gathering. It is 
said that some terrorist organizations will admit new members to the cell only after they 
have committed acts of criminal violence. The origins of the information used in CT oper- 
ations is, necessarily, a closely guarded secret. 


Another challenge in CT is change. Terrorist personnel, methods and objectives change 
over time. The terrorist threats under investigation today were largely unheard of in 
Canada 10 years ago. Will the threats 10 years hence be those of today? The Counter-Ter- 
rorism Branch cannot safely assume that they will be. In addition to investigating today’s 
terrorists, an intelligence service must always be looking ahead to emerging dangers. 


The events that could bring future terrorist threats can be happening outside Canada. 
Most—though not all—terrorist threats to the security of Canada are related to conflicts 
in other lands. And this is a third challenge for CSIS—to maintain an awareness of events 
in distant places, events that may reflect centuries of human conflict. 


The international character of terrorism brings additional challenges of its own. To the 
extent that terrorist activity in Canada is aimed at targets that represent, actually or sym- 
bolically, the interests of foreign countries, these countries take an interest in potential ter- 
rorist activity in Canada. CSIS can benefit from exchanges of information with these 
countries, but it must guard against two pitfalls. The first is providing them with informa- 
tion that will be misused. The other is accepting at face value false information—“‘disin- 
formation” —that these countries may offer in hopes of making Canada serve their goals 
rather than its own. 
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Increased Priority 


The emphasis placed on CT has grown dramatically since CSIS was created in 1984. The 
Air India tragedy was a turning point for the way Canadians think about international ter- 
rorism, and for the CT program at CSIS. On June 23, 1985, an Air India jumbo jet on its 
way from Toronto and Montreal to Bombay went down off the coast of Ireland, taking all 
329 people aboard to their deaths. Most of the victims were Canadians. The Canadian 
government has not officially determined a cause, but public speculation focuses on teror- 
rist violence. 


Faced in the same period with government-wide resource cuts, CSIS management initially 
tried to meet increased demand for intelligence on terrorism within the CT program as it 
existed. In some offices, overtime reached levels that were inconsistent with both sound 
personnel management and efficient use of tax dollars. New programs to enhance the cul- 
tural sensitivity of field personnel and to process raw information more effectively were 
deferred. 


But existing resources would not stretch indefinitely, and a new tack eventually had to be 
taken. CSIS shifted its resources around, moving people and materials into priority CT 
work. More emphasis was devoted to familiarizing intelligence officers with the roots of 
ethnic terrorism. The procedures for identifying emerging threats and managing long-term 
threats were improved. Mechanisms for co-ordinating special events were fine-tuned, and 
communications with other arms of the government were improved. 


These were all improvements. When innocent people are the victims of terrorist attack, the 
public is entitled to demand the best possible protection. Good intelligence is the first 
requirement for checking terrorism. So we favour a strong CT program. 


Targeting and Investigations 


In the study, we examined the targeting policy and procedures laid down in the CSIS 
Operational Manual, together with all the documents used in making targeting decisions, 
and we conducted an audit of seven specific targeting decisions. The choice of subjects on 
our part was largely random. For the warrants which authorize intrusive investigative 
techniques, such as wiretaps, we checked all outstanding CT warrants, examined some in 
depth, and reviewed the policy and procedures in the Operational Manual for applications 
to the Federal Court. 


In addition, we made a thorough review of six investigations ranging from long-term moni- 
toring of groups or individuals suspected of making preparations for politically motivated 
violence, on the one hand, to brief examinations by CSIS of incidents or events with 
national security implications, on the other. 


Targeting and warrant applications are areas where there were dramatic changes in 1987- 
88 as a result of the “Atwal warrant affair” (see page 14 of this Annual Report). Revi- 
sions to the Operational Manual now meet the major concerns we expressed about target- 
ing in our study of the counter-subversion program (Annual Report 1986-87, pages 35- 
38). 
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Today, membership in a group suspected of politically motivated violence is not in itself 
sufficient grounds for targeting an individual in the first instance. Membership in such a 
group may bring a person to CSIS’s attention, of course. But targeting decisions are made 
on the basis of individual behaviour, and not only group affiliations. We believe this is the 
proper approach. As we made plain in last year’s Annual Report, we do not think people 
should be targeted solely as a result of being members of groups; targeting should not 
disregard the nature or extent of their personal involvement. 


Although the new policies on targeting and investigation provide all the protections we 
have advocated in the past, they cause field investigators the opposite concern. Their worry 
is that, if all their activities must be referable to established threats to the security of 
Canada, they will be impeded from learning about emerging threats. They should be able 
to make inquiries—without resort to intrusive investigative techniques—which will permit 
the Service to discern what their investigative priorities should be in the future. As this 
Report was being written, the Service was still working out the details of implementing the 
policies. We urge that a reasonable interpretation be adopted, to permit field investigators 
to continue the trend towards longer range forecasting of terrorist threats. 


We are generally in agreement with the way the CT Branch deploys its resources. With 
the one exception discussed later in this chapter, the priorities assigned to various terrorist 
threats are proportionate to the danger they pose. Equally important, Branch priorities 
take into account impending, as well as immediate, threats. For example, while our study 
was in course, the Branch, responding to new developments abroad, raised the priority of 
one form of terrorism that has never produced a violent event in Canada. 


The study examined the use, in the CT area, of human sources. The recruitment and han- 
dling of human sources is a very delicate business. In addition to the common frailties of 
human nature, CSIS investigators must concern themselves with motive and reliability. 


We found that CT practice as well as policy is to be very careful that sources are directed 
only against properly designated targets and collect only the kind of information that is 
properly CSIS’s concern under the Act. We found CSIS policy on the recruitment of 
human sources, on source development and on verifying expenditures to be satisfactory, 
and we found no breaches of that policy. 


Our examination of physical surveillance included discussions with officials involved in 
carrying out this work, a review of the Operational Manual, an examination of internal 
audits of the program, and a review of all reports about surveillance against CT targets in 
two regions for a one-month period. We came away very impressed with the competence 
and resourcefulness of the surveillance operation. 


The study looked at the use of technical intercepts, including the processing of intelligence 
from technical sources. Last December, during the investigation of the Air India tragedy, 
it was revealed that the Service had erased audio tapes. CSIS operates under a policy 
which provides for retaining evidence of crime. There is also provision for notifying the 
police when life-threatening situations are discovered. In general, however, the policy is to 
transcribe relevant information from intercepts, and then erase the tapes. This prevents 
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the retention of information about people’s private conversations insofar as that informa- 
tion is not relevant to the security of Canada. At the time of writing, we have still not 
reached any final conclusions regarding tape erasures in the Air India case. 


Policies and Practices 


Collecting information is what CSIS does best. Our research convinced us that the general 
quality of the intelligence gathered by the CT Branch is very good. The Branch has a cred- 
itable record in tracking the movements and activities of its targets. 


It also shows a healthy skepticism about information from foreign intelligence agencies. 
There are, inevitably, some wild goose chases as a result of inaccurate or misleading infor- 
mation from other agencies; CT is an area where mistakes can cost lives, so no information 
can be ignored. But the Branch takes into account the foreign policies of countries that 
supply information and may try to twist Canadian CT activities to their own purposes. It 
also takes into account the track record of foreign agencies in supplying information that 
has proved valid—or not—in the past. 


In its ongoing investigations, the CT Branch does not intrude unduly in the affairs of eth- 
nic communities. Its attention is focused on clearly established threats to national security, 
not on entire ethnic groups. We came across one case in which CSIS was repeatedly asked 
by members of one ethnic community for advice on counter-measures that the moderate 
majority could use to prevent a minority from manipulating community events for political 
ends. CSIS’s response was restrained and appropriate. 


There is a problem with the Canadian chapters of foreign groups which engage in terrorist 
acts to overthrow the governments of their homelands. Under the CSIS Act, the Service is 
to gather information “to the extent that it is strictly necessary”. While the Canadian sup- 
porters endorse the objective of the foreign terrorists, their activities here, in many cases, 
consist largely of political advocacy and protest. Not all conflicts abroad spill over into ter- 
rorist attacks internationally. 


Where there is no apparent risk of violence within Canada, the Service must take special 
care to ensure that it is not investigating “lawful advocacy, protest or dissent” except 
where it is carried on in connection with terrorist threats. It must also be sure to recognize 
situations where threats are diminishing; that is, as violent conflicts peter out abroad, 
investigations of Canadian support groups must be scaled back or proportionally reduced. 
This is particularly necessary in areas such as Latin American conflicts, where the politi- 
cal currents in the homeland are constantly shifting. Our study identified one situation in 
Latin America where, we concluded, the Service had been slow to shift its attention away 
from such a group as the group’s contribution to the conflict abroad dwindled. Although 
the targeting of the members of the group is lawful under the Act, we felt the scope of the 
investigation was exaggerated. 


We also have some concern about the possible by-products of Service activities in connec- 
tion with special events like the Commonwealth Heads of Government Meeting. In 
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advance of such events, the CT Branch interviews mainstream members of ethnic com- 
munities that have terrorist elements on their fringes. Its purpose is to gather information 
about potential threats. 


But there is another, incidental effect: these interviews remind everyone in the community 
that CSIS is watching and, thus, warn off extremists. It is all to the good if terrorists are 
deterred. But we fear that the inhibiting effect could extend throughout the community 
concerned if the practice is not controlled. Feeling that they are under the eye of the 
authorities, other members of these communities could be discouraged from exercising 
their rights of legitimate and lawful dissent. This is a continuing dilemma for the Service 
requiring careful and continued attention each time there is a “special event”. 


Intelligence Production 


Under section 12 of the CSIS Act, the Service’s core role is to provide intelligence and 
advice to the government. We checked with a number of federal agencies that are the prin- 
cipal consumers of CT intelligence and found that they are generally satisfied with the 
quality of the intelligence they get on terrorist threats. They are also generally satisfied 
with their access to CT personnel to discuss issues and problems. Information given to con- 
sumers on how to identify suspected terrorists is well received. So are analyses which 
describe the level of danger to particular interests from particular terrorist organizations. 


A continuing problem is the different approaches of CSIS and the police to terrorism. 
CSIS believes that, in certain cases, the police would like the Service to use its investiga- 
tive powers in support of the police role, which is law enforcement. But this is not what 
CSIS was created to do. It was created primarily to provide advice on the basis of its anal- 
ysis of information from both open and covert sources. Of course it has a duty to assist the 
police when and where it can. But its emphasis belongs on gathering information over 
gathering evidence in a form that can be used in court. CSIS has done its job when it has 
pinpointed a threat and told police about it. It should not then endanger the effectiveness 
of its procedures in order to accumulate evidence that can be used in laying charges and 
securing convictions. 


Co-operation between CSIS and the RCMP has improved considerably. This is due in no 
small part to the exchange of Liaison Officers between the two agencies. The differences 
in emphasis between intelligence and evidence inevitably continues to cause some strain. 
CSIS insistence on protecting its sources sometimes leaves the police wondering whether 
they are getting all the information they would like. 


In our own examination, we found that the CT Branch is at its best in dealing with current 
threats. It is an operational branch and most of its intelligence products serve immediate 
operational purposes. The Branch also produces assessments of long-term trends in coun- 
tries from which there is no immediate threat to Canada. While this is probably the least 
important product of the Branch, these assessments are not up to the standards of the 
intelligence produced by the Analysis and Production Branch, discussed in the next chap- 
ter. 


The same unit which carries out research within the CT branch also prepares briefings for 
senior officials, notably the Director of CSIS. The briefing function, with its more 
immediate deadlines, tends to displace the intelligence function. We think it is good that 
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the Director meets personally with other parts of the intelligence community and naturally 
he must be well-briefed for such meetings. But we do not think that briefings and opera- 
tional research co-exist well in the Research and Briefing Unit. Each has an important 
role in the CT Branch. We would like to see these roles expanded—and separated. 


If the Director gets around, operational analysts in the CT Branch do not. They are given 
few opportunities to attend national or international meetings on terrorism. We think they 
should be given more opportunities to meet with their counterparts and colleagues in other 
countries so each understands the other’s work better and, when events are developing 
quickly, there are personal as well as working relationships to help oil the machine. 


Conclusion 


At the end of our study, we were broadly satisfied with the answers we found to the four 
questions we started with. We found that the CT Branch provides adequate protection to 
Canadians. It stays within the law. The CSZS Act provides a suitable framework, dividing 
CSIS’s intelligence role from the law enforcement role of the police. 


In the Counter-Terrorism Branch, CSIS is showing that it can gather information in a for- 
ward-looking manner which goes beyond supporting law enforcement activity. 


In areas where the Branch has historically been weak, such as analysis, we discerned pro- 
nounced improvement. The areas where the need for further improvement is greatest are 
in long-term strategic analysis, which we discuss in the next chapter of this Annual 
Report. 
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6. From Information to Intelligence 


Information is the raw material that CSIS works with. The finished product is intelli- 
gence—information sifted and arranged in such a way as to help users make the right 
decisions. CSIS has an Analysis and Production Branch (APB)* whose job, in the words 
of the Operational Manual, is “to produce intelligence assessments in concert with the 
operational branches and facilitate the flow of information to the relevant decision makers 
in the Government of Canada”. 


APB produces papers called CSIS Reports, each summarizing current intelligence on a 
single topic, organization or person, and special reports that go into more depth. It also 
contributes papers and information to the Intelligence Advisory Committee (IAC) and the 
Security Advisory Committee (SAC). These are the key subcommittees of the deputy- 
minister-level Interdepartmental Committee on Security and Intelligence (ICSI) which 
reports, in turn, to the Cabinet Committee on Security and Intelligence, headed by the 
Prime Minister. Overall, APB output exceeds 250 documents a year. 


We conducted a review of the intelligence analysis and production process in APB in 
1987-88. But CSIS is not alone in this field; the Departments of External Affairs and 
National Defence, to take the most obvious examples, have significant capabilities of their 
own, and many arms of the federal government make use of security intelligence. So our 
inquiries inevitably led us to consider CSIS’s relationships with other agencies, both pro- 
ducers and users. 


In carrying out the review, we met with APB staff at all levels—the Director General of 
the Branch, present and former section chiefs and a number of working analysts. We fol- 
lowed some draft CSIS Reports through the process, looked at work done for IAC and sat 
in on the deliberations of the APB Intelligence Production Committee. We also had dis- 
cussions with other agencies that use CSIS intelligence, studied the training, experience 
and academic qualifications of APB analysts and reviewed the relevant scholarly litera- 
ture. We drew on a user survey carried out by the Branch itself in 1987-88. 


A full report is going to the Solicitor General for his consideration. This chapter reviews 
key findings and issues. ** 


The Intelligence Product 


We adopted the distinction made by the Solicitor General’s Independent Advisory Team 
between operational and strategic intelligence.*** Operational intelligence is “related to 
the investigation of particular activities considered threatening to the security of Canada”. 
It “relies heavily (but not exclusively) on investigative techniques, is usually short-term 
and is produced for specific consumers or for a specific purpose”. This is “‘case-oriented”’ 
intelligence, and CSIS itself is a major consumer as well as a major producer. Operational 
intelligence is the province of the operational branches of CSIS, Counter-terrorism and 
Counter-intelligence, and they have their own staff analysts. 


* Formerly called the Intelligence Assessments Branch (IAB). 

** APB also keeps a watching brief on low-level counter-subversion targets (see Chapter 3 above), 
but our study focuses on the assessment and production process as such. 

*** People and Process in Transition, pages 18 and 39. 
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APB produces strategic intelligence. This intelligence “relies more heavily on research 
using information from all sources, tends to be longer term and more global in scope and is 
produced for an interdepartmental audience or for the government as an entity”. It “is 
evaluated in the context of other Canadian national interests”. Within the strategic cate- 
gory, we distinguish current from basic intelligence. Current intelligence focuses on events 
as they unfold and alerts decision-makers to potential emergencies. Basic intelligence is in- 
depth data on countries and subjects, which should help the government in the develop- 
ment of policy and in strategic decision-making. 


To illustrate with the example of a meeting between two individuals suspected of being 
threats to the security of Canada, operational intelligence would determine that the meet- 
ing took place and report, if possible, what was said. Current intelligence would put the 
meeting in context—identifying what organization these people belong to, for example, 
and suggesting what this meeting may reveal about possible changes within the organiza- 
tion and its plans. Basic intelligence provides the larger context by assessing the capabili- 
ties, intentions and vulnerabilities of the organization. 


Current intelligence accounts for most of APB’s production. This is reflected in comments 
by users that what CS/S Reports do is alert them to specific issues—weapons sales, for 
example. We see a gap; the government is not getting all the basic intelligence it needs. A 
steady stream of current intelligence reports can result in security intelligence being dealt 
with as a series of “flaps” rather than as an ongoing, long-term process. 


Setting Priorities 


The reasons for APB’s emphasis on current intelligence can be found partly within CSIS 
itself. But the ultimate responsibility for determining intelligence requirements and setting 
priorities lies not with CSIS but with the government. It is a common criticism in the secu- 
rity intelligence field throughout the Western world that governments do not give their 
intelligence agencies clear enough direction, and this appears to be true in Canada. 


In the absence of clearer direction from the government, a number of factors within CSIS 
have encouraged the emphasis on current intelligence. One stated by CSIS officials we 
spoke to is the inexperience of much of the APB staff. About half the Branch’s analysts 
are newcomers to security intelligence since CSIS was created in 1984, and they are cut- 
ting their teeth on short-term, current intelligence projects. More experienced analysts are 
deflected from basic intelligence production by the need to spend time guiding their jun- 
iors. This, we were told, will change as experience grows. | 


Perhaps so, but there are also entrenched institutional factors. For one thing, APB does 
not have a unit devoted solely to producing basic intelligence. More far-reaching is the 
influence of the operational branches over APB. 


A major role in setting APB’s program is played by the operational branches through the 
Intelligence Production Committee (IPC) within CSIS. IPC is headed by the director gen- 
eral of APB, but the directors general of the operational branches have most of the votes. 
There is a higher level “executive” IPC of deputy directors which ought to be providing a 
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broader perspective, but it is largely inactive. It met only once in 1987. The director-gen- 
eral-level IPC (which is what we mean by “IPC” in the remainder of this chapter) has 
naturally filled the vacuum. 


After determining where APB analysts will focus their attentions, IPC comes into the pic- 
ture again at the end of the production process when it comments on the final draft of each 
report, may order revisions, and decides on distribution to client departments and agencies, 
to CSIS security liaison officers abroad and to friendly foreign security and intelligence 
agencies. 


Sources and Methods 


Analysis relies on a number of sources—information gathered in investigations by opera- 
tional branches, the security liaison officers, open information such as the mass media and 
publications by experts, the security and intelligence agencies of friendly countries, and 
other parts of the Canadian intelligence community. 


The influence of the operational branches continues after a topic for analysis has cleared 
IPC. The APB analyst often works closely with a counterpart in the relevant operational 
branch. Much of the raw information used by the APB analysts is from operational 
sources. The operational officers often check the APB conclusions. The resulting paper 
sometimes goes to the director general of the operational branch for review before it 
reaches the APB analyst’s own chief and the APB’s own Review Committee. 


A more subtle influence, at least for the immediate past and the immediate future, is that 
many of the APB analysts have less experience and less status than their operational coun- 
terparts. In addition, most APB analysts are attached to operational branches. They even 
have their offices in the quarters of the operational branches they work with instead of 
being all together, so the corporate culture they absorb from their surroundings is opera- 
tional rather than analytical. In one section, the Chief’s office is in a different building 
from the offices of most of the analysts under him. 


We were glad to find that APB’s reliance on open sources is growing. Readers of our 
annual reports will recognize maximum reliance on open information as one of our signa- 
ture themes (see, e.g., page 17 of this Report). Our inspection of user data for 1986-87 and 
1987-88 showed a 10-per-cent increase in APB requests for open data from the CSIS 
Information Centre. 


We have also had occasion in the past (Annual Report 1986-87, page 23) to remark that 
CSIS might be too ready to accept information supplied by friendly agencies in other 
countries at face value. We were told in our APB review that analysts cast a critical eye on 
information from allies with axes to grind on specific issues. In addition, corroboration 
from other sources was a criterion in assessing information from other agencies; in theory, 
such information should not be accepted before it is confirmed elsewhere. 


But confirmation is not always easy, and APB section chiefs do not have enough access to 
computer terminals that would let them double-check source documents. Incidentally, this 
and other inadequacies in physical arrangements are small but telling signs of inadequate 
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day-to-day attention at the top to the Branch’s work. In our discussions with intelligence 
users, the point was sometimes raised that CSZS Reports did not always pay sufficient 
attention to Canadian implications. Other users, however, stated that APB efforts to put 
more emphasis on “Canadian considerations” are apparent. 


As to analytical procedures, no models have been set by APB for its analysts to follow. 
IAC and SAC expect work done for them to be in a specified format. But, generally 
speaking, APB counts on each analyst to select a framework suitable to the matter in 
hand. We do not suggest methodological strait-jackets in which the facts are selected to fit 
the format instead of the format being shaped by the facts, but we are concerned that the 
absence of ground rules makes it difficult to assess analysts’ work. A middle way needs to 
be found. 


New APB analysts follow a special course at the Service’s Sir William Stephenson 
Academy, but it focuses on operational analysis. It does not encompass political and 
strategic analysis. This is a gap that must be filled quickly. There is a consensus among 
APB managers that more specialized intelligence assessment training should be available, 
and we hope that discussions now underway will soon bear fruit. 


Specialization 


We also have some concern about obstacles to the development of world-class expertise 
within APB over the years. The prevailing view within CSIS is that analysts should be 
generalists, not specialists. We see advantages in this approach. It lets the analysis func- 
tion adjust more quickly to changing priorities. It encourages fresh thinking as a wide 
range of knowledge and experience are brought to bear on topics. 


But these advantages are vastly outweighed in our view by the need for in-depth knowl- 
edge. Generalists are less likely, for example, to be attuned to the cultures of the group 
they are studying. They will be ill-protected from thinking in stereotypes and less able to 
pick out significant nuances. 


The bias to generalization is more than a matter of attitudes within CSIS. It has strong 
organizational underpinnings that will perpetuate it indefinitely unless there is a clear and 
specific decision to encourage specialization. 


Analysts rank in the “journeyman” IO-1 to IO-3 levels in the job classification scheme. 
Once they have reached the IO-3 level they may have difficulty moving into entry-level 
positions in the operational branches. Yet they can advance no further within APB unless 
they become managers rather than analysts. This eliminates the hope of higher pay and 
higher status as a reason to do the independent study that specialization requires under 
present circumstances. In addition, the present classification levels are not likely to attract 
specialists from other branches or from outside the Service. 


We think that there should be senior —specialized—analysts classified above the IO-3 
level. In this connection, we think APB could be a good place to locate suitable CSIS liai- 
son officers when they come home from assignment abroad. Intelligence production could 
benefit greatly from their extensive experience. But they hold ranks well above IO-3, so 
APB is not now an attractive destination for them. 
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Two other institutional constraints on specialization are discussed in a broader context in 
Chapter 10, so we will simply mention them here. Members of CSIS are encouraged to 
remain publicly anonymous, so they seldom present papers at conferences. Indeed, the 
Branch does not have sufficient resources even to send analysts to conferences. (CSIS 
does, however, have an in-house program of seminars and presentations involving people 
from other parts of the security intelligence community, Canadian and foreign). Second, 
there are statutory obstacles to transfers and secondments between CSIS and the Public 
Service. 


Meeting User Needs 


It is a welcome sign of Branch management’s commitment to improving its product that it 
conducted an extensive survey of users in 1987-88. We found it a useful supplement to our 
own interviews with users. We are not as impressed with the user questionnaire circulated 
with each CSIS Report which invites superficial responses. We are also concerned that the 
Branch does not systematically evaluate its own work in light of subsequent events, and we 
urge that it start doing so. 


Nonetheless, and despite some criticisms, the consensus within the security intelligence 
community is that the assessments provided by APB are getting better. We found that 
there was still too much description and not enough analysis, but APB’s efforts to right the 
balance and to focus more on the “Canadian implications” section of its reports are also 
evident. APB acknowleges the justice of complaints that its conclusions need to be better 
substantiated. 


Timeliness was one problem flagged by users; they said they were not getting CS/S 
Reports quickly enough. Urgent briefs and reports are distributed electronically for the 
sake of speed, but a degree of slowness is built into the system. Part of the blame must go 
to a cumbersome approval process for APB papers. As more analysts gain more experi- 
ence, it should be possible to bypass the Review Committee composed of APB chiefs; each 
chief could take responsibility for the work of the section and send it directly to the IPC. 
At the least, the Review Committee needs to be given formal terms of reference. 


Translation delays are another problem. A 1- to 3-page document takes no less than a 
week to translate. Documents of more than 20 pages require four weeks or more. APB 
could speed the process itself by following the common practice of sending an early draft 
to translation, so there are only revisions to be made when the document is in final form. 
However, as we have in other contexts, we also urge CSIS to make sure it has enough 
translators to meet the demands of government-wide official languages policy. 


Some users said that the classification of CSIS Reports as SECRET limits their usefulness, 
since they could not be given without censorship or special dispensation to some people 
who could benefit from them but did not have the required security clearance. Liaison was 
also identified as a problem by some users; APB recognizes the need to brief users directly 
on some issues of special concern to them, to ensure that the implications of the intelli- 
gence provided are drawn out and that user needs are well understood. 
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Options for the Future 


Among our key findings were an emphasis on current rather than basic intelligence and, in 
the absence of clearer direction from the government, the great influence of the opera- 
tional branches on APB. These two matters are related. The operational branches raise 
issues for analysis, influence its production through the information they provide and 
through formal reviews, and ultimately decide what will be circulated. 


CSIS management needs to consider whether it wants to maintain the status quo, produc- 
ing mainly current intelligence under strong operational influence, or give APB the 
resources and organization it needs to develop more basic intelligence. In either case, we 
believe that IPC should have proportionately fewer members from the operational 
branches and more from APB itself. Drawing on its perspective as a service to the govern- 
ment as a whole, APB needs to have more influence over its own analysis priorities and 
over the content of the intelligence that it disseminates. 


Another option for consideration by the Government would be the creation of a separate 
assessment agency on the Australian model to produce basic intelligence. Such an agency 
would not replace APB, which would continue to produce current intelligence. The overlap 
with present Canadian structures would be more with IAC, though it acts as a clearing 
house and coordinator rather than as an intelligence producer. 


When we visited Australia, we paid particular attention to the role of the independent 
Office of National Assessments (ONA) there. The Australian Security Intelligence 
Organization (ASIO), which corresponds with CSIS in Canada, collects and distributes 
information and analyses intelligence principally from an operational point of view. ONA 
is an assessor, not a collector, and it is an external agency, not an internal one. That is, it 
does not collect intelligence but uses intelligence and other information, including from 
open sources, to produce reports, appreciations and assessments, and it is directed not to 
the internal security of Australia but to international, political, strategic and economic 
matters of relevance to Australia. 


Australian officials are convinced of the value of independent intelligence assessment. 
Away from, though not unaware of, the urgent demands of day-to-day operations, ONA 
can concentrate on long-term requirements. There is little temptation to expend resources 
on “data-driven” work—that is, analysing whatever happens to have been turned up 
through investigations by the collecting agencies. Studies are “‘need-driven”’. They must be 
directed to a clear objective and have at least the potential for leading to recommendations 
for specific government action. In fact, as a full member of the Secretary’s Committee 
that serves the cabinet and also through its assessment of where problems are likely to 
arise or where available information is too sparse, ONA plays an important role in setting 
priorities for the collecting agencies, including the Department of Foreign Affairs and 
Trade, whose normal diplomatic reporting is a prime source of ONA’s information. ONA 
is the institutional critic of the quality and quantity of information the collecting agencies 
provide. 
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ONA’s access to expertise also impressed us. Most ONA analysts have post-graduate 
degrees and they rarely remain on staff more than five years, so there is a constant infu- 
sion of the latest knowledge and thinking from the worlds of scholarship and the profes- 
sions. 


We want to make it clear that we are not at this point recommending imitation of the Aus- 
tralian model. We have not had an opportunity to examine this matter thoroughly enough 
for that. We also recognize significant differences between APB’s role in CSIS and ONA’s 
role in Australia. But we believe a separate agency is an option the Government might 
consider if it shares our view that it needs more basic intelligence. 


Summing Up 


Before CSIS was created in 1984, the history of assessment units in Canadian security 
intelligence was a record of failed starts. That has changed. We found that APB is moving 
more and more towards producing the kind of intelligence that SIRC believes the govern- 
ment needs. 


Branch managers have taken important initiatives to ensure that their product becomes as 
good as it can be under present circumstances. We have mentioned the user survey, which 
was carried out well. Memoranda of understanding have been signed with the operational 
branches, to ensure that the division of responsibilities is well defined. APB has won the 
respect of the operational branches and, with it, the access it needs to sensitive information 
held by these branches. 


However, APB can only go so far on its own. In particular, Service-wide personnel policies 
are an obstacle to hiring and developing specialists with an intimate understanding of the 
social and cultural backgrounds of CSIS targets. Service management’s undoubted com- 
mitment in principle to analysis and production does not seem to be followed through day 
to day. 


We believe that Canada will only get the best strategic intelligence possible when APB 
enhances its corps of professionals in order to produce policy-relevant analyses. They 
should draw on the whole range of information available to the government and rely less 
on the product of field investigations. If such a group does not fit within CSIS, the Gov- 
ernment could consider creating one elsewhere. 
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7. Complaints 


As we have already explained, we have a dual mandate under the CSZS Act—oversight 
and complaints. Paragraph 38(c) of the Act directs us to investigate complaints that any- 
one may make about the activities of the Service and complaints about the denial of secu- 
rity clearances in Public Service employment, in the supply of goods and services to the 
Government of Canada and in immigration and citizenship matters. We also investigate 
the security aspects of certain complaints lodged with the Canadian Human Rights Com- 
mission. 


Summary case histories of investigations completed in 1987-88 can be found in Appendix 
B of this Report. In this chapter, we provide an overview and discuss current issues in the 
complaints process. 


The 1987-88 Cases 


We took in.38 new complaints in 1987-88—exactly twice as many as the year before (see 
Table 3 below). Complaints about the denial of security clearances and about security con- 
siderations in immigration remained at 1986-87 levels, one and two respectively. Com- 
plaints about an intention to deny citizenship for reasons of national security or involve- 
ment in organized crime fell to one in 1987-88 from two the year before. 


But the number of complaints under section 41 of the Act rose by a factor of 2.6. Section 
41 provides that “any person” may lodge a complaint “with respect to any act or thing 
done by the Service”. We must investigate if three conditions are met—first that the 
Director of CSIS has already had a chance to deal with the matter, second that we are sat- 
isfied the complaint is not “trivial, frivolous, vexatious or made in bad faith” and, finally, 
that there is no other avenue of redress under either the CS/S Act or the Public Service 
Staff Relations Act. These complaints numbered 34 in 1987-88, compared with 13 the 
year before.* We also carried two such cases over from 1986-87. 


There was no pattern in the nature of the section 41 complaints. The increase simply 
seems to reflect growing public awareness of our Committee and its work rather than any 
particular failing on CSIS’s part. Thirty complaints could be dealt with quickly; either 
they were clearly out of our jurisdiction or the complainant offered no factual base on 
which an investigation could proceed. We completed the investigations of two complaints. 
In neither did we find any wrongdoing by CSIS. 


In one security clearance complaint, we recommended that the clearance be granted. It is 
too early to know whether our recommendation will be accepted. Among the citizenship 
cases, three files were closed before we completed our investigation, because CSIS with- 
drew its objections. We agreed in the fourth case that citizenship should be withheld. In 
immigration, we agreed with deportation of one individual and in a second case, which 
involved criminality, the file was closed before investigation was completed because the 
RCMP withdrew its objection to the individual’s entry into Canada. 


* In this discussion, we do not take into account more than 2,000 complaints made by CSIS 
employees in 1985-86 and 1986-87 about the official languages practices of the Service. These 
complaints have been dealt with through a special inquiry, which we published in 1986-87 under 
the title Closing the Gaps. 
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As can be seen in Table 3, we closed 39 complaint files in 1987-88. With 14 files carried 
over from the previous year and 38 new complaints, this left us at year-end with 13 files 
open. This is a manageable number—one less than we had at the same time a year earlier. 


Table 3. The Complaints Record, 1987-88 


New Carried Closed Carried 

complaints over from over to 

1986-87 1988-89 
Security clearances | l 1 
Citizenship il 7 4 4 
Immigration à 4 2 4 
Section 41 34 2 32 4 
Total 38 14 39 13 


Who Decides? 


An issue of great long-term significance came to a boil in 1987-88 when the Federal Court 
of Appeal stated as obiter dicta in Thomson v. The Queen that deputy ministers are bound 
by our recommendations on security clearances in Public Service employment; when we 
conclude after investigation that a clearance has been unreasonably withheld, the deputy 
minister concerned must act on our recommendation to grant that clearance.* Continued 
refusal could, the Court said, be justified by new information that came to light after our 
investigation was completed. But such a refusal could, of course, give rise to a new com- 
plaint for our adjudication. 


However, no one expected that this would put an end to the question. Nor did it. For juris- 
dictional reasons, the same matter came before the Trial Division of the Federal Court for 
decision soon afterwards, and the ruling went the other way; deputy ministers are not 
bound by our recommendations, said Mr. Justice Dubé of the Trial Division.** Now this 
decision is under appeal. 


The matter arose in this way. Robert Thomson was the successful candidate in a competi- 
tion for a position in the Department of Agriculture. The position required a security 
clearance at the SECRET level (now called Level II), so his appointment was conditional 
upon his receiving this clearance. After making inquiries at the request of the Department, 
CSIS recommended against clearance. A number of allegations against Mr. Thomson are 


* 


Unreported decision of the Federal Court of Appeal, March 7, 1988. 

** Unreported decision of the Federal Court of Canada Trial Division, June 15, 1988. This deci- 
sion came down after the end of the year covered by this report, but we feel it is necessary to 
take note of it here; to do otherwise would give a very misleading picture of the situation. 


on the record, including the fact he “leaked” at least one document that came his way 
when he worked for the Canadian International Development Agency some years ago. 
After consulting both his own officials and the Privy Council Office, the Deputy Minister 
denied the clearance and the offer of employment was withdrawn. 


Mr. Thomson thereupon complained to us. In accordance with our normal procedures, two 
of us conducted an investigation. Mr. Thomson, the Department and CSIS were all repre- 
sented by counsel. The conclusion was that Mr. Thomson “would be unlikely to release 
classified information if he were once again employed in a position with access to such 
material”. We recommended that Mr. Thomson be granted the SECRET clearance so he 
could take up the position. The Deputy Minister stood by his original decision, and Mr. 
Thomson applied for relief to the Federal Court of Appeal. 


That was when the Court of Appeal said that the Deputy Minister did not have a choice in 
the matter: he was bound to follow our recommendation. But the Court did not have juris- 
diction to set aside the Deputy Minister’s decision, as such orders are the prerogative of 
the Trial Division. Mr. Thomson accordingly turned to the Trial Division, bringing Mr. 
Justice Dubé’s ruling. 


Until the Courts have ultimately disposed of this case it would be inappropriate for us to 
comment further on the merits of the legal issues involved. 


Disclosure 


We have an on-going tug-of-war with CSIS over the disclosure of information to complai- 
nants. Recognizing the Service’s responsibility for guarding national security, we are 
always reluctant to give complainants information against its advice. But we have a 
responsibility to ensure that complainants know enough to make an informed response to 
allegations that have been made against them. 


Section 46 of the CSZS Act sets out this duty with respect to the denial of security clear- 
ance in government employment and government contracts. It says we must give the com- 
plainant “a statement summarizing such information available to the Committee as will 
enable the complainant to be as fully informed as possible of the circumstances giving rise 
to the denial of a security clearance’. In principle, the complainant should have all the 
relevant information available to us, subject to the “as possible” limit. The principal con- 
straint we accept in providing information to complainants is that CSIS sources must be 
protected from exposure. There are similar provisions with respect to citizenship and 
immigration complaints. 


In both Australia and New Zealand we were told that disclosure is not a problem. The 
president of Australia’s Security Appeals Tribunal said that the Australian Security Intel- 
ligence Organization, which corresponds to CSIS in Canada, is generally cooperative 
about providing complainants with enough information to permit a full defence. In New 
Zealand, Sir Thaddeus Pearcey McCarthy, the Commissioner of Security Appeals, told us 
that he always gives complainants all the details of the allegations consistent with conceal- 
ing sources. 


Here in Canada, we have found that CSIS is overly cautious in its view of how much com- 
plainants can be told, and we have often had to take a strong stand. CSIS still finds this 
process disorienting. In one case, CSIS withdrew its objections to citizenship for an 
individual rather than have us reveal information that we thought the person needed to 
mount a reasonable defence. 


8. Inside SIRC 


Our operational activities in oversight and complaints have been described in the foregoing 
chapters. Still to come are chapters on two broad issues that transcend the daily grind— 
our work to foster informed public discussion of security and intelligence issues and, 
second, some matters that Parliament and Canadians may want to consider when the 
CSIS Act is reviewed in 1989. In this chapter we put some housekeeping details on the 
record. 


Our Work as Members of SIRC 


Much of the day-to-day work of our Committee and much of the research is conducted, of 
course, by our staff. But we are all personally active in the oversight and complaints pro- 
cess. We meet as a Committee at least monthly to discuss issues and make key decisions. 
We work individually with staff on such projects as the counter-terrorism study reported 
in Chapter 5. Hearings on complaints are conducted by us in person, but with hearing 
panels usually of one or two Members established by the Chairman to spread the work 
around. 


We continue to believe that there is value in having a part-time, all-party Committee like 
ours to provide oversight and investigate complaints. The tri-partisan nature of the process 
by which we are appointed under the Act is an assurance to Parliament and the public of 
impartiality. Yet it has not been an impediment to the collegial approach we have taken to 
our work. The fact we are not permanent officials is also valuable. Being active members 
of our communities in different parts of the country probably helps maintain the degree of 
detachment appropriate to an oversight body. 


Financial Report 


Our 1987-88 spending is set out in Table 4. 


Table 4. SIRC Budget 1987-88 


Personnel $565,000 


Salaries and wages $491,000 
Contributions to employee benefit plans $74,000 
Goods and services $661,000 
Professional and special services $507,000 
Other $154,000 
Total operating expenditures $1,226,000 
Capital expenditures $9,000 
TOTAL $1,235,000 


Source: 1988-89 Estimates, Part III 


Personnel 


Our staff still stands at 13, headed by an executive secretary who directs all day-to-day 
operations. Other employees are a research director, two research officers and a research 
assistant, a senior complaints officer, an executive assistant who supports our research and 
complaints functions, an administration officer who doubles as registrar for our hearings 
and triples as coordinator of our responsibilities under the Access to Information Act and 
the Privacy Act, a records officer, a records clerk and three secretaries. 


9. Need to Know 


One of the most-used phrases in security and intelligence is need to know. In CSIS and its 
counterparts worldwide, information is relayed on a need-to-know basis. Each fact, each 
idea is imparted only to those who need it to carry out their work. Everyone else is kept in 
the dark. Thus the risk of leaks is lessened—and the circle of suspects is limited if a leak 
does take place. 


There is another need to know—the public’s need to know what is being done in its name. 
Many details of security and intelligence work must, of course, remain secret for the obvi- 
ous reason: publicity would arm democracy’s foes. But much can be told without danger to 
national security, and it should be told. 


Intelligence Directory 


We mentioned last year that, when SIRC was created, we found many of our questions 
were not readily answered from available materials. For example, as newcomers to the 
world of intelligence, we wished for a comprehensive directory of federal agencies engaged 
in security and intelligence. 


All the agencies helped us to compile that directory ourselves. It has proved useful for 
other newcomers, including CSIS recruits. 


We have now produced an expurgated version for public consumption and are publishing 
it as Appendix C of this Report. We caution that it is purely descriptive; nothing in it is to 
be taken as an assessment of the various organizations it describes. 


Reaching Out 


The directory is one example of a conscious effort to increase public understanding of 
security intelligence issues and to make CSIS’s work better known. The annual report is 
our major vehicle. We prepare it primarily to meet a statutory obligation, of course, but 
we are also conscious of the contribution it can make to informing Parliament, academic 
and other specialists, the media and (largely through the media) the Canadian people. In 
the absence of any other open source, it provides the only statistics available to Canadians 
generally on warrants granted to CSIS. It has let us keep debate going on issues like the 
use of open sources and targeting procedures. 


The annual report forms the basis for appearances before Parliamentary Committees. 
During the year under review, we appeared before the Standing Committee of the House 
of Commons on Justice and Solicitor General on December 17, 1987 (with a second 
appearance shortly after the turn of the fiscal year, on April 14, 1988). 


As explained in Chapter 2 above, we also make special reports to the Solicitor General, 
and some of these are made public. Our special report on CSJS’ Use of its Investigative 
Powers with Respect to the Labour Movement was released in March, 1988 (see Chapter 
3 above for a review of key findings). Last year, we published Closing the Gaps, an abridg- 
ment of our report to the Solicitor General on official languages practices and staff rela- 
tions in the Service. 
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Another important vehicle for public information is our speaking engagements before 
interested publics. The Chairman, Ronald G. Atkey, delivered a paper on “Accountability 
for Security Intelligence Activity in Canada” on May 8, 1987, at the Osgoode Hall Law 
School conference on Domestic Security: Issues for Democracy. Jean Jacques Blais spoke 
with political science students at Carleton University in Ottawa last fall, while Paule 
Gauthier touched on the work of our Committee in an address to the Association of Fed- 
eral Women Lawyers in January, 1988, and addressed the Political Science Department at 
Laval University in Quebec this spring. As the year ended, Mr. Blais was preparing an 
address on “the Political Accountability of Intelligence Agencies—Canada” to the 1988 
conference of the Canadian Association for Security and Intelligence Studies. 


We are frequently in touch with the media, which look to us for information and back- 
ground when security intelligence stories erupt. We held a news conference when our last 
Annual Report was tabled in June, 1987. 


Canadian Scholarship 


We have also acted on the need we see for Canadian scholarship in security intelligence 
issues. So much of our knowledge and thinking about these matters in Canada has been 
based on the study of American and European experience. 


Back in 1985, wanting to prepare ourselves for our responsibilities in launching SIRC, we 
sponsored a seminar where about two dozen scholars in relevant disciplines and other 
experts shared their knowledge and their perspectives with us. Some of the issues we dis- 
cussed back then are still at the heart of our approach—our concern for striking a balance 
between the protection of fundamental freedoms and effective intelligence gathering, for 
example. 


This year we participated in the sponsorship of two conferences. The Centre for Public 
Law and Public Policy at Osgoode Hall Law School put on a conference at York Univer- 
sity May 8-9, 1987, on Domestic Security: Issues for Democracy, which we underwrote. 
Then we shared sponsorship, with the Office of the Inspector General, in a conference on 
Advocacy, Protest and Dissent at Queen’s University in Kingston February 25-27, 1988. 
There is no need to review the proceedings of these conferences here as they are to be pub- 
lished—except to say that they made an important contribution to the goal of informed 
debate. 


Members of our staff sometimes make individual contributions. One of our researchers 
presented a draft paper at an international colloquium staged at the University of Seville 
in Spain February 25-27, 1988.* 


He quarrels with the view that without media attention, terrorism would wither away. 
When, for example, authorities buckle under pressure to save innocent lives, sometimes in 


* M. Klein, Terrorism and the Media: A Social Learning Approach, a draft paper presented to 
the Ninth International Colloquium on the Brain and Aggression, University of Seville, Febru- 
ary 25-27, 1988. Views expressed in this paper are the author’s, not necessarily the 
Committee’s, but we agree with the views cited in this Report. 
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the face of negative international publicity, terrorists are confirmed in their view that vio- 
lence gets results. Bonding within the terrorist cell and the “heroic” standing that the 
individual terrorist enjoys among sympathizers also give terrorism a life of its own. 


But modifying the behaviour of the immediate targets through aggression and violence is 
seldom the whole terrorist agenda. By courting media coverage, terrorists seek to spread 
their propaganda, to demoralize the public and the authorities, for example, or to appeal 
to new sympathizers and awaken potential recruits. 


Media: Friend, Foe... or Both? 


Clearly the media play a key role in the contemporary rise and spread of terrorism and in 
the way individual acts of terrorism unfold. In general, the mass media are a positive force 
in fostering informed discussion of security and intelligence matters. There is no other 
institution in society with their reach and their ability to present issues in terms that most 
people can understand. But we are not blind to the problems that can arise in reporting on 
terrorism and on security intelligence generally. In the opening chapter of this Report, we 
commented on the atmosphere of suspicion that swept the Canadian media in the wake of 
some real CSIS problems, leading to some questionable reporting. And when terrorists 
earn points simply by making news, then reporting news about terrorists is a minefield. 


Specific instances in Canada of conflict between the public’s right to know—which is 
served by the media—and legitimate security requirements have been documented by the 
Senate Committee on Terrorism and Public Safety.* Instances abroad are well known— 
the “Beirut Syndrome”, for example, in which major media go along with terrorist condi- 
tions on the dissemination of information. 


It is not realistic to expect the media to stop reporting on terrorism. It is not desirable, for 
the public needs to know how the game of politics is being played, whether by fair means 
or foul. But we readily endorse the observation in Terrorism and the Media: A Social 
Learning Approach that “it is important that reporters be sophisticated enough to realize 
when and how they are being manipulated by terrorist movements”. Sometimes the issue 
is simply one of timing: does the public need a breathless live report the minute the SWAT 
team moves into position or can it wait a few hours? Sometimes the issue is more complex: 
should reporters accept the role—as some Irish reporters have—of uncritical conduit for 
terrorist propaganda for the sake of the nuggets of exclusive information that come their 
way as a result? 


Speaking Up for CSIS 


Another aspect of the public’s need to know is its need for a realistic picture of CSIS. We 
accept some responsibility. Our Executive Assistant stressed realism when she spoke to the 
Centre for Investigative Journalism at its 10th annual conference in Toronto, March 25- 
26, 1988. James Bond is fun but fiction, she said. ““The truth would be better served if the 


* Senate of Canada, Report of the Special Committee of the Senate on Terrorism and Public 
Safety (Ottawa, Supply and Services Canada, 1987). 


cloak-and-dagger symbol for espionage were changed to that of a typewriter and some 
3x5 index cards.” 


CSIS itelf has a responsibility, of course. We have previously urged (Annual Report 1986- 
87, page 46) that it undertake a public relations campaign designed to foster an apprecia- 
tion among Canadians of its role. We saw this primarily in staff relations terms, as a 
means of creating a positive corporate image to back up a shared sense of personal contri- 
bution to the security of Canada among all employees. But it would serve the goal of pub- 
lic information as well. 


We particularly welcome the recent efforts of the Solicitor General to increase public 
awareness and understanding of the valuable work that CSIS does. Addressing the Con- 
federation Club in Kitchener on April 21, 1988, for example, he revealed that as a result 
of information provided by CSIS more than a dozen foreign diplomats have gone home 
after their intelligence activities were uncovered and several more have been permanently 
expelled as persona non grata.* On May 5, 1988, in an address to the Kiwanis Club of 
Vancouver, he said CSIS carried out 50,000 security checks for the Calgary Olympics, 
and no terrorist slipped through the screening process. This too is information Canadians 
should have. 


* After the end of the year under review, in June, 1988, a further example of such activity became 


public. We have had a preliminary briefing and, after further investigation, will comment in 
next year’s annual report. 
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10. Five Years Later 


In recent years, Parliament has provided, in some of the laws it passes, that they shall be 
reviewed within a set period of time. Section 69 of the CSIS Act is an example of this 
practice. It calls for “a comprehensive review of the provisions and operation of this Act” 
by a Parliamentary committee in 1989, five years after it came into effect. 


In a democracy like ours, Parliament does not deliberate in a vacuum. Behind the debates 
of 1983 and 1984 lay the work of the McDonald Commission from 1977 to 1981 and a 
public discussion that can be traced back at least to the 1960s. As the Parliamentary spot- 
light turns on the Act again, the public has a voice. Experts will make their views known. 
So will others with a personal or professional interest in security intelligence. The media 
will report various views—and likely put forward some of their own. 


We too plan to play a part. As close observers of CSIS since its creation, with full access 
to its files and an extra-bureaucratic standing that lets us speak out clearly within the 
limits imposed on us by considerations of national security, we feel a responsibility to share 
what we have learned. We have already made some suggestions in past annual reports. 
Looking ahead to 1989, we will have specific proposals for amendments in next year’s 
annual report. 


But Parliament and the public will not want to enter the review process cold. So, setting 
housekeeping matters aside for the moment, we set out in this chapter some of the issues 
that we see. We generally phrase them as questions because we do not want to seem to 
close any options. 


Security Intelligence and Public Policy 


The collection of information and its translation into intelligence is intended to serve 
Canada’s long-term strategic and policy interests. This is only possible if there is constant 
communication between those who develop policy and those who produce intelligence. 
Many authors have commented—not specifically speaking of Canada, rather of a common 
pattern in the Western world—that the consumers of security intelligence often do not 
know what is available or what could be produced while, conversely, the producers of secu- 
rity intelligence often do not know the issues on which the policy-makers need intelligence. 


In Canada, the users of intelligence are as numerous as the arms of the government. They 
include the Cabinet and senior officials of all departments and agencies. There are also 
many producers of many kinds of intelligence—economic, foreign, military and security 
(see Appendix C of this Report). CSIS is only one player. 


Another issue arises out of the excellent relations that CSIS—fortunately—has with sister 
agencies in friendly countries. Since Canada’s interests are similar to the interests of these 
countries, the intelligence that CSIS gets from them is mostly relevant to Canadian users. 
But CSIS must guard against adopting the outlook of these agencies at the expense of 
Canadian priorities. 


In Chapter 6, we cite the Australian experience with an Office of National Assessment 
separate from the information gatherers in the intelligence agencies. 


Should there be a new mechanism responsible for bringing intelligence of all 
kinds together before it is delivered to those who write policy and make deci- 
sions? 


Security Intelligence and the Wider Community 


A certain isolation from society as a whole is a fact of life for security intelligence services 
everywhere. For reasons of national security, an intelligence service cannot have frank 
exchanges with the private sector, politicians, educators, the news media—not even always 
with other arms of government. 


Elsewhere in government the situation is quite different. Many officials have come to pub- 
lic service from successful careers in business, the professions, non-profit organizations, 
trade unions, the media and every other imaginable field. Specialized tasks are contracted 
out to experts. There is movement of personnel among departments and agencies. Public 
servants attend conferences where they exchange views and information with people in the 
private and voluntary sectors. In these and other ways, public servants remain integrated 
with society as a whole and have opportunities to keep abreast of developments in society. 


Security intelligence officers, on the other hand, usually enter the field at an early age and 
stay with it until retirement. In Canada, CSIS officers are not covered by the Public Ser- 
vice Employment Act, so they are not “public servants” in strict legal terms. This means 
that rotation between CSIS and other arms of the federal government is, for all practical 
purposes, next to impossible. CSIS officers seek to guard their anonymity and stay away 
from places like conferences where the nature of their work might become obvious. For all 
of these reasons, CSIS forgoes many potentially fruitful exchanges. 


Should the law be amended in such a way that the ability of staff to rotate 
between CSIS and other arms of the federal government is enhanced? 


Would it be worth carrying out the extensive security clearances that would be 
required to allow outside experts to rotate through CSIS? 


The Dissemination of Intelligence 


The dissemination of intelligence under the control of CSIS is governed by section 19 of 
the Act, which does not contemplate disclosure outside government. We have already sug- 
gested (Annual Report 1985-86, page 45; Annual Report 1986-87, page 30), that there 
could be value in tipping individual Canadians when a voluntary organization they belong 
to is under, or risks coming under, clandestine foreign influence. It is not up to the Service 
to decide when members of the public should be told about foreign influence. 


But it is not right that individual Canadians should, in all good faith, support and partici- 
pate in the activities of foreign- influenced front groups whose covert objects are known to 
CSIS. Or that Canadian organizations with legitimate goals and methods should, in all 
good faith, become targets for infiltrators whose real aims as foreign agents are known to 
CSIS. 
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Should there be provision for some government body with authority to decide 
when CSIS should convey security intelligence to members of the public? 


CSIS exchanges information with police and security agencies in Canada and abroad. We 
are told that care is taken to withhold intelligence from certain regimes that might make it 
a tool of oppression. However, CSIS has no comprehensive automated system for collating 
adverse personal information that it gives to police and other agencies. This is awkward for 
us, as we have an explicit duty under section 38 of the Act to monitor the provision of 
information to other agencies (see page 6). 


Should there be an explicit requirement on CSIS to maintain statistical records 
of information passed to foreign agencies? 


Threats to the Security of Canada 


The cornerstone of CSIS’s mandate is the definition of threats to the security of Canada, 
found in section 2 of the Act. Two expressions in that section need clarification: 


+ Foreign influenced: At the extreme, this is plain; there can be no doubt that a person 
who takes a hostile government’s money under the table in return for pressing its 
views on the Canadian public is foreign influenced in a way that represents a threat to 
the security of Canada. But the Act surely does not contemplate the kind of foreign 
influence that colours the opinion and the talk of many, virtually all, Canadians—the 
subtle influence of foreign advertising, of foreign books, films and television, and so 
on. 


¢ Detrimental to the interests of Canada: We have found uncertainty about the mean- 
ing of this term an issue in dealing with certain complaints. Is it “detrimental to the 
interests of Canada” simply to do things (a) without acknowledging publicly that one 
is (b) acting on behalf of a foreign power. Or is there a third specific condition—that 
(c) actual harm can be shown to be done. We have asked for an independent legal 
opinion on the meaning of this term. 


Should the terms ‘foreign influenced” and “detrimental to the interests of 
Canada” be defined in the statute? 


The Solicitor General has directed CSIS to use only non-intrusive techniques in its investi- 
gations under paragraph 2(d), which covers activities which have sometimes been referred 
to as “subversion”. Any active investigation of these threats now requires the personal 
authorization of the Solicitor General. We have applauded these safeguards for lawful 
advocacy, protest and dissent (see Chapter 3, above). But they are only as strong as the 
commitment of the solicitor general of the day. What the present Solicitor General has 
ordered, a future solicitor general can rescind. 


Should the requirement for special authorizations to investigate people involved 
in neither espionage nor terrorism be provided for in the statute? 


aD 


i 


Security Clearances 


Section 42 of the Act provides for review (the new Government Security Policy uses the 
word “redress’”) where the deputy head of a department or agency denies federal employ- 
ment to an individual or where a chance to sell goods or services to the federal government 
has been lost because an individual has been denied clearance. 


But there are two situations in which an individual in the enterprise sector (whether public 
or private) has no access to effective review when an employment opportunity is denied 
because a clearance has been denied. One is where the individual is refused employment or 
is fired by a federal contractor to remove an obstacle to selling to the federal government. 


The other is where no contract is involved. It is most easily explained with an example. 
Over the next few years, everyone with access to restricted areas in airports will require 
security clearance in which checks by CSIS play a key part. An airline pilot denied clear- 
ance will be unemployable. But no contract to supply goods or services to the federal gov- 
ernment is involved. Rather, it is the airlines that use federal services. Yet the Act as now 
worded offers a pilot in this situation no effective review under section 42. The only ave- 
nues available would be a request for departmental reconsideration or an application to the | 
courts. 


We could hear certain aspects of such cases under section 41, which permits complaints 
“with respect to any act or thing done by the Service”, but we do not consider this an ade- 
quate substitute for a section 42 complaint. 


For one thing, section 41 adds a step to the process by requiring that a complaint first be 
addressed to the Director of CSIS. This is appropriate in most cases. Where CSIS has 
erred through inadvertance, say, it should have a chance to set the matter right on its own. 
But a recommendation to deny a security clearance is presumably a deliberate, careful 
decision that is not likely to be changed by the Director. 


More important, there is no explicit provision in the Act for disclosure to the complainant 
under section 41. Generally speaking, this makes sense. In section 41 complaints, it is ordi- 
narily the complainant who has the allegations and CSIS that puts up the defence. Secu- 
rity clearance complaints are different. As discussed in Chapter 7 above, we have a duty to 
advise complainants under section 42 of the allegations against them so they can make an 
informed response during our investigation. There are similar provisions for disclosure in 
citizenship and immigration cases. 


Should there be a more effective remedy where an individual is denied employ- 
ment with a private firm because a security clearance has been refused on the 
advice of the Service? 


The Act provides a remedy through our complaints process when there is “denial of a 
security clearance” (section 42). The word “denial” can be narrowly interpreted to mean 
“refusal”. That would open a loophole, because the authorities could effectively refuse a 
clearance without risking a complaint by letting the application sit indefinitely in the In 
basket, never formally rejecting it. We would likely take the position that “denial” should 
cover “unreasonable delay” as well as explicit refusal. 
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Should “denial” be defined in the statute to include unreasonable delay as well 
as explicit refusal? 


CSIS Operations 


We have previously (Annual Report 1986-87, page 12) suggested that there might be 
value in making provision for emergency warrants. Getting a warrant is currently a 16- 
stage process. An elaborate process is in order. Limiting the use of intrusive powers is one 
of the keys to the CSIS Act; it should not be too easy for CSIS to get a warrant. 


But sooner or later an operation is bound to be compromised because a warrant could not 
be secured quickly enough. We have sketched the scenario in which CSIS learns at the 
eleventh hour that a terrorist is stopping over briefly in Canada. An instant warrant might 
be needed so meetings that the terrorist held during the stopover could be monitored elec- 
tronically. This is the kind of occasion when the current procedure might prove too cum- 
bersome. We continue to gather statistics on the length of time it takes to obtain warrants 
following normal procedures. 


The Director could be authorized, with the agreement of the Solicitor General in each 
case, to issue short-term, non-renewable warrants that would remain in effect just long 
enough to permit an application to the Federal Court—up to 96 hours, say. We would 
envisage an early report to our Committee whenever an emergency warrant was issued. 


Should the Director, with the agreement of the Solicitor General in each case, 
be authorized to issue short-term warrants in emergencies? 


Controls on Warrants 


Since the “mid-course correction” announced by the Solicitor General on November 30, 
1987, the Service’s Warrant Review Committee has included a “devil’s advocate”—a law- 
yer, responsible to the Deputy Solicitor General, with a mandate to argue against each 
warrant application. This is one of a number of improvements in the process (see Chapter 
2): 


But our original proposal (Annual Report 1986-87, page 9), was that the devil’s advocate 
should argue before the Solicitor General (whose personal approval is required before 
CSIS can formally apply for a warrant) or the Federal Court (which grants or refuses 
warrants). 


Having given the matter more thought in the intervening year, we now think that the Fed- 
eral Court is the appropriate forum for the devil’s advocate. This seems to us the best sub- 
stitute for the usual principle of natural justice—the requirement to hear both sides of an 
issue (audi alteram partem). In security cases, the target obviously cannot be directly 
represented in court; it would defeat the purpose of a wiretap, say, if the target were 
warned through warrant proceedings. 


Should statutory provision be made for a devil’s advocate in warrant hearings? 
Should this official appear before the Federal Court? 
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Paragraph 21(4)(f) expressly gives judges of the Federal Court broad discretion to write 
conditions into warrants. In practice, there seem to be certain specific conditions that 
judges consider in each case. They ordinarily protect privileged solicitor-client communi- 
cations, for example, by: 


e Prohibiting the interception of communications at the office or residence of a solicitor 
or at any other place ordinarily used by a solicitor for the purpose of consulting cli- 
ents. (This parallels the protection found in the Criminal Code for warrants issued to 
police.) 


+ Restricting the interception of calls between a target and the target’s solicitor (or an 
employee of the solicitor) to those that the Director of CSIS or a regional director 
general determine are related to the threat to the security of Canada specified in the 
warrant. 


We discussed this issue in some detail in our 1986-87 Annual Report (pages 19-20). The 
question we raised then remains. 


Should explicit statutory protection be given to confidential solicitor-client 
communications in security intelligence investigations? Behind that question lies 
a second: Should the statute include a checklist of limitations that judges of the 
Federal Court must consider when they grant a warrant? 


Oversight 


Under subsection 39(3) of the Act, the only information that CSIS can withhold from us is 
cabinet confidences. As we have already noted, only in Australia does an independent body 
like our Committee have such wide access to security intelligence files. The secrecy sur- 
rounding cabinet confidences has not been a problem in our day-to-day work. 


However, it clearly limits the scope of the oversight we provide. We have no way of testing 
the Service’s peformance against the demands that Cabinet has made on it. We have no 
way of knowing whether “‘problems” we identify flow directly from Cabinet orders. 


Those of us who have been members of cabinets see no good reason for the lack of Com- 
mittee access to relevant decisions of Cabinet or for insistence on cabinet secrecy in this 
case. The doctrine of cabinet secrecy is based on the need to let ministers disagree within 
the cabinet room, then present a united front when the debate is over. So the secrecy of 
cabinet discussion and the documents on which it is based is crucial to the principle of 
cabinet solidarity. But cabinet decisions must be revealed to those responsible for imple- 
menting them. Once a decision is made, it becomes known to public service employees. But 
not to us. 


Should the Security Intelligence Review Committee have access to decisions of 
Cabinet relative to CSIS operations? 


Generally speaking, we rely on CSIS files for information. In the ordinary course of 
events, this is satisfactory. We have no reason to suspect CSIS of systematically trying to 
hide information from us. In an open society like ours, secrets have a way of surfacing 
eventually. 


58 


However, extraordinary circumstances could arise in which a member of CSIS felt it was 
necessary to bypass official channels to expose something believed to be wrong within the 
Service. We would hope that legitimate whistle-blowers would bring their stories to this 
Committee—in preference, especially, to telling them to the press. But the Act as written 
provides them no protection from discipline. In the United Kingdom, by contrast, a special 
official has been appointed to take “leaks” from members of the British Security Service 
(“MI-5”) and investigate them. Members who provide information to this official are not 
required to identify themselves. 


Should there be at least a statutory ban on prejudicial action against a member 
of the Service for conveying information to the Committee? 


Earlier in this Report (Chapter 3) we have said something of our protracted discussions 
with CSIS about the publication of warrant statistics. In this case we have come to a firm 
view: 
Parliament should consider amending the statute so as to require the publica- 
tion of specified warrant statistics. 


Access to Information and Privacy 


We are not sure that the relationship between the Access to Information Act and the 
Privacy Act, on the one hand, and the CSIS Act, on the other, has yet been worked out 
with sufficient care. The Committee is, of course, aware of Parliament’s report Open and 
Shut of March, 1987. 


Should Parliament consider statutory amendments to reconcile access and 
privacy rights with the needs of national security? 


Basically Sound 


Having raised all these matters, we should say that we believe the Act is basically sound. 
Most of the time and in most ways, it works well as a framework for carrying out the five 
basic principles articulated by the McDonald Commission:* 


e The rule of law is paramount. 


e The means of investigation must be proportionate to the gravity of the threat and the 
probability of its realization. 


¢ The need for given investigative techniques must be weighed against the damage they 
might do to personal freedom and privacy or to valued social institutions. 


e The more intrusive the technique, the higher the authority that must be required to 
approve its use. 


e Except in emergencies, less intrusive techniques must be preferred to more intrusive 
techniques. 


* Freedom and Security under the Law, the Second Report of the Commission of Inquiry Con- 
cerning Certain Activities of the Royal Canadian Mounted Police (Ottawa, 1981), pages 513- 
514. 
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A civilian agency whose mandate is spelled out in law rather than by executive order, with 
clear political and judicial control and independent review, remains the appropriate model 
for security intelligence in Canada. 
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Ministerial Direction to CSIS, 1987-88 


Procedures for Ministerial Consultation 

Ministerial Prerogative 

Disclosure of Certain Types of Information 

Conduct of Activities Involving Certain Foreign Authorities 
Ministerial Review of Administrative Arrangements 
(Repetition of earlier ministerial direction) 

Interim Management Instructions 

Implementation of Government Policy 

Disclosure of Information on Ministerial Authority 
Clarification of Ministerial Policy 

Disclosure of Information to Canadian Authorities 

CSIS Audit Activities 

Retention of Information 

Ministerial Notice in Relation to Administrative Matters 
Retention of Certain Types of Information and Review of Operational Matters 
Transfer of CSIS Equipment 

Delegation of Authority 

CSIS File Disposal 


(Repetition of earlier ministerial direction) 


Appendix B 


Summary Case Histories of Complaints Dealt With by 
the Security Intelligence Review Committee, 1987-88 


Security Clearances 


1. Alleged Subversion: A clearance was denied on the grounds of dishonesty because the 
individual failed to disclose full particulars of his past involvement in an organization 
regarded by CSIS as subversive, refused to give CSIS the names of others involved in this 
organization and, finally, allegedly falsified documents about his education and personal 
history. 


The individual admitted during the Committee’s investigation that he made a serious error 
in judgement when he misled CSIS in an interview about the extent of his involvement in 
the organization concerned. He explained that he “panicked”. He also admitted that he 
was not completely frank in answering questions on a job application form; the informa- 
tion he provided was true, but it masked his involvement in the organization concerned. 
CSIS brought no evidence to support its allegation of falsification of documents. 


The activities that gave rise to CSIS’s concern about this individual had ceased five years 
before, and he had renounced his previous beliefs. The individual made mistakes, but his 
explanations were credible and his evidence before the Committee was open and honest. 


CSIS and the employer also erred in this case. The Committee completely rejects the 
notion that refusal to name others has any place in a CSIS recommendation against grant- 
ing a security clearance. The employer did not, as it should have under the Government 
Security Policy, give the individual a chance to respond to CSIS’s allegations before the 
clearance was denied. 


The Committee concluded that the complainant would be unlikely to act in a way that 
would pose a threat to the security of Canada and recommended that he be granted clear- 
ance. 


Citizenship 


2. Terrorism: Citizenship was denied a landed immigrant because of a belief that he would 
engage in activities defined by paragraph 2(c) of the CSIS Act as a threat to the security 
of Canada—namely, “activities within . . . Canada directed toward or in support of the 
threat or use of acts of serious violence against persons or property for the purpose of 
achieving a political objective within . . . a foreign state”. 


CSIS presented compelling evidence that this individual was active in a terrorist organiza- 
tion. He admitted to criminal offences for which he had been convicted in Canada. There 
was no dispute, for example, that he had helped load an illegal shipment of arms. He tried 
to convince the Committee that he had become involved in this organization without real- 
izing what he was getting into. But his vagueness and frequent memory lapses damaged 
his credibility. 
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The Committee found that denial of Canadian citizenship was justified because there were 
reasonable grounds to believe that this individual would remain a security threat. 


3. Objection Withdrawn: Citizenship was denied to a landed immigrant because of his 
membership in an organization considered subversive by CSIS. As a result of change in 
the treatment of alleged subversion, announced by the Solicitor General on November 30, 
1987, the objection to citizenship for this individual was withdrawn. The Committee there- 
upon closed its file. This individual has since become a Canadian citizen. 


4. Objection Withdrawn: Except that it involves a different individual, this case is identical 
with the previous one in every significant detail. 


5. Objection Withdrawn: In this case, CSIS withdrew its objection before the Committee 
began its investigation, so no details of the allegations are on the file. 


Immigration 


6. Criminality: A deportation order was made against a landed immigrant on the basis of 
criminal intelligence reports indicating that he was involved in organized crime. 


The RCMP presented strong evidence from a variety of sources demonstrating the com- 
plainant’s involvement in extortion and threats on behalf of a criminal organization. 


The complainant gave no oral evidence, although he was repeatedly urged to take advan- 
tage of his right to be heard. In a written submission he denied his involvement in organ- 
ized criminal activity, but he did not deal in a substantial way with any of the RCMP’s 
specific allegations. His counsel confined himself to challenging the Committee’s jurisdic- 
tion and arguing that the Committee’s procedures offended the Canadian Charter of 
Rights and Freedoms. 


The Committee concluded that the deportation proceedings were justified. 


7. Objection Withdrawn: An individual was denied entry to Canada because of RCMP 
allegations that he was involved in organized crime. But the RCMP withdrew its objection 
before the Committee began its investigation, so no details of the allegation are on the file. 


Complaints under Section 41* 


8. Alleged Harassment: An individual complained that there was no foundation to CSIS’s 
suspicion that he had given Canadian secrets to a foreign government. He further com- 
plained that CSIS had investigated in a way that affected his physical and mental well- 
being as well as his professional reputation. 


* In addition to the cases reviewed here, there were 30 complaints that were clearly out of the 
Committee’s jursidiction or in which the complainant offered no factual base on which an inves- 
tigation could proceed. The complaints described here are those on which investigations were 
conducted and completed. 
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This individual had been seen taking money from a suspect official of the foreign govern- 
ment. The complainant, who was assisted by counsel, denied that he had betrayed 
Canadian secrets and he presented evidence to support his allegations of intrusive and ille- 
gal conduct by the Service. 


The Committee concluded that CSIS had an obligation to carry out this investigation and 
that it had not made unreasonable or unnecessary use of its powers. 


9. Payment of a Source: An individual who provided information to CSIS complained that 
he had not been paid as much as agreed upon. The dispute arose out of a misunderstand- 
ing. The Committee reviewed the situation and recommended a settlement. This recom- 
mendation was accepted by both parties. 
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Appendix C 


The Intelligence Network in Canada 


The Canadian Security Intelligence Service (CSIS) is part of a network of federal agen- 
cies concerned with security and intelligence. Except for the RCMP, it is the part best 
known to the general public; it is a key part; but it is, nonetheless, only a part. 


This appendix briefly catalogues the major constituents of the network. It is based on a 
paper prepared in 1987 for members of the Security Intelligence Review Committee, to 
help them explore CSIS’s mandate by placing it in the context of the work done by other 
agencies.* The Committee thought it would also be of interest to the public. Drastic trim- 
ming was required because much of the information in the original paper is secret. So the 
material presented here is by no means comprehensive. Much of it will be new to non-spe- 
cialists, however. 


The positions and agencies catalogued here are those that set priorities and that receive, 
produce, analyse and disseminate intelligence. By intelligence, we mean information in its 
finished form,** which provides a basis for government action. The protection of assets 
(referred to here as “security services”) is touched on only incidentally. 


It must be stressed that this catalogue is purely descriptive; no evaluation of the positions 
and agencies named can be read into it. 


The Solicitor General 


The Solicitor General is a central figure in the security intelligence network, responsible 
not only for CSIS but for the RCMP. He is assisted by the Deputy Solicitor General, by 
the Police and Security Branch within his Department and by the Inspector General. 


With respect to CSIS, the Solicitor General has a number of responsibilities and powers 
under the CSIS Act. He issues written directions to CSIS on the conduct of both 
individual cases and entire classes of cases. His approval is required for each application 
CSIS makes to the Federal Court for a warrant to use such intrusive powers as wiretap- 
ping. His approval is also required for each agreement CSIS enters into with another 
agency—federal, provincial or foreign. 


The Deputy Solicitor General assists and advises the Solicitor General. He coordinates the 
development of policy and is consulted extensively by the Director of CSIS. Under the 
direction of the Deputy Solicitor General, the Police and Security Branch initiates, 
develops and administers policies, operational directives and management systems on 
behalf of the Solicitor General. It also advises the Solicitor General on the activities of 
CSIS, the RCMP, federal and national law enforcement and counter-terrorism programs. 


* The Committee acknowledges the generous assistance of many officials who provided informa- 
tion although they were under no obligation to do so. 

** Analysts process raw information into intelligence by evaluating it for reliability and interpret- 
ing it to determine its meaning and significance. This is the stage in which processing (e.g., 
translation, photo interpretation, indexing) occurs as well as analysis. 
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You Get Letters .. . A Glossary of Acronymns 


IG* — 


RCMP — 
SAC — 


SARG — 


SIRC — 


TARC — 


Assessment Review Group; an ARG is a task force that reviews material pre- 
pared by a SARG before it is submitted to IAC. 

Cabinet Committee on Security and Intelligence. 

Communications Security Establishment; Canada’s signals intelligence 
agency. 

Canadian Security Intelligence Service. 

Economic Intelligence Committee; an offshoot of IAC. 

Intelligence Advisory Committee; with SAC, one of two principal subcommit- 
tees of ICSI; parent committee of EIC. 

Interdepartmental Committee on Security and Intelligence; a committee of 
deputy ministers that serves CCS; its principal subcommittees are SAC and 
IAC. 

Inspector General; the Solicitor General’s watchdog on CSIS. 

National Security Enforcement Unit; units within the RCMP that, among 
other things, ensure liaison with CSIS and with other police forces. 

Privy Council Office; as the Cabinet secretariat, the nerve centre of govern- 
ment operations in all fields, including security and intelligence. 

Royal Canadian Mounted Police. 

Security Advisory Committee; with IAC, one of two principal subcommittees 
of ICSI. 

Specialized Assessment and Review Group; SARGs are IAC task forces that 
produce foreign intelligence reports as well as longer research papers on spe- 
cific topics. 

Security Intelligence Review Committee; Parliament’s and the public’s 
watchdog on CSIS. 

Target Approval and Review Committee; an internal CSIS body that decides 
who should be investigated and how intensively. 


* Rare; the full name is commonly used. 


Canadian Security Intelligence Service (CSIS) 


The core mandate of CSIS is spelled out in section 12 of the CSIZS Act—to “collect, by 
investigation or otherwise, to the extent that it is strictly necessary, and analyse and retain 
information and intelligence respecting activities that may on reasonable grounds be sus- 
pected of constituting threats to the security of Canada” and to “report to and advise the 
Government of Canada” on these matters. 


CSIS’s two major operational branches are Counter-terrorism and Counter-intelligence. 
An Analysis and Production Branch draws on information from the operational branches 
and from other covert and open sources to produce intelligence for use in many parts of 
the government. Another major program is security screening for public servants and oth- 
ers who have access to sensitive information and other assets vital to national security. 


Important coordinating roles within CSIS are played by the Executive Committee, the 
Operations Policy Development Committee and the Target Approval and Review Com- 
mittee (TARC). 


Because much of CSIS’s work must be done in secrecy, there are a number of controls on 
it. The role of the Solicitor General is discussed above. To use intrusive powers like wire- 
tapping, CSIS requires warrants from the Federal Court of Canada. The CSIS' Act also 
provides for monitoring by two external watchdogs—the Security Intelligence Review 
Committee and the Inspector General. 


Inspector General 


Reporting through the Deputy Solicitor General, the Inspector General is the Solicitor 
General’s watchdog on CSIS, monitoring CSIS operations, policy, guidelines and internal 
controls. The Inspector General reviews the secret annual report that the Director of CSIS 
makes to the Solicitor General and issues a certificate stating (a) whether he is satisfied 
with this report, (b) whether the Service has remained within the bounds set by the Act 
and by the Solicitor General’s instructions and (c) whether the Service has made “unrea- 
sonable or unnecessary” uses of its powers. 


Security Intelligence Review Committee (SIRC) 


SIRC is Parliament’s and the public’s eye on CSIS. It is composed of five part-time mem- 
bers appointed by the Governor in Council after consultations between the Prime Minister 
and the leaders of opposition parties recognized in the House of Commons. 


The Committee has a dual mandate spelled out in the CSZS Act—oversight and com- 
plaints. In its oversight role, SIRC monitors CSIS’s effectiveness with particular attention 
to ensuring that the Service does not make “unreasonable or unnecessary” use of its pow- 
ers. SIRC also investigates complaints against CSIS and complaints about the denial of 
security clearances in public service employment, federal contracts, immigration and citi- 
zenship. 
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SIRC’s annual report is tabled in Parliament and is available to the public. Some of the 
special reports that SIRC makes to the Solicitor General on specific topics are also made 
public. 


Royal Canadian Mounted Police (RCMP) 


Part IV of the CSIS Act (the Security Offences Act) gives the RCMP primary responsi- 
bility for apprehending those who threaten the security of Canada or foreign diplomats in 
Canada. While CSIS pinpoints threats, the RCMP makes the arrests and assembles the 
evidence for the prosecution. The RCMP works closely with other police forces inside and 
outside Canada in carrying out this responsibility. 


Through its National Security Enforcement Units (NSEUs), the RCMP exchanges infor- 
mation with CSIS and with other police forces on politically motivated crime, criminal 
activity by extremists, and other national security matters. NSEUs do not investigate spe- 
cific offences but collect, coordinate and disseminate criminal intelligence. They are also 
responsible for issuing terrorist alerts and preparing threat assessments with regard to for- 
eign diplomats in Canada and dignitaries from abroad visiting Canada. 


The RCMP also provides a range of security related consultative and other protective 
services to senior officers of government, to foreign embassies and consulates, to dignitar- 
ies visiting Canada, at airports and elsewhere. 


Transport Canada 


The security of the national transportation system—on land and water and in the air—and 
its readiness to cope with emergencies is largely the responsibility of Transport Canada. 
The accent on airport security has risen in recent years because of frequent terrorist inci- 
dents in terminals and aboard aircraft in many parts of the world. 


A Director General, Security and Emergency Planning oversees the work of four branches 
concerned with (a) policy and planning, (b) security operations, (c) intelligence, communi- 
cations security and training and (d) emergency planning and the “Situation Centre” that 
would be the coordinator of operations in an emergency. The Director General is also 
responsible for the work of regional security directors. 


Among other responsibilities, the Intelligence, Communications Security and Security 
Training Branch (a) coordinates the collection, analysis and dissemination of intelligence 
information from other agencies and (b) provides intelligence digests in support of depart- 
mental objectives as well as (c) providing threat assessments relevant to the protection of 
the national transportation system. 


Employment and Immigration Canada 


Immigration Canada’s interests include (a) attempts by terrorists to use Canada as a 
haven, as a base of operations or for transit, (b) political and economic developments 
abroad that lead to international migration movements that could bring legal or illegal 
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immigrants to Canada and (c) immigration rackets, including the organized smuggling of 
people into Canada and the production, sale and use of fraudulent documents. 


An Intelligence Division produces two kinds of intelligence, which it calls “strategic’’ and 
“tactical”. Under the tactical heading, it develops and takes part in the development of 
programs for detecting fraudulent immigration practices—for example, distributing copies 
of newly-discovered forgeries to ports of entry so officals there will know what to look for. 
Strategic intelligence includes background briefing papers, immigration studies and trend 
analyses regarding enforcement/control activities and the development of recommenda- 
tions for improving legislation, policy and procedures. 


There is also a Security Review and Special Category Division whose work cannot be 
described here for security reasons. 


Immigration Canada circulates an advisory notice to CSIS and other agencies on each 
application for a visa or for permanent residence in Canada, so they have an opportunity 
to raise any security concerns about the individual concerned. 


Revenue Canada (Customs and Excise) 


The security intelligence concerns of Customs and Excise are two-fold—“narco-terrorism” 
(drug trafficking aimed at raising money for terrorist operations) and illegal exports of 
defence and defence-related goods and technologies. Both these matters are dealt with by 
the Interdiction and Intelligence Division at headquarters and by Field Interdiction and 
Intelligence Units. 


The headquarters Division gathers information on potential risks, the methods and routes 
used by offenders and other matters, and it produces both tactical intelligence for use in 
the field and strategic intelligence for senior management’s use in planning. It liaises with 
the customs services of other countries, with law enforcement agencies in Canada and with 
such international agencies as the Customs Cooperation Council and Interpol. 


Under the Export Control Program administered by this Division, export shipments are 
inspected to ensure that strategic goods and technologies are not being exported contrary 
to the Export and Import Permits Act. 


Department of External Affairs 


The Department has a Security Services Bureau whose responsibilities include developing 
and formulating policy for international cooperation against terrorism as well as providing 
a range of security services. 


The Department of External Affairs has a Foreign Intelligence Bureau which collects and 
analyses information as a basis for providing intelligence to the Intelligence Advisory 
Committee (described below) as well as within the Department. 
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The Bureau has separate divisions for political and economic intelligence. Analysts are 
assigned on a regional basis (e.g., Middle East) or to global issues (e.g., nuclear prolifera- 
tion). A third division interviews selected immigrants, defectors and Canadians who have 
lived in closed societies, to glean useful information not available from open sources. Such 
interviews are conducted only with the consent of the subject. The fourth division provides 
support for the rest of the Bureau. 


Department of National Defence 


The Chief, Intelligence and Security is responsible for the collection, production and dis- 
semination of defence intelligence, including scientific and technical intelligence, for the 
Canadian Forces. A Director General, Intelligence and a Director General, Security 
report to the Chief. The Director General, Security is responsible for security services in 
the Department and the Forces. 


Under the Director General, Intelligence are five directorates—(a) Defence Intelligence, 
(b) Current Intelligence, (c) Imagery Exploitation, (d) Scientific and Technical Intelli- 
gence and (e) Intelligence Plans and Doctrines. The Director General, Intelligence also 
maintains contact with intelligence agencies in other countries. 


Communications Security Establishment (CSE) 


CSE has a twin mandate—signals intelligence and the security of communications and 
data processing in federal agencies. 


CSE provides a service of signals intelligence in support of Canada’s foreign and defence 
policies based on the collection of foreign radio, radar and other electro-magnetic trans- 
missions, and it distributes reports on what they reveal. It is responsible to the Minister of 
National Defence. 


CSE’s communications security role is to help federal agencies prevent unauthorized 
access to their telecommunications and electronic information processing. CSE also pro- 
vides cryptographic key material and documentation to departments and agencies. 


Coordinating Committees 


There are a number of direct links, formal and informal, among the various security and 
intelligence agencies. In addition, a series of committees is in place to provide coordina- 
tion. 


Cabinet Committee on Security and Intelligence 


At the centre of Canada’s security intelligence network is the Cabinet Committee on Secu- 
rity and Intelligence. It is headed by the Prime Minister personally. Among its members 
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are ministers whose departments (a) make significant use of foreign and security intelli- 
gence, (b) are major gatherers or producers of intelligence or (c) are responsible for secu- 
rity operations. This Committee sets policy and determines the Government’s security and 
intelligence priorities. 


Privy Council Office (PCO) 


In this as in other domains, the Prime Minister and Cabinet are supported by PCO, which 
includes a Security and Intelligence Secretariat headed by the Intelligence and Security 
Coordinator responsible for (a) interdepartmental coordination and (b) ensuring that the 
Prime Minister and the Cabinet Committee get the information and advice they need. 


Interdepartmental Committee on Security and Intelligence (ICSI) 


ICSI (pronounced “ick’-see”) is headed by the Clerk of the Privy Council and includes 
deputy ministers of departments that are either major producers or major users of intelli- 
gence (or both), the Director of CSIS and the Commissioner of the RCMP. 


Its responsibility is to develop proposals for the Cabinet Committee on Security and Intel- 
ligence. It has two principal subcommittees—the Security Advisory Committee (SAC) 
and the Intelligence Advisory Committee (IAC). 


Security Advisory Committee (SAC) 


SAC is concerned with security matters which affect federal government departments. 
The Committee, on which CSIS sits as a member, is chaired by the Deputy Solicitor Gen- 
eral. SAC is supported by a small secretariat. 


The Committee has a role in formulating security policy that has interdepartmental scope. 
It advises ICSI on security requirements and priorities. It carries out some of its functions 
through sub-committees which study specific issues, such as protection of information and 
property and counter-terrorism. 


Intelligence Advisory Committee (IAC) 


The IAC reflects the collective Canadian intelligence community. As such, the IAC mem- 
bers cooperate and coordinate the production of intelligence, drawing on research and 
analysis carried out by federal agencies, notably CSIS, the Department of External 
Affairs, the Department of National Defence and the Communications Security Establish- 
ment. Analysts meet in task forces called Special Assessment Review Groups (SARGs). 
Documents produced by SARGs are then reviewed by the Assessment Review Groups 
(ARGs) before being presented to IAC for final approval and dissemination. 


The IAC chairman is the Intelligence and Security Coordinator in the Privy Council 
Office. CSIS is represented by the Director, with a designated alternate at the Deputy 
Director level. 
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An important subcommittee of IAC is the Economic Intelligence Committee (EIC), which 
directs the production of economic intelligence for IAC. CSIS is also represented on this 
subcommittee. 


IAC also advises ICSI on policy issues such as intelligence needs and the coordination of 
intelligence programs and plans. 
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A vol d’oiseau . . . principaux éléments du réseau de renseignement 


Parlement 


omité de surveillance Premier 


ministre/ 
Cabinet 


des activités de 
renseignement 


Ministre 
de la 
Défense 
nationale 


de sécurité 
Solliciteur 
général Comité du Cabinet chargé de la 
sécurité et des renseignements 


Sous- 
| SCRS solliciteur GRC Comité interministériel Coordonnateur de la Sous- Chef de 
général de la sécurité sécurité et des ministre l'état-major 
et des renseignements de la 
renseignements | Défense 


=< Inspecteur Direction 


général de la police 
et de la sécurité 


Comité 
consultatif 
de la sécurité 


Comité 
consultatif des 
renseignements 


et Sécurité 


Centre de la 


sécurité des 
télécommunications 


Comité du 
renseignement 
économique 


Groupe 
d'examen des 
évaluations 


Groupes spéciaux d'examen 
des évaluations 


Nota: a) Par souci de simplicité, nous n'avons indiqué que les liens les plus directs sur le plan de la hiérarchie. 
b) Les boîtes noires indiquent les postes et les ministères occupant d'importantes responsabilités statutaires. 


Secrétaire 
d'État aux 
Affaires 
extérieures 


Sous-secrétaire 


Direction générale 
du renseignement 
extérieur 


Security 
Services 
Bureau 


Autres : 
Douanes et Accise 
Transports Canada 
Immigration Canada 
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asks SECURITY INTELLIGENCE 
cost REVIEW COMMITTEE 


Annual Report 


1988-1989 


Canada 


SECURITY INTELLIGENCE 
REVIEW COMMITTEE 


Annual Report 


1988-1989 


Security Intelligence Review Committee 
365 Laurier Avenue West 

P.O. Box 2430, Station D 

Ottawa, Ontario 

K1P 5W5 


(613) 990-8441: Collect calls are accepted, and the switchboard is open from 7:30 a.m. to 
6 p.m. Ottawa time. 


© Minister of Supply and Services Canada 1989 
Cat. No. JS71-1/1989 
ISBN 0-662-56937-7 


September 30, 1989 


The Honourable Pierre Blais, P.C., M.P., Q.C. 
Solicitor General of Canada 

House of Commons 

Ottawa, Ontario 

K1A 0A6 


Dear Mr. Blais: 


Pursuant to section 53 of the Canadian Security Intelligence Act, we hereby transmit to 
you the Annual Report of the Security Intelligence Review Committee for the fiscal year 
1988-89, for submission to Parliament. 


Yours sincerely, 


Ronald G. Atkey, P.C., Q.C. 
Chairman 
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\ Jean Jacques Blais, P.C., Q.C. Frank McGee, P.C. 


— 
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Saul M. Cherniack, P.C., Q.C. Paule Gauthier, P.C., Q.C. 
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What we call our future is the shadow 
of our past, thrown onto the path ahead of us. 


Marcel Proust 
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1. FIVE YEARS IN THE LIFE... 


This, our fifth annual report, comes at a key moment. After five years on the books, the 
Canadian Security Intelligence Service Act is due for review by Parliament. Many people 
with a professional or personal interest in security intelligence will propose amendments 
that they believe will improve the Act. Our own proposals can be found in Appendix A of 
the present report.* 


In this introductory chapter, we review our work during the past five full and interesting 
years. We are not motivated by sentiment or nostalgia. We have a keen sense—expressed 
in our choice of epigraph for this report—of how much the future grows out of the past. 
By reviewing what we have done as Parliament’s and the public’s eye on the Service 
(CSIS), we hope to sketch in background that others may find helpful when they think 
through their position on how well the Act has met the goals sought by Parliament in 
1984. 


For our part, we continue to believe that the Act is fundamentally sound and that a civil- 
ian agency under well-defined political control and independent oversight is the appropri- 
ate model for security intelligence in Canada. 


The Committee 


A unique feature of the CSIS Act is the Security Intelligence Review Committee (SIRC) 
itself. In the United States and Australia, intelligence agencies are overseen by legislators. 
Oversight in the United Kingdom has essentially been bureaucratic. Here in Canada, 
SIRC is appointed by the Governor in Councii after consultations by the Prime Minister 
with leaders of opposition parties in the House of Commons. 


We believe that the tri-partisan nature of the Committee has been a strength. It reduces 
suspicion that the Committee is in the Government’s pocket. Yet we found it easy to check 
our partisanship at the door. In our oversight role we have been able to reach our conclu- 
sions by consensus. We have been comfortable about delegating the supervision of investi- 
gations and hearings arising out of complaints to one or, occasionally, two or three among 
us. 


The fact we work part-time on Committee business has also been a strength, we believe. It 
has permitted us to bring a broader perspective to the job at hand as we have all remained 
active in our professions and local communities and organizations in different regions of 
Canada. It has spared us the dangers of becoming part of the Ottawa “establishment”. 
Yet, through a competent and aggressive staff in Ottawa, we have been able to stay on top 
of things. 


The Act gives us two roles—review and the investigation and hearing of complaints. 


* The substance of Appendix A is reprinted from Amending the CSIS Act, which we prepared for 
the use of the special, all-party committee of the House of Commons reviewing that Act and the 
companion Security Offences Act, and of others who intend to contribute to that committee's 
work. 
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Review 


Review, in turn, can be subdivided into three activities. We keep a watching brief on such 
things as ministerial directions and amendments to the Operational Manual, the use of 
warrants and agreements under which information is exchanged with other agencies in 
Canada and abroad. We look into specific incidents and situations that come to our atten- 
tion. And, third, we have conducted a series of in-depth reviews of specific areas as the 
basis for chapters in our annual reports and special reports to the Solicitor General. 


During our five years we have completed in-depth reviews of the major operational 
branches—Counter-intelligence, Counter-terrorism, counter-subversion (which has since 
been disbanded, as we recommended), and the Analysis and Production Branch. Within 
the limits set by national security, our conclusions on the Counter-intelligence Branch are 
reviewed in Chapter 4 of this Annual Report. 


We also made special reports to the Solicitor General in a number of thematic areas. Two 
are reviewed in this Annual Report—science and technology (Chapter 6) and the peace 
movement (Chapter 5). There have also been special reports on bilingualism and staff 
relations; allegations that the Service had carried out improper surveillance within the 
labour movement; security screening in immigration matters; personnel recruitment, train- 
ing and development; and two issues raised by complaints.* 


As an oversight body, our mandate is limited to CSIS. But we have had to look beyond it, 
to understand its relations with the whole security intelligence community. In last year’s 
Annual Report, we shared some of what we learned about the network of federal depart- 
ments and agencies involved in security and intelligence matters. Our comments about 
CSIS in many contexts have had to take account of its relations with other players in this 
area. 


Complaints 


Our second role is to investigate and hear complaints that are made about the denial of 
security clearances in various settings—federal employment and contracts, immigration 
and citizenship—and about any activity by the Service. 


A key outstanding issue is whether the recommendations we make to grant security clear- 
ances ought to be binding. A ruling by the Federal Court of Canada is expected in the fall 
of 1989, around the time when the present Annual Report is tabled in Parliament. 


Our own view is that the Act should be amended to make SIRC recommendations binding. 
We discuss our thinking in Appendix A. But in reviewing the record, we believe it is worth 


* The special report on bilingualism and staff relations was published in 1987 as Closing the Gaps 
and the special report on allegations that the Service had overstepped its mandate in surveillance 
of the labour movement in 1988 as Section 54 Report to the Solicitor General on CSIS’ Use of its 
Investigative Powers with Respect to the Labour Movement. The special report on security screen- 
ing in immigration matters was not published by the Solicitor General because of the highly classi- 
fied material it contained. The same is true of the two reports prompted by complaints. 
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noting that immediately after our appointments we formulated comprehensive Rules and 
Procedures to ensure that our investigations and hearings balance fairness to the individual 
complainant, on the one hand, and protection of national security on the other. Our review 
of each case has been much more extensive and exhaustive than any conducted by the peo- 
ple who made the original decision to deny a clearance. 


We also established, at the outset of our mandates, an independent panel of lawyers with 
security clearances that enable them to act as Committee counsel during investigations 
and hearings. This has allowed us to appoint counsel instantly when needed. We are grate- 
ful for the excellent professional help we have received and the procedural fairness to all 
parties that has resulted. A list of our counsel can be found in Appendix B. 


Themes 


Our observations in previous annual and special reports have centred on a number of key 
themes. At the heart of our approach is a necessary balance between effective protection 
of national security and respect for individual rights. In the first vein, we recommend, for 
example, provisions for emergency warrants that would let the Service respond instantly to 
sudden needs. With respect to the protection of individual rights, we have made a number 
of key recommendations, such as the use of a “devil’s advocate” to argue the case against 
warrant applications, and limits on targeting. These recommendations have been acted on, 
at least in part. We have more to say about them in Appendix A. 


We have also stressed the need to move from an investigative to a research approach by 
CSIS. Not, of course, that the Service can do entirely without investigation on classic 
police models—tracking the movements of suspected terrorists, listening in on conversa- 
tions that may point to espionage, and so on. But it has seemed to us that the Service does 
not adequately exploit so-called open information—the mass media, scholarly works, 
research papers and other sources available on the public record. 


The Service’s dependence on allied foreign agencies as a source of information has also 
given us some concern in the past. Again, the exchange of information among agencies is 
important; it cannot be abandoned. But the Service is constantly in danger—and we found 
examples, despite efforts by the Service to avoid this pitfall—where the point of view of 
the foreign agency was adopted uncritically by the Service, without regard to Canadian 
foreign policy. 


Both the stress on investigative techniques and reliance on foreign agencies have had an 
impact on the quality of assessment that CSIS provides. We have raised the possibility— 
and do so again in Appendix A—of a separate assessment agency, taking information 
from CSIS and all other available sources as a basis for advice to the Government. 


Another recurring theme has been to encourage the Service to make itself more reflective 
of Canadian society. That was one of the themes of Closing the Gaps. While real progress 
is being made on bilingualism, we would like to see a speed-up in some other areas—not- 
ably to bring the representation of women and ethnic minorities in the operational staff 
closer to the balance found in Canadian society as a whole. 
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The Service’s First Five Years 


Much of our criticism of the Service over the years boils down to this: the Service was slow 
to make the necessary adjustments after it was split away from the RCMP. It seems clear 
in hindsight that the sheer mechanical difficulties of transition were underestimated, as 
were the resources required by the new Service. CSIS had to rely at the outset on the 
RCMP for a number of services and even for much of its accommodations. It also 
obtained its initial complement of intelligence officers from the RCMP. 


But beyond this, we also detected a lack of commitment in the early stages to real change. 
Symbolic of this was the Service’s reliance for a time on “direct entries”, recruiting from 
police forces more aggressively than developing its own program for producing a new kind 
of intelligence officer with skills in research and analysis as well as investigation and fact- 
finding. 


Nothing happens without reason, of course, and reasons for these problems are easy to 
find. CSIS was naturally under pressure to keep important operations going, and this kept 
fundamental reform low on the priority list. And, no doubt, it was not easy for former 
RCMP officers to set aside the proud traditions of the Force. The sharpened focus on the 
counter-terrorism program also brought strains. Initially, the Service tried to meet the new 
needs by reallocating existing resources. But this brought real difficulties and eventually 
new resources had to be provided by the government. 


There was an important turning point in 1987 after our critical report on the counter-subv- 
ersion program, the report of the Independent Advisory Team appointed by the Solicitor 
General to follow up, and the collapse of an important terrorism case when it was revealed 
that unreliable information had crept into an application for a warrant. As a result, target- 
ing procedures have been considerably tightened up and more emphasis has been put on 
administrative controls. 


In our last annual report, we offered the hope that CSIS was “turning the corner” at last. 
While our position—given our statutory role—remains one of reasoned skepticism about 
the Service and its work, the experience of the past year gives us increased confidence that 
CSIS is on course. 


Summing Up 


Independent oversight of security and intelligence agencies is now a well-established idea. 
It was resisted at first, but it is coming to be seen as an advantage. Senior officials of both 
the FBI and CIA have told us that independent review has helped them focus their efforts 
more tightly and become more efficient and, in the long term, has helped them develop 
and maintain political and financial support for their work. 


We believe that the review and complaints provisions of the CSIS Act have proved them- 
selves. Indeed, we think that the time has come to extend review to other agencies in the 
security intelligence field. We discuss this matter in more detail in Appendix A. 


When oversight was first proposed in Canada, there was a view that there should be sepa- 
rate oversight and complaints agencies. It was feared that if the review body had “execu- 
tive authority”, even to the extent of reviewing and recommending on appeals in security 
clearance cases, it might become part of the “establishment” and lose its frankness in 
reporting to Parliament and the public. There was also fear that the burden of investigat- 
ing and hearing complaints would absorb so much attention that there would be no time 
for more general review of the Service’s performance. 


Neither of these fears has been realized. We hope others will agree with us that the com- 
plaints function has not prevented us from being forthright and as open as national secu- 
rity permits. We know there are people within the bureaucracy who wish we would say less 
than we do. And we have not been swamped with complaints at the expense of more gen- 
eral review. 


But beyond this, we have found that the review and complaints roles have given each other 
strong mutual support. What we learn in the oversight function is often very helpful in 
understanding the background to complaints. And complaints bring to our attention some 
things that we might never, otherwise, find out. We believe that the complaints and over- 
sight functions should be kept together. 


Another problem that did not arise in a serious way is that of timing—whether we should 
wait until files are stone cold before we look at them. A few critics have made much of this 
issue, suggesting that by looking at ongoing operations we were trying to “direct” the Ser- 
vice, thus exceeding our statutory mandate. In our oversight function, we make observa- 
tions and recommendations but we do not direct the Service, nor are we qualified to so do. 


Unfinished Business 


Effective review is a continuous process. Experience has shown that reviewing warrants 
must be a continuing priority. We further intend to launch a study designed to measure 
the real usefulness of information gained through such intrusive powers as wiretapping. 


Some other areas where we see a need for more work include monitoring of information 
exchanged with provincial and foreign police forces and government agencies; the use of 
open sources; visa vetting by CSIS; unauthorized disclosure of classified information; fur- 
ther progress in destroying inappropriate materials on CSIS files; and the Service’s role 
before and after the Air India and Narita Airport disasters. 


2. OVERSIGHT 


For obvious reasons, the Canadian Security Intelligence Service (CSIS) cannot reveal as 
much about its work as most public institutions do; both its sources and its product are 
secret. So the CSJS Act makes extensive arrangements for controls on the Service by the 
Federal Court, the Solicitor General, the Inspector General and the Security Intelligence 
Review Committee (SIRC). 


SIRC’s special role is to act as Parliament’s and the public’s eye on CSIS.* Through pri- 
vate and public comment, it seeks to ensure that CSIS is adequately protecting national 
security but—and this is crucial—that it is not acting illegally or making unreasonable or 
unnecessary use of its powers. 


Investigating and hearing complaints is part of this process. We deal with complaints in 
Chapter 8. In this chapter and the five that follow we discuss what we have learned in our 
more general oversight activities. Chapters 4, 5 and 6 deal with specific topics—counter- 
intelligence, CSIS involvement with the peace movement and the protection of scientific 
and technological secrets. Chapter 3 deals with CSIS operations in general and Chapter 7 
with housekeeping matters. The present chapter reviews the elements of oversight spelled 
out explicitly in the Act. 


Ministerial Direction 


Under subsection 6(2) of the CSIS Act, the Solicitor General can give the Director of 
CSIS written directions with respect to the Service and a copy of such direction comes to 
us for review under subparagraph 38(a)(ii). We reviewed five new ministerial directions in 
1988-89. They are listed in Appendix C. We also reviewed: 


e six 1987-88 directions that arrived too late to be examined before the last annual 
report was prepared; and 


e a package of older documents that the Service regarded as ministerial directions but 
the Ministry of the Solicitor General did not. These documents were identified in a 
review carried out to ensure that we were getting copies of all ministerial direction. 


With one reservation, discussed later in this chapter in the section on disclosure, nothing 
we saw permits any unreasonable or unnecessary use of the Service’s powers or unduly 
impinges on individual rights. We are pleased in particular with specific instructions to 
cleanse files of certain information on individuals, collected before and after July, 1984, 
under the counter-subversion program. Progress in this area is reviewed in detail in the 


next chapter. 


* We call this role “oversight” or “review”. Some of our critics would like us to limit ourselves to 
the term “review”, apparently believing that “oversight” implies more extensive powers to direct 
CSIS. It is true that “review” is the term used in the CS/JS Act, but, on the other hand, 
“oversight” is the word generally used in the Western intelligence community to describe this 
function. The debate seems unproductive, and we continue to use the two terms interchangeably. 
What matters is what we do. This includes commenting on the Service’s performance, both in pri- 
vate and in public. It does not include giving direction to the Service. 
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As part of our review of ministerial direction, we now also examine amendments to the 
CSIS Operational Manual. During 1988-89 the Service completed major revisions to a 
number of chapters originally written for the RCMP Security Service, before the CS/S 
Act was adopted. In general, they tighten Headquarters control over investigations and 
clarify responsibility for regulating activities. We applaud, in particular, a shift away from 
a procedure-based, step-by-step approach and towards spelling out general principles that 
are to be respected in investigations. 


Agreements with Governments in Canada 


Subsection 13(2) and paragraph 17(1)(a) of the Act permit CSIS to enter into arrange- 
ments with other arms of the federal government and with provincial governments and 
their agencies (including police) for the purpose of performing its own duties and functions 
and to provide security assessments. Subparagraph 38(a)(iii) gives us a twin mandate to 
review these arrangements and to monitor the provision of information and intelligence 
made under them. 


We received only one new agreement in 1988-89. It was with the Province of Manitoba 
and is similar to agreements with other provinces. Covering both the provincial govern- 
ment and police forces within the province, it allows for exchanges of information and the 
provision of assistance generally. It is not binding. CSIS now has agreements with all prov- 
inces except Quebec and Ontario and agreements covering major police forces in all prov- 
inces except Quebec. 


There has been some criticism of provincial governments for entering into agreements with 
CSIS. We consider the agreements essential: the Service needs access to such provincial 
information as motor vehicle registrations, while provincially-controlled police and other 
agencies must get the information they need to assist in protecting public order and 
individual safety. The existence of agreements does not, in itself, threaten the privacy 
Canadians are entitled to. In fact, the existence of formal agreements is an element of con- 
trol over exchanges of information that might otherwise take place on an unrestricted 
basis. 
\ 

However, we believe that the exchanges of information that take place should be carefully 
monitored to ensure there are no abuses. During 1988-89, we developed a framework for 
monitoring and auditing all information exchanged under agreements with other govern- 
ments, focusing initially on agreements with provinces. We now have a province-by-prov- 
ince count of recorded transfers of information in the three years from January, 1986, to 
December, 1988. 


A limited spot check we made in one province indicated that most of the information 
involved is quite mundane—birth records, for example, to check against applications for 
security clearances. This need cause no concern. However, situations may arise when more 
sensitive information is exchanged. We need to be in a better position to monitor 
exchanges of such information. In particular we are concerned that: 


+ the Service does not distinguish between personal information and other information 
in the records that it keeps of exchanges; 


* it does not tag the release or receipt of particularly sensitive personal information; and 


e we do not know in all instances what departments or agencies are being accessed for 
information. 


During the remaining months of this year, one of our major projects will be to audit the 
record keeping under all agreements—specifically the information exchanged with prov- 
inces and the quality of the Service’s policies in this area. We have also started examining 
the information exchanged under other agreements. 


Foreign Agreements 


Eight agreements were concluded under paragraph 17(1)(b) of the Act with police or 
security agencies in other countries and the Service was also authorized to extend its 
agreements with 60 police and security organizations. These agreements as such do not 
give us any concerns. They close gaps that opened when—having been created to separate 
security intelligence from the police function in Canadian society—CSIS initially cut back 
its formal contacts with foreign police. It became apparent that CSIS needed these con- 
tacts to check criminal and other records in preparing recommendations on security clear- 
ances. 


But we are still not satisfied that we are able to monitor the flow of sensitive personal 
information as well as we think necessary. As in its exchanges with provinces and provin- 
cially-controlled police forces, CSIS does not tag the information on individuals that it 
passes to foreign agencies in such a way that we can easily put a finger on it. By checking 
any individual file, we can see whether information has been provided and what that infor- 
mation was. But there is no list of files from which such information has been provided. 


Because regular searches of all files are not practical, we cannot keep track of the volume 
of information being provided by CSIS or of its nature. We continue to press CSIS to 
close this information gap and we expect it to be done when more powerful computers that 
the Service has been promised are installed. 


Warrants 


We do not have an explicit mandate to monitor individual warrants. The primary responsi- 
bility for them lies with the Federal Court of Canada. However, in the course of our in- 
depth reviews of CSIS programs we look with great care into affidavits sworn to justify 
warrant applications. In particular we verify that the affidavits accurately reflect the facts 
in the files they are based on. We also make it a practice to read all warrants. 


In last year’s annual report, we outlined significant changes in procedures in this area. 
They were intended to make identifiable individuals responsible for the accuracy of the 
facts provided to the Court in support of warrant applications. Procedures have continued 
to evolve. In particular, the Legal Branch is playing a larger role. Each drafting team con- 
sists of a lawyer and an analyst. 


We naturally support tighter internal controls on the warrant application process. We 
believe that the intrusive powers authorized by warrants should be used only in cases of 


real necessity, when the information CSIS needs to safeguard the national interest cannot 
be secured elsewhere. 


But we are also concerned that the new process is cumbersome. We do not, of course, sug- 
gest any relaxation of the rigour that the Service has started to bring to the process. But 
we are reinforced in our view that there should be a procedure for emergency warrants. 
Our thinking and proposals are set out in Appendix A. 


We were glad to find in 1988-89 that warrants continue to include protections for solici- 
tor-client privilege. We have noted before now that, unlike the Criminal Code, the CSIS 
Act does not offer statutory protection to solicitor-client privilege. Our recommendation 
that the CSIS Act be amended to provide such protection is also set out in Appendix A. 


We also have proposals in Appendix A for strengthening the role of the devil’s advocate in 
the warrant application process. At present, the devil’s advocate ensures that the informa- 
tion used to support a warrant application is accurate. This is much less than we intended 
when we first proposed the appointment of a devil’s advocate. We recommend that this 
position be provided for in the Act and that the devil’s advocate argue against each war- 
rant before the Federal Court itself, as if appearing on behalf of the target (who does not, 
of course, even know that a warrant is being sought). 


Disclosures in the Public Interest 


Section 19 of the CSZS Act provides, among other things, that: 


(2) The Service may .. . disclose . . . such information [i.e., “information obtained in 
the performance of the duties and functions of the Service under this Act’’] .. . (d) 
where, in the opinion of the Minister, disclosure of the information to any Minister of 
the Crown or person in the public service of Canada is essential in the public interest 
and that interest clearly outweighs any invasion of privacy that could result from the 
disclosure, to that Minister or person. 1 


(3) The Director shall, as soon as practical after a disclosure referred to in paragraph 
(2)(d) is made, submit a report to the Review Committee with respect to the disclo- 
sure. 


While no such reports were received in 1988-89, we became aware of a loophole that has 
permitted the dissemination of CSIS information outside the framework of section 19. In 
one instance, the then Solicitor General asked CSIS to coordinate the preparation and 
delivery, together with the RCMP and the Department of External Affairs, of a briefing 
for elected officials. CSIS has no authority under the Act to disclose information obtained 
in its work to elected officials other than members of the Government. Recognizing this, 
the Minister directed that the information be disclosed by officials “acting as my agents”. 


Regardless of the merits of this briefing, we are concerned that by making CSIS officials 
the agents of the Minister, it may be possible to circumvent the principle of section 19 that 
we be advised of disclosures that take place outside the narrow range of assistance in law 
enforcement, the conduct of international affairs and the maintenance of national defence. 
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There is another principle at stake here. The Solicitor General and officials of the Minis- 
try have access to all the information obtained by CSIS using any of its highly intrusive 
powers. The Act provides no limit on how they may use this information. Our recommen- 
dation, spelled out in Appendix A, is that disclosure by the Solicitor General and officials 
and exempt staff of the Ministry be made subject to the same limitations as disclosure by 
the Service itself is under section 19. 


Operational Statistics 


We have a mandate under subparagraph 38(a)(vii) of the Act to “compile and analyse sta- 
tistics on the operational activities of the Service”. Over the past year, we have developed 
the specifications for a comprehensive, computerized Oversight Information System cover- 
ing intrusive powers, the number of targets subject to investigation, financial and staff 
resources, personnel, file retention and destruction, the use of open sources, intelligence 
production, information exchanged under agreements with Canadian and foreign organi- 
zations, operations undertaken with ministerial approval, and objective measures of threat 
levels. 


We now have some data in all these areas. We have been standardizing it, normally on the 
basis of fiscal years, so that comparisons can be made easily, and centralizing it in a single 
data base. 


The Service’s level of cooperation in this exercise presents a mixed picture. For our part, to 
save expense and time, we have tried as much as possible to use information that the Ser- 
vice already collects for its own purposes. But while some data is provided by the Service 
quarterly, which allows us to be reasonably up to date in our analysis, some is provided 
only annually. In these cases the data is sometimes quite stale by the time we have proc- 
essed it. Discussion of this problem continues with the Service. 


We completed a number of statistical studies in 1988-89—on the use of intrusive powers, 
on the use of person years and, third, on the investigation of targets originally selected 
under the disbanded counter-subversion program. In Chapter 3 we report the encouraging 
findings of the third study. 


Unlawful Acts 


Under section 20 of the Act, the Director must advise the Solicitor General when there is 
reason to think a CSIS employee has acted unlawfully. We get a copy of the Director’s 
report together with any comment made by the Solicitor General to the Attorney General. 


One such report came to us in 1988-89. It involved an Intelligence Officer who passed 
himself off as a member of the RCMP in the course of arranging a surveillance operation. 
In this particular case, while the Intelligence Officer showed poor judgment, it does not 
appear that any real damage was done. The employee has been reprimanded. 


In last year’s annual report we noted that one report of illegal activity had been referred to 
provincial authorities, who decide whether to prosecute. The Attorney General of the prov- 
ince has decided not to prosecute in this case. 


JA 


Special Reports 


As part of our mandate under paragraph 38(a) of the Act to “review generally the 
performance by the Service of its duties and functions”, coupled with our power under sec- 
tion 54 to make special reports to the Solicitor General, we have conducted a program of 
in-depth studies over the years. 


In 1988-89, we completed studies of the Service’s role in protecting Canada’s scientific 
and technological secrets, the Service’s involvement with the peace movement, and the 
Counter-intelligence Program. Reports are being submitted to the Solicitor General. 
Within the limits set by national security considerations, summaries of our findings are set 
out later in this annual report. 


We also followed up the special study we made the year before on security screening in 
immigration. We have certain concerns about the effectiveness of the process and are 
sending a further report to the Solicitor General. A realignment of responsibilities between 
CSIS and the immigration authorities, now in progress, may go some way to meeting our 
concerns, freeing the Service from some routine so it can concentrate its efforts on identi- 
fying prospective immigrants who could present real threats to national security. We will 
monitor these changes. 


Consultations and Inquiries 


As in years past, we met on occasion with the Solicitor General, the Deputy Solicitor Gen- 
eral, the Inspector General, and the Director of the Service. We also continued our prac- 
tice of calling on regional offices of the Service. In 1988-89 we called on offices in Van- 
couver, Toronto, Montreal, Quebec City, Halifax and the regional office in Ottawa. 


In general CSIS continued to be cooperative in meeting our formal requests for informa- 
tion. One difficulty in 1988-89, however, deserves to be noted because of the fundamental 
principle it raises. We asked to see files that had also been the subject of a complaint, to 
the Privacy Commissioner and an application before the Federal Court of Canada under 
the Privacy Act. We wanted to assure ourselves that the Service had not unreasonably 
withheld anything from the Privacy Commissioner’s examination. 


CSIS delayed providing the information because it received legal advice that since the 
Privacy Commissioner was involved, SIRC may have been beyond its jurisdiction. We 
could not accept that. The CSZS Act says that we are to have access to everything CSIS 
has on file except cabinet confidences. This is an important principle, and the matter was 
eventually resolved to our satisfaction. 


The question of the exclusion of cabinet confidences is one we have dealt with before. In 
previous reports we said we knew of no instance in which it impeded us in our work. How- 
ever, one has now arisen: we were refused access to the Service’s Multi-Year Operational 
Plan (MYOP) on the grounds that it was prepared for submission to Treasury Board, 
which is a committee of Cabinet. 


A compromise has been reached in this instance: while the MYOP document is being 
withheld, we have been promised access to all the information it contains. However, this 
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points up the possibility that the exclusion of cabinet documents could sap the effective- 
ness of oversight. We recommend in Appendix A that subsection 39(3) of the CSIS Act be 
repealed so the Committee has access to all information under the control of the Service, 
regardless of its source. 


Collection of Information on Foreign States and Persons 


Under section 16 of the Act, the Minister of National Defence and the Secretary of State 
for External Affairs, subject to the consent of the Solicitor General, can ask CSIS to col- 
lect information within Canada about foreign states and non-Canadians, for use in defence 
and international affairs. Under subparagraph 38(a)(v), we have a duty to monitor any 
such requests. Again in 1988-89, we were advised of none. 


The obvious usefulness of intelligence on other nations in defence planning and the con- 
duct of international relations makes a striking contrast with the failure to make use of 
CSIS in this area. It suggests to us that section 16 is too restrictive. 


In 1988-89 we commissioned a paper* from a well-known Canadian expert on security 
intelligence, Professor Peter H. Russell of the University of Toronto, on the advantages 
and disadvantages there would be in creating the kind of foreign intelligence agency that 
Australia, the United States and other countries have. We agree with his conclusion that 
Canada does not need such an agency at this time. 


However, as discussed further in Appendix A, we also endorse his recommendation that 
the limiting words “within Canada” be removed from section 16. This may encourage the 
government to make more use of CSIS in this area. One benefit could be to make 
Canadian policy-makers less dependent on intelligence gathered by the agencies of other 
countries and shaped by their, rather than Canada’s, needs. 


Report of the Director and Certificate of the Inspector General 


The 1988-89 Annual Report of the Director of CSIS to the Solicitor General has been 
received. As we completed work on our own annual report, the Inspector General was still 
developing his Certificate, indicating whether he was satisfied with the Director’s report. 
Comment must await the Committee’s next report. 


In 1988-89 we received the Certificate of the Inspector General for the period of January 
1, 1987, to March 31, 1988. It was a most useful supplement to our own thinking and 
research. We note that it gives good marks to changes in the way CSIS selects targets and 
decides how intensively to investigate them, confirming the view we expressed in the last 
annual report on the strength of our own research. 


* This paper is available from Professor Russell. 
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Unauthorized Disclosures 


Like all security intelligence agencies, CSIS has an internal security system to protect 
classified information from unauthorized disclosure, destruction, removal, modification or 
interruption. It is directed against penetration from outside and also against failure from 
within resulting in accidental or deliberate leaks. 


In 1987 there were a number of public disclosures—including a news report revealing a 
highly sensitive intelligence gathering operation—that pointed strongly to the possibility of 
leaks from within the Service. As a result we asked the Inspector General under section 40 
of the CSIS Act to conduct on our behalf a review of CSIS policy and practices relating to 
unauthorized disclosures of classified information. We also asked the Inspector General 
for his views on the role the RCMP should play in the investigation of suspected leaks. 


We have now received the Inspector General’s report and are considering its findings and 
conclusions. We will provide a section 54 report to the Solicitor General in due course. 
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3. CSIS OPERATIONS 


While the CSJS Act spells out a number of specific tasks for us, it also gives us a broad 
mandate to review generally the performance by the Service of its duties and functions. 
Having disposed of the specific tasks in the preceding chapter, we now turn to a more gen- 
eral survey. Two principles underlie our approach—the effective protection of national 
security and respect for individual rights and freedoms. 


Use of Warrants 


The use of such intrusive techniques as electronic eavesdropping and mail-opening is 
allowed only under warrants from the Federal Court of Canada. As can be seen in Table 
1, the total number of new and renewed warrants rose to 90 in 1988-89 from 75 in the pre- 
vious year. This is a sharp rise, but it is more apparent than real; there was some catching 
up to do following delays in renewing warrants while a more rigorous process (see Chapter 
2) for applying for warrants was put in place. The total number issued and renewed in 
1988-89 remained below 1985 and 1986 figures. 


We remain dissatisfied with the limited warrant statistics it has been possible to make 
public. This is territory we have covered extensively in past annual reports. The Service 


Table 1. New and Renewed Warrants 


ae 1985 1986 1987 1987 1988 


-89 


New warrants 
Warrants renewed 


Average duration 
of warrants (days) 173.6 162.2 190.8 21125 224.3 


* We are reporting warrants statistics on a fiscal-year basis for the first time. In previous years we 
had reported numbers for the preceding calendar year. The change brings warrant statistics into 
line with the rest of the annual report, which covers the fiscal year. In order to permit 
comparisons with the previous year and to keep the record complete (otherwise warrants issued 
from January to March, 1988, would not be counted), we are also providing the 1987-88 figures. 


** Jn past annual reports, by inadvertent error, we reported 94 new warrants in 1986. 


Source: CSIS 
EE ATT ES LES PST I BEE RELA LSI EL LED ERE GES NE ES ERO LOSE EAE BTS FE ERE LDS PE USA EE A SE LE OE IO Se BAER 
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believes that greater disclosure could compromise national security but we note that 
Canadians get less precise information now than they did before 1984, when security intel- 
ligence warrants were issued under the Official Secrets Act. 


Therefore, in Appendix A we spell out a proposal that the Act explicitly authorize the pub- 
lication of statistics showing the number of Canadians—citizens and landed immigrants— 
who have been under surveillance. We think this is something that Canadians are entitled 
to know and that provides a meaningful measure of the level of CSIS activity. 


Access to CPIC 


CSIS is within sight of much improved access to CPIC (Canadian Police Information 
Centre), the computer-based, radio-linked network that gives police instant access to data 
banks on vehicle registrations, outstanding arrest warrants and other information. 


Initially, CSIS could get information from CPIC only through the RCMP. Later it got 
direct access, but only for counter-terrorism purposes and with terminals only at Head- 
quarters and in two of the six regions. This was plainly insufficient. As we pointed out in 
our 1986-87 Annual Report: 


... thousands of police officers in quiet suburbs have CPIC terminals mounted under 
the dashboards of their cruisers, letting them check out teenagers loitering in a park- 
ing lot as easily as they could check out the getaway car in a bank robbery. 


But no CSIS surveillant in hot pursuit of a suspected terrorist has a similar opportu- 
nity to get an instant reading on his quarry. 


We were puzzled and disappointed that it was taking so long to resolve this problem. 
\ 


CSIS and the CPIC authorities are now considering a draft agreement that would give the 
Service access for all purposes to two of the three data banks—Identification Records and 
Motor Vehicle Records. The exclusion of the third data bank from the draft agreement on 
access does not trouble us. It includes information on open police investigations. 


However, we are dismayed by the exclusion of Quebec motor vehicle records from the 
agreement. This means, for example, that CSIS cannot readily identify the owner of a car 
with Quebec plates used by a suspected terrorist. 


The Quebec authorities have decided that they will not negotiate an umbrella agreement 
for cooperation with CSIS until they have first reached an agreement with the RCMP for 
cooperation with respect to the Security Offences Act. CSIS already has umbrella agree- 
ments with police in all other provinces. 


This exclusion mars an otherwise important step forward in giving CSIS the tools it needs 
to do its job. We share the Service’s hope that an umbrella agreement can be reached soon 
with Quebec. 
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Security Screening 


The persistent problem of delays in processing security clearances has eased considerably. 
A number of factors made this possible. One was prompt and effective action on the 
recommendations of an expert called in from Treasury Board to see how the system could 
be streamlined. Another was an important change in the way citizenship screening is han- 
dled. Instead of making a report on each applicant for citizenship, CSIS now reports only 
when checks on an applicant reveal problems. 


It is still, as CSIS acknowledges, taking too long to process requests for security assess- 
ments. In some cases, notably in immigration, which depend on information from foreign 
governments, timing is beyond the Service’s control. With respect to clearances under the 
Government Security Policy, the goal is a 30-day turnaround time for Levels I and II 
(CONFIDENTIAL and SECRET) and 120 days for Level III (TOP SECRET). It now takes 
twice that long—60 days for Levels I and II and 240 days for Level III. These are, of 
course, averages. Some are quicker, some slower. 


Analysis and Production 


A number of welcome changes have taken place in the work of the Analysis and Produc- 
tion Branch since we reviewed its activities in 1987-88. 


Our fundamental criticism was a marked stress on short-term current analysis, which 
focuses on events as they unfold and alerts the authorities to potential problems, at the 
expense of long-term basic analysis, providing in-depth data designed to help the govern- 
ment in policy development and strategic decision-making. 


Behind this imbalance lay a number of structural factors. We found, for example, an insti- 
tutional bias in favour of information gathering by operational programs—counter-intelli- 
gence and counter-terrorism—rather than advice to government. So the work of the 
Branch seemed to be driven by what the operational branches made available rather than 
by what the ultimate users of intelligence needed. We concluded that this could be 
explained in part by the fact there was no clear direction from the government on its needs 
for basic intelligence. 


A strategic plan for intelligence requirements and priorities for production has now been 
prepared for consideration by the Government. It arises out of a forecast of threats pre- 
pared by the Analysis and Production Branch itself on the basis of a canvass of depart- 
ments that use intelligence. It is expected that the decisions flowing from it will give the 
Branch its first overall guidance from the government on the intelligence that is needed. In 
addition, the executive-level Intelligence Production Committee within CSIS, which is 
primarily involved in strategic planning, has become more active. 


The Service is also turning away from the bias we found in favour of generalists over spe- 
cialists. A number of steps have been taken that will increase the level of expertise in the 
Branch. Its work has been reorganized along geographic lines; analysts are now assigned 
to specific parts of the world rather than to particular kinds of threat to national security. 
This gives them a real incentive to become familiar with the cultures in which the majority 
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of terrorist and espionage threats have their sources. The number of analysts will also 
double. 


At the most mundane level, it is also helpful that analysts have been relocated out of the 
operational branches and now—albeit in excessively crowded quarters—are near their own 
chiefs. 


An effort is being made to bring Security Liaison Officers into the Branch after they have 
ended their tours of duty abroad. We had seen this as a source of ready-made expertise 
that was being overlooked. The first officer has already arrived in the Branch in a senior 
position. 


Perhaps the most striking development is that the Service is now looking beyond its own 
ranks for expertise. Steps are being taken to recruit academics and other specialists on 
contract to conduct basic analysis in their fields of expertise under the aegis of a new 
Strategic Analysis Group. Ready access to the academic world was one of the things that 
most impressed us about Australia’s Office of National Assessments. 


A welcome change has also taken place in the focus of the Intelligence Production Com- 
mittee within the Branch. It is now mandated to ensure that intelligence reports provide 
sufficient analysis, including forecasting, and that the “implications for Canada” sections 
are adequate. One fault in past reports was that they sometimes did not stray far beyond a 
mere description of issues. We were also concerned that foreign sources of information 
were sometime relied upon too uncritically. 


CSIS has taken important steps to correct the shortcomings identified by us and by the 
Independent Advisory Group in 1987. But we continue to believe that the creation of a 
separate agency to analyse intelligence from all sources—not only CSIS—deserves further 
study. We discuss this matter in Appendix A. 


Counter-terrorism Program 


The year under review passed without a serious incident of terrorism, and the Counter-ter- 
rorism Branch deserves some of the credit. The greatest challenge that the Branch faced— 
if only because any incident would have echoed worldwide—was last year’s Economic 
Summit in Toronto. CSIS issued a number of threat assessments and developed a video 
presentation to inform other agencies of what they should be alert to. The success of the 
video can be measured by the fact that a number of other governments asked for copies. 


CSIS has been actively involved in the development of government-wide policies and 
procedures for responding to terrorist incidents. During exercises designed to ascertain the 
readiness of various departments and agencies, the Counter-terrorism Branch has shown 
that it can swing into action rapidly.* 


* It had a real-life occasion to do so soon after the end of the fiscal year under review when a Mon- 
treal-New York bus was hijacked and driven to Parliament Hill. At this stage, dealing with the 
hijacking was essentially a police operation. But, for example, it was through CSIS contacts that 
the identity of the hijacker was determined before the incident came to its peaceful end. 
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In last year’s Annual Report, we mentioned the targeting of a Latin American group 
whose contribution to conflict abroad, we said, had dwindled to the point of insignificance. 
The scope of this investigation has been reduced. 


There has been progress in another area we went into. Instructions have gone out to field 
investigators making it clear that they may stay in regular touch with people in ethnic 
communities that include some groups that resort to political violence related to disputes 
in their homelands. This is in line with a recommendation we made. We are satisfied with 
guidelines that have been written into the Operational Manual for such community rela- 
tions. Guidelines are necessary because of the chilling effect that CSIS operations can 
have on legitimate political activities in ethnic groups. 


While it is not, of course, possible to go into details here, the Service also seems to have 
had some success in significantly reducing meddling in ethnic communities by foreign 
agents over the past year. We also noted in our special report last year on the counter-ter- 
rorism program that the agents of some governments are known to give CSIS inaccurate 
information designed to make the Service do things that are useful to them. CSIS is aware 
of this and we found that it had done a good job in separating fact from fiction. 


The Service has been considering splitting the research and briefing functions within the 
Counter-terrorism Branch. This was our recommendation and we encourage it to proceed. 
We had concerns that research was being short-changed as the unit met frequent and 
urgent demands to prepare briefings. A separate research unit will be better able to focus 
on consolidating operational intelligence and thus determining patterns and trends in glo- 
bal terms so the Branch is ready for new threats. 


One rising threat seen by some commentators is “narco-terrorism”’ or trade in illicit drugs 
to support political violence. While this is a major problem in some places, notably some 
Latin American countries, CSIS believes that narco-terrorism is not significant in Canada 
at this time. The RCMP agrees. CSIS believes that Canada’s drug trade is run by crimi- 
nals of the traditional sort, motivated by their own greed rather than service to a political 
cause; there may be isolated instances of individuals who mix terrorism with drug dealing, 
but they are small-timers, operating on their own account. 


Air India and Narita 


After very careful consideration, we decided in December, 1988, that we could and should 
undertake an inquiry into CSIS actions or lack of action before and after the Air India 
and Narita disasters in June, 1985, both involving flights originating in Canada. While the 
RCMP is responsible for the investigations, questions have been raised about whether 
CSIS could have done more to prevent these disasters and whether it has been sufficiently 
helpful in the police investigation afterwards. We believed that a carefully limited but 
thorough inquiry would be most useful and would not affect either the judicial process or 
the police investigation that is still underway. 


Early in 1989 we drew up terms of reference with care, recognizing that a false step might 
prejudice Canada’s ability to bring any culprits to justice. We asked the Director of CSIS 
for comment on the terms of reference and he offered his full cooperation. 


19 


Since any inquiry would require the cooperation of other agencies, the Chairman also con- 
sulted with the Deputy Solicitor General and the Deputy Attorney General of Canada. 
Strongly supported by the Commissioner of the RCMP, they took the position that any 
inquiry at this critical time, even one as precisely focused as we planned, could hinder the 
police investigation and could also hinder the course of justice. With some reluctance, we 
accepted the request of the Deputy Attorney General that we not proceed with our inquiry 
at this time.* 


However, we advised him that we would continue to require CSIS to provide us with 
updates on the investigation, and we reserved the right to commence the inquiry at any 
time. We have assurances that CSIS is now keeping tapes of tapped conversations that 
could be relevant, to permit a thorough inquiry when the time is right. 


CSIS and Native Peoples 


The Service made inquiries across Canada in 1988-89 about the potential for foreign influ- 
ence and violence among native peoples. The inquiries were based on a rash of statements 
by native leaders suggesting that there could be violence if there were no accommodation 
to native demands. The inquiries were completed in March, 1989, and CSIS provided the 
Government with its assessment. 


We have been asked about interviews in which the Service sought information relating to 
protests by the Innu people of Labrador against low-level training flights by NATO air- 
craft over the land they occupy. As a result, we are going into this in some depth. This pro- 
cess is continuing as we complete work on this Annual Report. We will report our findings 
and conclusions to the Solicitor General when our inquiries are completed, with recom- 
mendations for public release if appropriate. 


Counter-subversion \ 


CSIS has continued to narrow its focus on individuals and groups originally targeted 
under the counter-subversion program. A statistical study we carried out in 1988-89 
showed a dramatic decline in the number of targets and in the use of intrusive powers and 
human sources. 


When the counter-subversion program was disbanded, some of its targeted individuals and 
groups were reassigned to the Counter-terrorism Branch, some to the Counter-intelligence 
Branch and some to the Analysis and Production Branch. Most targets were simply 
dropped. 


The use of intrusive techniques under Federal Court warrants is significantly reduced. 
There are no ministerial authorizations for the use of intrusive techniques to investigate 


* The text of the relevant correspondence between the Chairman of SIRC and the Deputy Attorney 
General can be found in the Minutes of Proceedings and Evidence of the Standing Committee of 
the House of Commons on Justice and Solicitor General, Issue 3 (May 30, 1989), pages 3:8 and 
329. 
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solely on the basis of the definition of a threat to the security of Canada found in para- 
graph 2(d) of the CSIS Act. 


Considerable work is being done to weed the files, both paper and electronic, removing 
information that is not strictly required. All material that falls outside the CSIS mandate 
or was of no intelligence value is being segregated so as not to be available for normal 
operational purposes. The residue has been set aside pending consultations with the 
National Archives on whether it should be destroyed or kept under lock and key for future 
historical research. 


Cleaning the Files 


CSIS is making progress towards ensuring that its files conform with section 12 of the Act, 
which sets out its basic mandate to collect and retain information, and with section 2’s 
definition of threats to the security of Canada. This has been necessary because CSIS 
inherited so many files from the RCMP Security Service, which was not under the same 
statutory restrictions. 


Files are being assessed by a special unit within the Records Branch in consultation with 
operational branches. From March 15, 1988, to March 31, 1989, more than 115,000 files 
were destroyed and a further 3,508 were packed for transfer to the National Archives as 
soon as the room where they will be stored has been made secure. All files on individuals 
and groups in the labour movement have either been destroyed or, because of their histori- 
cal interest, packed for the Archives. 


Access to another 57,473 files has been restricted while they await review. These include 
files opened under the disbanded counter-subversion program that have not already been 
either destroyed or packed for the Archives. They can be consulted only with the approval 
of the Deputy Director General, Records. 


Corresponding material in the computerized information system has been placed in a sepa- 
rate data bank pending review by a special unit within the records branch. Material still 
under review can be consulted by intelligence officers only if they have a valid operational 
reason and the approval of the Deputy Director General, Records. 


When Intelligence Officers want to use restricted information, it is reviewed on a priority 
basis. Material that meets the requirements of the CS/S Act is restored to the general fil- 
ing system or data banks for use. Material that does not is deleted. 


4. COUNTER-INTELLIGENCE OPERATIONS 


On February 9, 1989, Stephen Ratkai was sentenced by the Supreme Court of Newfound- 
land to nine years in prison for violating the Official Secrets Act in gathering classified 
information for Soviet interests on the U.S. Navy base at Argentia. It was a reminder to 
Canadians that espionage within our borders is a real and continuing threat. 


No fewer than two dozen states are known or suspected by CSIS to be engaged in activi- 
ties prejudicial to national or allied interests and security, in or against Canada. In some 
cases, they want secrets relating directly to defence and other national interests. Stephen 
Ratkai, for example, offered a substantial amount of money for information that would 
allow the Soviet Union to develop countermeasures against the Canadian and allied sys- 
tems for tracking the movement of foreign submarines. 


A second kind of threat involves attempts by foreign countries—some of them widely per- 
ceived as friendly—to turn policy and events in Canada to their own purposes. For exam- 
ple, some countries covertly use “disinformation” and other means in hopes of building 
support for policies that serve their interests rather than Canada’s. Some ethnic communi- 
ties are the targets of foreign agents who want to undermine enemies of the regime in the 
homelands. 


Meeting the threats of espionage or sabotage and of covert foreign influence that misuses 
Canada’s free and democratic political system is the task of the Counter-intelligence (CI) 
Branch of CSIS. 


Counter-intelligence in Canada is older than Confederation. Over the years, its targets 
have included Fenians, radical labour and communist groups that preached revolution, 
Nazis and Fascists. Since the end of the Second World War the principal—but not the 
only—interest has been the intelligence activities of the Soviet Union and its friends. 


This is an area where Canada has had a good reputation in the global intelligence commu- 
nity. In his best-selling Spycatcher,* for example, Peter Wright credits Canada with 
innovating “many of the ideas which later played a major role in British and American 
thinking, such as computerized logging of the movements of Russian diplomats in the 
West”. 


During 1988-89, we completed three studies relating to the CI program at CSIS. One on 
CSIS investigations in the peace movement is reviewed in Chapter 5 of this Annual Report 
and one on the protection of scientific and technological secrets in Chapter 6. 


The present chapter reports on a study we made of the CI Branch generally. A full report 
is going to the Solicitor General for his information and whatever action he deems appro- 
priate. Because the full report contains a great deal of classified information, the review in 
this chapter is necessarily limited. However, we feel it is important to raise the curtain of 
secrecy wherever and as much as we can. 


* Spycatcher, by Peter Wright (Stoddart Publishing Co. Ltd., Toronto, 1987). 


Our Study 


Our study followed two parallel lines. We undertook, first, an audit of the use of investiga- 
tive powers, using an increasingly structured and standardized approach to answer the 
question, “Is anyone being investigated illegally or unreasonably or unnecessarily?” The 
second line was an evaluation of investigations, aimed at answering the question, “Is 
Canada well protected?” 


The ultimate measuring stick is the CSJS Act. At the heart of the Service’s mandate is 
section 12, which directs it to collect information, to the extent strictly necessary, on 
threats to the security of Canada, to analyse and retain such information, and to report to 
and advise the Government. Adherence to ministerial direction and the CSIS Operational 
Manual are also tests we apply. 


Threats to the security of Canada are defined in section 2 of the Act. The CI Branch deals 
with threats defined in two paragraphs of this section. Paragraph 2(a) covers espionage 
and sabotage. This is quite straightforward; it is impossible to imagine any argument that 
espionage and sabotage can be tolerated. 


Paragraph 2(b) deals with foreign influence, and it presents a more difficult picture. 
Under paragraph 2(b), an activity threatens the security of Canada if it meets all four of 
the following conditions: it is foreign influenced; it is detrimental to the interests of 
Canada; it is within or related to Canada; and it is clandestine or deceptive or involves a 
threat to any person. We believe that paragraph 2(b) should be revised to narrow the poss- 
ibility that investigations spread into purely lawful advocacy, protest or dissent, which are 
specifically excluded in section 2 from the Service’s purview. In Appendix A of this annual 
report we propose an amendment and set out the rationale for it. 


Sea 1g \ 
In the course of our study, we conducted in-depth examinations of some specific cases 


chosen at random, seeing how they unfolded at every step. Our purpose is partly to under- 
stand how CSIS operates and partly to serve as a spot check for any illegal activities by 
the Service or any unnecessary or unreasonable use of its powers. We also followed our 
usual practice of consulting with CSIS field investigators in the regions as well as with 
Headquarters officials. 


Targeting 


The targets of intrusive investigation by the CI Branch are mostly foreign nationals. Over- 
all about 16 per cent are Canadian citizens or landed immigrants. 


In a report two years ago, we said the counter-subversion branch had cast its net too 
widely and was investigating many Canadians without reference to the actual threat, if 
any, that they posed to national security. So we took an especially close look at targets 
investigated solely under the foreign influence mandate, which were inherited by the CI 
Branch when the counter-subversion branch was dismantled. We wanted to know what 
had happened to them. 
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We found that investigations in this area have been reined in drastically, both in numbers 
and in scope. However, some concerns emerged from our study of investigations in the 
peace movement, and they are discussed in the next chapter of this Annual Report. 


Another issue concerns information thresholds. We noted that CI targeting, even with ref- 
erence to espionage investigations, is often based on very little information. We recognize 
that this is unavoidable. For example, when a secret document is photocopied and then put 
back where it belongs, there is no visible evidence of loss. Furthermore, professional spies 
are trained to avoid detection, and it is not to be expected that they will make their illicit 
activities obvious. The use of known techniques to evade CSIS surveillants is not in itself a 
threat to the security of Canada. But it has to be presumed that a foreigner who uses these 
techniques has something to hide, and we acknowledge that it may be grounds for target- 


ing. 


While the evidence is often skimpy, we did not find any case where we felt there was no 
basis for targeting. We raised concerns, however, in one case. Here the initial targeting 
decision seemed correct to us. But a lengthy investigation has not turned up much infor- 
mation. 


This points to a basic issue in targeting. While espionage is a long-term activity, in which 
the cat may wait years before pouncing, CSIS controls on targeting procedures are 
designed for the short-term. Targeting decisions are reviewed annually and, if intrusive 
techniques are used, warrants must be renewed no less than once a year. Yet there may 
not be any payoff over a one-year period to make the need for renewal obvious. This could 
be a problem for the CI program if impossibly high standards were set for targeting in this 
area. 


But so far this has not happened. It was the contrary tendency we noted in some cases—an 
inclination to renew targeting over many years despite the failure to uncover any informa- 
tion clearly demonstrating a threat to the security of Canada. But, in accordance with its 
new targeting procedures, CSIS has recently stopped some investigations that fit this 
description. We encourage it to keep a critical eye on non-productive investigations. 


Another issue is the ability of field investigators to maintain contacts with people who are 
not themselves targets of investigation or sources of information about targets, keeping an 
ear open for tips or hints of significant developments. There was some concern that tighter 
controls on targeting, instituted in 1987-88 in line with recommendations we made, limited 
such community relations. What we say on page 19 of this Annual Report, with reference 
to the same concern in counter-terrorism, applies here as well. Field investigators should 
have considerable freedom to maintain community relations and we note that this freedom 
is being provided. At the same time, we are pleased that precise guidelines have been 
established because of the chill that attention from CSIS can put on legitimate political 
activities. 


Investigations 
The open literature on counter-intelligence describes two types of operations. One can be 


called passive. Human and technical surveillance is mounted to determine the source and 
nature of threats. Vulnerable assets are also identified and personnel in government and 
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sensitive industries are alerted to potential threats. The second type of operations can be 
labelled active. It involves taking steps to neutralize threats. 


CSIS is directly engaged in passive operations through the collection, retention and anal- 
ysis of information, as provided for by section 12 of the Act. But the Act does not provide a 
mandate for active operations. Responsibility for neutralizing threats falls on the Govern- 
ment, which can take such steps as laying charges, refusing visas and expelling diplomats 
who have engaged in spying or illicit interference in Canadian affairs. CSIS does have a 
mandate under section 12 to give information to the Government and advise it. 


The CI program includes the identification and surveillance of suspected foreign agents, to 
build files that can ultimately be used by the Government to take appropriate action, vet- 
ting visa applications by visitors, and providing security briefings. 


We found that CSIS takes a methodical and logical approach to collecting information 
and assessing it. Following recent reforms, Headquarters maintains very tight control over 
the use of intrusive powers. A review of warrant applications, prompted by the Atwal case, 
turned up a large number of errors in applications originating in the CI Branch and else- 
where. Although CSIS notified the Federal Court of these errors, the Court took no 
action. While the granting of warrants is a matter for the Court, we believe that none of 
the errors alone was significant enough to bring into question the need for the warrant. 


We examined changes that have taken place in the Human Sources Branch and were 
impressed on the whole by a new approach that stresses the principles to be followed 
rather than detailed rules. We believe that sound general principles, well understood by 
both sources and their handlers, are a stronger bulwark against unnecessary and unreason- 
able investigation than step-by-step rules are. In general we feel that sources are well 
managed. ) 


Headquarters also exercises a moderating role with respect to some of the analyses devel- 
oped by regional offices. The study reinforced our view that it is of vital importance for 
Headquarters to have experienced officers providing analysis to their counterparts in 
regional offices. This capability is critical if limited resources are to be focused on the tar- 
gets who most merit attention. 


Generally speaking, we have few complaints about the procedures CSIS uses to identify 
individuals suspected of working for foreign intelligence agencies. A key program in this 
area is the collation of reports that Canadian officials abroad make on their contacts with 
officials of specified foreign governments and the analysis of reports on the debriefing of 
Canadian officials on their return home. As a result of CSIS initiatives, cooperation by the 
Department of External Affairs and the Department of National Defence in this area 
seems to have improved dramatically over the past year. 


Historically, prime targets for all security intelligence agencies are “illegals’—foreign 
agents who enter the target country with false documentation and try to melt into the gen- 
eral population, posing as ordinary people. The recent CSIS decision to reorganize the 
functions of its resources in this area should improve its efficiency. 
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We have some concern about the influence that allies may have in the CI Branch’s activi- 
ties. With little ability to collect foreign intelligence on its own, CSIS has no alternative 
but to look to other agencies. This underscores the importance of having a first-class 
analytical capacity to help the Service separate the wheat from the chaff. We dealt with 
this issue in last year’s Annual Report and return to it in Appendix A. 


We also see a need for the reconstitution of an operational research unit within the CI 
Branch. The Counter-terrorism Branch has such a unit in operation and so did the Cl 
Branch at one time. While the analysts now working in the CI Branch have their atten- 
tions unavoidably—and properly—glued to particular investigations and sets of investiga- 
tions, a research unit could use information culled from all the case histories, covert 
human sources and defectors, public documentation (‘open sources”) and other intelli- 
gence agencies to pinpoint unsuspected problems and emerging threats. 


A research unit may be even more important in the CI Branch than in the Counter-terror- 
ism Branch, because hostile intelligence agencies are generally more sophisticated than 
terrorist groups, using more advanced technology and having greater resources of all 
kinds. A research unit would also be a pool of experienced professionals who could step 
outside the high pressure environment of particular investigations in order to obtain an 
overview—a centre for building up and maintaining the collective experience within the 
Branch. Our secret report to the Solicitor General elaborates on this issue. 


CSIS can and does cooperate with allied intelligence services, sometimes in Canada and 
sometimes abroad. Such operations are not common and each one requires written author- 
ization by the Solicitor General. 


Our examination of these operations centred on whether Canada retained control over all 
activities within its borders, whether the mandate of section 12 was respected and whether 
there was a benefit to Canada. In the case of activities abroad, we were also concerned 
that they not be perceived as offensive information gathering by Canada. While we 
flagged some concerns, we found that the Service stayed within its statutory mandate and 
was generally successful in meeting the policy goals cited above. 


CSIS has been instrumental in helping a small number of defectors and political refugees 
who have sought asylum in Canada. To a large extent, the success of such operations 
depends on the cooperation of police and other agencies of government, federal and provin- 
cial. We have been informed of two cases in which police did not consult with CSIS at an 
appropriate moment in such operations. While the Service has already taken steps to make 
itself known to police across the country, we urge it to continue these efforts until every 
responsible police desk understands CSIS’ role. 


Conclusion 


At the outset of this chapter, we posed two questions. In answer to the first, we found that, 
with the reservations discussed in Chapter 5, we have few quarrels with the choice of tar- 
gets for CI Branch investigations. As was to be expected, the overwhelming majority of 
targets under intrusive investigation are foreign nationals. 


27 


In answer to the second question, we believe that the CI Branch proceeds in a methodical, 
logical way to protect national security. However, we believe that the Government and 
senior CSIS management, after focusing strongly on the counter-terrorism program for 
the past few years, should give more attention to the policy and resource requirements of 
the CI program. 


We see a number of areas where additional resources might be put to good use. Without 
going into a long list, we believe, for example, that the program for identifying hostile 
agents through contact reports by Canadians abroad and debriefing may merit more 
attention as evidence mounts that approaches are increasing in third countries—that is, 
countries other than Canada and the homelands of the agents. Further resources could 
also be used in the development of new investigative tools and computer capacity. 
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5. CSIS AND THE PEACE MOVEMENT 


In early 1989, as promised in last year’s Annual Report and in Part III of the estimates, 
we completed an investigation into CSIS activities associated with the peace movement in 
Canada.* A classified report containing our detailed observations, conclusions and recom- 
mendations is being sent to the Solicitor General and the Director of CSIS. This chapter 
sets out our thinking on the subject and provides as much information as can be made pub- 
lic on the substance of the report. 


Our Study 


Because we are limited in what we can say publicly, it is perhaps important to say some- 
thing about our methodology so that readers can assess our thoroughness. 


We conducted an extensive study of the activities of both CSIS and the predecessor Secu- 
rity Service of the RCMP in relation to the peace movement. We adopted this approach so 
as to put current CSIS activities in perspective. Naturally we have focused on what CSIS 
is doing now. 


Our research included meetings with officials at CSIS Headquarters and key regional 
offices, and we reviewed relevant CSIS reports for an understanding of the kind of infor- 
mation the Service provides to its consumers. However, we relied principally on a review of 
scores of operational files (some running to dozens of folders) while focusing on a detailed 
review of five organizations and ten individuals active in the peace movement. 


Throughout the investigation, the questions we sought to answer were: 


e to what extent, if any, has the Canadian peace movement been monitored by CSIS; 
and 


e if there were monitoring activities, were or are these activities justified under the 
CSIS Act? 


Our concern extends beyond the strict legality of CSIS operations. In accordance with sec- 
tion 40 of the Act, we also have a duty to determine whether the Service makes “‘unreason- 
able or unnecessary” use of its legal powers. 


This is an important distinction. Because the risk of investigation as a security threat can 
discourage Canadians from using their constitutional right to speak out on sensitive issues, 
CSIS must be prudent as well as strictly lawful in its choice and investigation of targets. It 
should act only where there is a clear and manifest threat to the security of Canada. The 
“strictly necessary” provision of section 12 reinforces section 40 in making this clear. 


* The basic research was conducted for us by Jacques J.M. Shore, a lawyer with the Montreal law 
firm of Heenan Blaikie, who was our Director of Research until June, 1987. He was assisted by 
two members of our staff. 
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Peace—The Context 


International peace is a goal that everyone can accept unreservedly. But, despite that 
apparent unanimity, the range of opinions about what constitutes “peace” and how it can 
be attained or preserved is greater than on almost any other issue. 


Most nations assert that their military strength is necessary to preserve peace. Yet one 
nation’s strength is often seen as a threat to its neighbours and competitors. It is also true 
that a nation’s military weakness has often precipitated war or has, at least, been perceived 
as the cause of war. Every country, therefore, tries to match or exceed the strength of its 
neighbours, leading to an arms race somewhere in the world in every generation since 
records were kept, all in the name of peace. 


Avowals of peaceful intentions by militarily powerful states are treated with suspicion 
because history provides innumerable examples of nations that advocate peace but build 
threatening military machines and then attempt to subjugate their neighbours, and of 
nations whose verbal devotion to the cause of peace is unassailable but which constantly 
attempt to weaken or undermine the strength of others. 


Within the living memory of many Canadians is the Neville Chamberlain declamation 
“Peace in our times”, ceding the Sudetenland to the Third Reich and emboldening Hitler 
in his quest for European domination. One can only question the intelligence made avail- 
able to that British Prime Minister prior to his meeting. 


Peace is not, therefore, a simple concept. It is a complex idea that raises many questions. 
Peace with whom? On what terms? With what degree of assurance? With what guaran- 
tees of security? For how long? 


) 
It has always been a function of national security intelligence agencies together with other 
intelligence agencies to assist in answering those very questions. 


During the more than forty years since the end of the Second World War, much of the 
industrialized world has been divided into two armed camps. The situation can be evoked 
in a few well-known phrases—iron curtain, cold war, McCarthyism, Berlin Wall, Prague 
Spring .... Through a succession of thaws and chills, the cold war has been a central real- 
ity of world affairs. 


Perhaps the Soviet Union’s fear of being attacked a third time this century was underesti- 
mated, and so to some extent the Kremlin’s motivation was misunderstood, but the reality 
that had to be faced by the West was that of a powerful military machine at the service of 
an expansionist ideology. When the Warsaw Pact or the Kremlin spoke of peace, the West 
was suspicious because of military intervention in places like Czechoslovakia, Hungary 
and Afghanistan. 


Many people began to fear for the future of civilization and even of the human race unless 
the hostility could be ended and the arms race wound down. A powerful peace movement 
arose in the West long before society’s leaders in either East or West changed the attitudes 
they had developed during the cold war. A tiny public movement for peace grew in the 
East Bloc too, but was either suppressed or taken over by government. 
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The new and infinitely larger peace movements in the democratic countries of the Western 
Alliance were widely suspected by the allied intelligence agencies, at least initially, of try- 
ing to weaken the NATO Alliance and, thus, of acting wittingly or unwittingly as the ally 
of the militarily threatening Communist Bloc. It was also observed that some of these 
peace organizations became favourite haunts for active senior members of the Communist 
Party of the country in which the peace movement was active. 


The motivation of the Security Service of the RCMP was perhaps made unique among the 
allied services by the ““Gouzenko Affair”. In 1945 a Soviet cypher clerk, Igor Gouzenko, 
defected in Ottawa and revealed an elaborate spy ring implicating a number of Canadians, 
including civil servants and a member of Parliament, in the passing of secret information 
to the Russians. 


The Taschereau-Kellock Royal Commission was charged with conducting a full enquiry 
and its recommendations in 1946 zeroed in on the failure of the Canadian public adminis- 
tration to keep its secrets and the need to improve the security system. A major recom- 
mendation was to tighten the security clearance process to prevent “access to sensitive gov- 
ernment posts by persons likely to commit the type of acts mentioned in this report”. It is 
evident that the targets of this new policy were to be primarily communists, and their 
fronts. 


It was in this atmosphere that the Security Service of the RCMP, together with police and 
security intelligence agencies in every member country of the NATO alliance, started to 
accumulate files on foreign influence within their respective peace movements. Western 
intelligence agencies worked together very closely on this issue. 


Very soon after we started our investigation we saw that monitoring of the peace move- 
ment fell into two distinct phases with a major turning point coming in 1988. 


Until 1988 


We found that, prior to 1984, the Security Service of the RCMP, by targeting peace 
groups, had collected an enormous amount of information and opened a very large number 
of files on groups and individuals connected with the peace movement. Essentially, any 
contact whatsoever with members of the Communist Party of Canada, provincial Commu- 
nist Parties, Soviet officials or any one of the array of organizations labelled as “Soviet 
fronts”’* brought a group or individual under suspicion of “subversive” activity, and infor- 
mation was collected on them. The result was that very many of the files on ordinary 
Canadians arose as a consequence of their belonging to a peace organization which the 
Security Service of the RCMP believed had been infiltrated by members of the Canadian 
Communist Party. 


* A front group is defined as “an outwardly independent organization whose promotion of idealistic, 
humanitarian and non-partisan political issues serves to obscure its covert objective of promoting 
public support for policies and initiatives of the organization or foreign power by which it is con- 
trolled”. Membership in a front group should not, however, be construed as knowledge of, agree- 
ment with, support of or adherence to the organization’s covert objectives. 
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Although much of what was done then could be illegal now or, at the very least, “unrea- 
sonable or unnecessary” under the CSIS Act today, this activity was within the law at the 
time. 


In order to collect such a great volume of information, the Security Service had many 
methods, but the most productive was the use of a large number of human sources within 
the peace movement. Though the avowed aim was always to monitor the activities of 
known Communists or Communist sympathizers (a very elastic term), the practical result 
was the accumulation of thousands of files on Canadians and groups of Canadians from all 
walks of life whose only common denominator was a link with the peace movement. Many 
of them simply wished to end the arms race or, at least, to prevent nuclear war. 


Once this accumulation of information was underway, the process continued. Almost no 
evaluation or assessment was made of the information collected. Volumes of information 
were accumulated on Canadians whose motives did not seem to be suspect even to the 
Security Service itself. Apart from all other considerations, much of this activity was a 
clear waste of the RCMP’s, and the nation’s, resources. 


The data became part of the large Security Service data base on counter-subversion. It 
was utilized whenever the Service prepared analyses relating to Soviet activity in Canada 
and security clearance assessments. Unfortunately that data base contained information 
on individuals who were of absolutely no security interest. Often, the analysis conducted 
was aimed more at justifying the continuation of surveillance of the peace groups than at 
providing meaningful intelligence. On the rare occasions when an evaluation of what was 
going on occurred, it was superficial and, in effect, a rationalization designed to justify 


continued activity along the same lines. 
) 


In 1984 the CSJS Act came into force, and these files were inherited by CSIS. They 
became part of the Service’s “counter-subversion” holdings. CSIS reviewed all counter- 
subversion targets in an attempt to ensure that no groups or individuals continued to be 
targets unless they came within the specific provisions of the Act. But, it concluded that 
nearly all of the RCMP Security Service’s targets fitted within what it saw as its mandate 
under the new Act. 


Once again, the justification for collecting information remained the suspicion of foreign 
influence exerted either by Communists, Communist sympathizers or the many domestic 
or international groups identified by the Service or allied agencies, rightly or wrongly, as 
Soviet fronts. For nearly all targets, most of the information continued to come from 
human sources. 


The only clear difference between the activities of the RCMP Security Service before 
July, 1984, and the CSIS approach under the new law was a diminution in the amount of 
material gathered. It is not evident that this was a conscious goal. It could have been due 
to the much increased emphasis on counter-terrorism and a consequent reduction in the 
resources available to the counter-subversion program. Whatever the reason, there was a 
welcome, if insufficient, reduction in the amount of information placed on files concerning 
the peace movement. 
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We have made our views clear before now, in our report on the counter-subversion pro- 
gram in CSIS, reviewed in our 1986-87 Annual Report. We pointed out that entire catego- 
ries of persons were targeted without reference to the actual threats, if any, that they per- 
sonally posed to the security of Canada. CSIS cast its counter-subversion net too widely, in 
our view. Insufficient account was taken of the harm that monitoring could do to the fun- 
damental values of personal freedom and privacy. 


A Change in 1988 


As a result of our study on the counter-subversion program and consistent with the correc- 
tive action designed by the Independent Advisory Team headed by Gordon Osbaldeston 
and specific directives given by the then Solicitor General, the Honourable James Kelle- 
her, significant changes were made early in 1988 in the approach CSIS took to files that 
had been under the Counter-subversion Branch, including peace movement files. 


The branch was disbanded. Active investigation of most of its targets ceased and a few 
were reassigned to other branches. Remaining targets in the peace movement, coming 
within paragraph 2(b) of the Act, are now the responsibility of the Counter-intelligence 
Branch. A great many investigative resources have been suspended or have been re- 
directed to other targets. Tens of thousands of files have been cleansed, destroyed or segre- 
gated. 


In early 1987, files held under the “‘counter-subversion” rubric numbered in the tens of 
thousands. About 2,400 were active at that time. Among them were files relating to the 
peace movement. By March, 1988, the number of active files was down to less than 100, of 
which fewer than half were in any way associated with the peace movement. 


The criteria for an approved investigation involving foreign interference in or manipulation 
of peace groups or individuals have become infinitely more rigorous. The new rules require 
CSIS to look at targets associated with the peace movement through a keyhole rather than 
through the door that used to be wide open. 


We believe that CSIS has made substantial and praiseworthy progress, albeit tardily, 
towards limiting its investigative activities to those which are clearly supportable under the 
mandate laid down by the CSIS Act. CSIS asserts that it is now attempting to limit its 
investigative activities to those persons who are Soviet conduits and who conduct covert 
activities within Canada on behalf of Moscow or who are witting agents of the Communist 
Party of the Soviet Union, carrying out Soviet policy initiatives in Canada. 


At the direction of the Solicitor General, two explanatory telexes were sent by the Director 
to all CSIS regions in May and September of 1988 to clarify the essential elements of this 
much more limited approach. It appears that CSIS management is now making a deter- 
mined effort to act reasonably as well as to stay strictly within the limits of the Act. We 
have no criticism on that score. 


Yet we still have concerns about the practical results obtained from even the present, more 
limited, program. Our concern is that even though CSIS now looks through a keyhole 
rather than through an open door, it is still looking into the same room and in that room 
there are many Canadians who are not “Moscow dupes”. 
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This unavoidable fact of life is compounded by the attitudes of some CSIS investigators 
who have expressed to us concerns relating to the disappearance of the Counter-subversion 
Branch. They maintain that the new, much more restrictive, guidelines preclude them 
from collecting information which they still sincerely believe pertains to threats to the 
security of Canada. In particular, many CSIS officers believe that the new guidelines 
could deprive them of the data bank that until now has been used in investigations of secu- 
rity clearances. 


This attitude stems in large part from a reluctance to change past practices in place since 
the Taschereau-Kellock Commission recommendations in 1946, but it is also a product of 
the lack of precision in the definition of a threat to the security of Canada found in para- 
graph 2(b) of the CSIS Act, which we address in Appendix A of the present annual report. 
This is the paragraph that is the basis for CSIS targeting in the peace movement. As we 
say in Appendix A, paragraph 2(b) is worded imprecisely. But it is also true that neither 
the Government nor the Service itself have yet made the intellectual effort necessary to 
clearly define exactly what this paragraph allows CSIS to do or forbids it from doing. 


Many investigators still honestly believe that espousing the views of the Soviet Union, par- 
ticularly if it is done in an apparently covert way, is automatically detrimental to 
Canadian interests and, therefore, targetable. It is by no means self-evident that every 
policy position taken by the Soviet Union, if adopted, would be detrimental to the interests 
of Canada. Some Soviet policies, obviously, would be detrimental to Canada. Others, 
equally obviously, would not. 


In the view of these investigators, however, anything that can be construed as reflecting 
Communist influence is, in itself, dangerous to the security of Canada. They believe that, 
depending on the shifting goals of Soviet foreign policy, Communists slip in and out of 
alliances with democratic movements. Even when these alliances appear least threatening, 
these investigators are convinced that they are only manoeuvres designed to further the 
goals of their Soviet masters. 


It is plain that more effort should be devoted to clarifying the meaning of paragraph 2(b) 
or to amending it if targets are to be limited to those which most Canadians could accept 
as being entirely reasonable. We make such recommendations in Appendix A. 


We are concerned that this mindset on the part of some CSIS investigators may have been 
reflected in CSIS reports and evaluations which have been sent to other federal agencies. 


In our 1987-88 Annual Report and in Chapter 3 of this report we dealt with the need for 
CSIS to improve its analysis and evaluation capability so as to deal with information in a 
well informed and intellectually rigorous manner. This requirement certainly applies in 
particular to its past and current reports on the peace movement. Through the Solicitor 
General we have urged that an internal CSIS review of current reports on peace groups 
take place with an objective appraisal of their continuing validity. 


Our study raised another issue that has implications reaching beyond the peace movement 
to embrace the whole CSIS program. Despite the massive reduction in the number of 
authorized targets (active files) since March, 1988, information is still collected on 
Canadians who come into contact by accident or design with approved targets. This cannot 
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be avoided. Information on these Canadians is no longer put on files bearing their names. 
No files may now be opened by CSIS unless the subject of the file is designated as a target 
under the new stringent guidelines. 


In the paper world of yesterday this would be sufficient. But in the electronic world of 
today, information gathered on Canadians in the process of investigating approved targets 
can be extracted from computer data banks at the touch of a few keys. In effect, the mod- 
ern electronic world allows for the instant retrieval of a complete set of references to per- 
sons who are not, and who never were, targets. Although CSIS has some safeguards built 
into the system, this situation causes us serious concern. 


We do not suggest that all this information should be erased from computer files. It is, 
after all, important to know whom a foreign agent, or a person acting on behalf of a for- 
eign power, is contacting, how often, and why. However, we believe that the Solicitor Gen- 
eral should direct CSIS to have its experts develop proposals for programming its com- 
puter system to exclude any possibility of information on non-targets being recovered from 
electronic files except under two specific conditions: 


e when the person concerned becomes a target pursuant to the provisions of the CS/S 
Act; or 


e when the person requires a security clearance from the government of Canada and, 
therefore, signs a consent form authorizing CSIS to conduct a full security assess- 
ment. 


In all other circumstances, information gathered on non-targets should be unconditionally 
unobtainable by any person. These rules apply to information in the FBI’s computer sys- 
tem in the United States. It should be possible to do the same thing in Canada. 


Conclusions and Recommendations 


Our inquiry has revealed that the Security Service of the RCMP cast far too wide a net 
with far too small a mesh in an attempt to catch “subversives”, including members of the 
peace movement. It collected a great deal of information with little evaluation or analysis. 
Because its aim was vague and unfocused, enomous amounts of irrelevant information was 
accumulated on Canadians. 


CSIS, in 1984, made a superficial and ineffective attempt to bring its procedures into line 
with the CSIS Act. At that time, it clearly did not succeed. 


Finally, beginning in late 1987, all this started to change. Thousands of files were cleansed 
or destroyed, human sources were discontinued and the number of approved targets was 
drastically reduced to fewer than a tenth of the previous number. 


But the process needs refinement. It is still true, and will always be unavoidably true, that 
some information on innocent Canadians will be collected during investigations of 
approved targets, no matter how few and how rigorously selected. We recommend that 
special, absolutely watertight, procedures be instituted by CSIS, upon the direction of the 
Solicitor General, to keep this information from being used except in the particular cir- 
cumstances described earlier. 
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We also recommend that a special effort be made by the Government to clearly define 
what constitutes a “threat to the security of Canada” in the context of the peace move- 
ment. Clear guidelines should be provided to CSIS as soon as possible. 


36 


6. SCIENCE AND TECHNOLOGY 


One of CSIS’ responsibilities is to provide intelligence on clandestine, illegal transfers of 
goods and information to other countries. To the extent that such transfers are carried out 
by foreign intelligence officers, they can constitute “espionage” under section 2 of the 
CSIS Act. 


Our interest as a Committee in the protection of scientific and technological assets is 
rooted in our ongoing oversight responsibilities. But it quickly became apparent in our 
inquiries that CSIS could not be assessed in isolation; it is only one of many agencies 
involved, so we inevitably had to delve into its relationships with other parts of the security 
intelligence community. 


Canada is among the world’s most technologically advanced nations. Spending over $7 bil- 
lion a year on research and development, we have and use state-of-the-art technology in 
such areas as information processing, food production, the generation and transmission of 
power, transportation and the development of natural resources. We also benefit from the 
latest technology developed in friendly countries, notably the United States. 


We share our know-how widely. Articles written by Canadian scientists on their latest dis- 
coveries are read worldwide. Canadian companies carry out remote sensing projects that 
help third-world countries exploit their mineral wealth. Canada exchanges students and 
researchers with many countries. 


At the same time, we need to protect key scientific and technological secrets from the 
agents of foreign countries and from “technobandits”—freebooters, some of them 
Canadian, who are prepared to smuggle restricted goods out of the country for a quick 
buck. 


In our inquiries we reviewed the system for safeguarding scientific and technological assets 
in Canada, relying primarily on structured interviews with federal officials involved in this 
area. We met with people from the Privy Council Office, Revenue Canada (Customs), the 
Department of External Affairs, the Royal Canadian Mounted Police, the Department of 
National Defence and Supply and Services Canada as well as with CSIS officials. 


A Crowded Field 


One of the first discoveries of the inquiry was that there is no central apparatus charged 
with all aspects of safeguarding Canada’s scientific and technological assets, including 
both the enforcement and the intelligence production functions. What boundaries there 
are seem to be defined by the departments and agencies involved and COCOM (the Coor- 
dinating Committee for Multilateral Export Controls), described below. 


Departments in this area function largely through coordinating committees of senior 
managers—the Intelligence Advisory Committee (IAC), chaired by the Deputy Clerk, 
Security and Intelligence, and Counsel (PCO), and the Security Advisory Committee 
(SAC) chaired by the Deputy Solicitor General. 


Science and technology matters, like all others considered by the IAC, are first discussed 
by one of its several sub-committees. These sub-committees, known as Specialized Assess- 
ment Review Groups, are divided according to geographic region and thematic concerns. 
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One of them is devoted to S&T matters, producing reports written and considered by 
experts from the concerned departments. 


The Canadian government “system” for protecting assets is limited to three components: 
e Export control. 
e The Visitors Panel and visa restrictions. 


¢ Protection of classified facilities. 
To some degree, CSIS activities support all three components of this system. 


Two basic functions have been identified in the area of science and technology security. 
There is enforcement, which is largely the domain of Revenue Canada (Customs), the 
Department of External Affairs and the RCMP. They are responsible for physical protec- 
tion and investigation. 


The second function is intelligence production—estimating the threat to which science and 
technology assets are subjected so as to allow the appropriate government agencies to iden- 
tify the goods, knowledge and installations that need protection and so as to assist in the 
detection of illicit efforts to acquire Canadian secrets. Not only CSIS but almost every 
government agency with an interest in science and technology gathers information and 
produces intelligence that could be relevant. 


The System 


COCOM is the Coordinating Committee for Multilateral Export Controls, which brings 
together 16 nations* to limit exports of sensitive goods to certain countries. Canadian 
exports are regulated under the Export and Import Permits Act, administered by the 
Department of External Affairs. Revenue Canada (Customs) monitors exports. The 
RCMP and Customs investigate suspected offences. 


Exchanges of students and researchers is one way that scientific and technological infor- 
mation crosses international boundaries. Nearly 3,000 students, scientists and delegates 
came to Canada in the first eight months of 1986 from the Soviet Union and East Bloc 
nations alone. The Visitors Panel is a committee of deputy ministers whose secretariat vets 
invitations from government and government-funded bodies to communist bloc students 
and scientists. The Panel itself is largely inactive. 


As for the protection of classified installations, Supply and Services Canada, as well as the 
Department of National Defence and its Communications Security Establishment, work 
with industries that carry out classified contracts on behalf of the federal government, set- 
ting the security standards that must be met. 


* Members are Belgium, Canada, Denmark, France, West Germany, Greece, Italy, Japan, the 
Netherlands, Norway, Portugal, Spain, Turkey, Luxembourg, the United Kingdom and the 
United States. 
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CSIS Operations 


CSIS plays a role in all the activities we have described. It is a member of the Canadian 
delegation to COCOM and, with the RCMP and others, it contributes to the data base 
that Customs uses to monitor exports of sensitive goods. CSIS is advised through Employ- 
ment and Immigration Canada’s visa vetting system as well as by the secretariat of the 
Visitors Panel when students and researchers from some communist countries apply to 
come to Canada. It does security checks on employees of private sector firms carrying out 
secret work for the government. 


But its principal activity in this area is to monitor the activities of foreign intelligence offi- 
cers. Its mandate derives from the definition of “espionage” as a threat to the security of 
Canada (paragraph 2(a) of the CSIS Act). 


The Threat 


No one doubts that strenuous efforts are being made by some countries to close the tech- 
nological gap, military and non-military, between themselves and countries of the Western 
alliance. Instances are known in which foreign intelligence officers have approached 
researchers at facilities where secret work was being done in Canada, and where pressure 
has been put on immigrants by the authorities in their countries of origin to obtain 
restricted technical manuals, where attempts have been made to smuggle restricted goods 
out of the country. 


The United States itself, not Canada, is seen as the major target of foreign intelligence 
agencies that want secret American technology. However, Canada may become a more 
attractive target as the result of major defence projects such as the Canadian Patrol Fri- 
gate project. Then, too, there is Canadian participation in American high tech projects 
such as the space station program for which Canada is to provide the mobile servicing sys- 
tem. 


We saw in our study that the government has access to a great deal of the information that 
it needs to safeguard the nation’s scientific and technological secrets. For example, CSIS 
has records of every Level II and Level III (formerly known as SECRET or TOP SECRET) 
security clearance in industry, which allows it to identify installations where SECRET and 
TOP SECRET work is being done on a federal contract—or, to put it another way, prime 
espionage targets. 


Recommendations 


For security reasons, we will not comment publicly on our assessment of the present 
arrangements for safeguarding Canadian science and technology. This is a high-stakes 
area where any information is more helpful to foreign governments than it is to Canadians. 
However, we betray no secrets when we say that the present system can be improved. In 
April, 1989, we provided a report to the Solicitor General under section 54 of the CS/S 
Act. In the report, we recommended mechanisms for greater coordination over S&T 
related investigations within the Service, and among participating agencies. We further 
recommended that CSIS seek from the government a mandate to assign a higher priority 
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to protection of S&T assets, and if necessary, seek additional resources. Lastly, we sug- 
gested that the government strengthen “intelligence analysis, research and policy develop- 
ment” in this area, perhaps by the creation of an organizational entity dedicated solely to 
these tasks. 
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7. INSIDE CSIS 


The foregoing chapters have dealt with operations. In this chapter we turn to the Service’s 
internal affairs. 


Recruitment 


After graduating just one class of new Intelligence Officers (IOs) from its Academy in 
1988, CSIS made plans for three classes in 1989-90. This is a welcome sign that the Ser- 
vice is now fully committed to the idea that it is not enough to get IOs “off the shelf”, as it 
once seemed to want to do, by recruiting from police forces. 


The credentials of the 1988 recruits and those chosen during the year under review for the 
first class of 1989-90 are impressive. Twenty-one of the 25 hold postgraduate degrees. 
Among their disciplines are law, political science, business administration, international 
affairs, philosophy, geography and modern languages. Six know at least one language 
besides French and English. Ranging in age up to 38, with an average of 30 in 1988 and 
28 in the first class of 1989-90, some of the recruits have, as well, valuable experience of 
life that will enhance their contribution to the Service. 


We are also pleased that room is being made at the Academy for “conversions” —that is, 
people entering the IO category from other jobs within CSIS. Knowing this door to 
advancement is open is a plus for staff morale. 


That being said, we continue to stress the Service’s need to recruit from the widest possible 
public. Relying on unsolicited applications leaves out many talented people who have per- 
haps never thought of a career in security intelligence. We are pleased that the Service 
now searches the Public Service Commission’s professional inventory as well as its own 
“in-basket” for potential recruits. CSIS is planning newspaper advertising. We urge that it 
also join other government agencies and the corporations in sending recruiters to the uni- 
versity campuses. 


Equitable Representation 


In recruitment among groups that have long been underrepresented in the security intelli- 
gence community, the picture is mixed. With respect to people whose first official lan- 
guage is French, Table 2 shows that the Service continues to move in the right direction. 


However, the trend is not so clearly encouraging with respect to women. We applauded 
last year when we learned that the 1988 class was half men, half women. In the first class 
of 1989-90, not quite a third are women. The Service’s stated objective is to have equal or 
greater representation of women in each class, so we will be watching trends in this area. 


Because of the well-known difficulties in assembling relevant statistics, we do not know 
how many Intelligence Officers are from native and “ethnic” communities. CSIS assures 
us that “recent initiatives have placed emphasis on the identification of candidates repre- 
sentative of the Canadian mosaic”. In this it has our full support because of our belief that 
CSIS must be representative of the country in order to do its job effectively and sensi- 
tively. 
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Table 2. Composition of Classes at the CSIS Academy 


Sex First Official Language Source* 
Year Male Female English French | Conversion Outside 


1986 50 17 58 9 14 53 
23 4 17 10 7 20 

4 8 6 6 3 9 

Na TO 4 6 7 2 11 


1987 
1988 

* “Conversion” refers to recruitment of Intelligence Officers from other positions within CSIS 
while “outside” refers to recruitment of newcomers to the Service. 


1989" 


** Statistics reported here are for the first of three classes planned in 1989-90; the other two classes 
remained to be selected at the time of writing. 


a ee ee i ee 
Source: CSIS 


EDR SN PRE I I EIRE I EC 


Bilingualism 


The composition of the 1988 class and the first class of 1989 at the Academy shows 
encouraging evidence of a commitment to official bilingualism. All in these classes are 
bilingual at the B or C levels. None are unilingual or at the basic A level in their second 
official language. 


Looking at official languages programs as a whole, we are pleased with the strides that 
CSIS has made. There are still weaknesses, of course. For example, as noted by the Com- 
missioner of Official Languages in his latest annual report,* a spate of early retirements 
brought the proportion of managers whose first official language is French down to 18 per 
cent in 1988 from 23 per cent. 


But—and the Commissioner recognizes this in his report—progress is continuing. The 
number of employees taking language training doubled from 1987 to 1988, reaching a 
level of 430. The percentage of bilingual investigators in the Ottawa Region rose to 42 per 
cent in 1988 from 33 per cent in 1987. A plan has been adopted to give the Ottawa Region 
office the capacity to operate fully in both languages within three years. 


* From Act to Action: Annual Report 1988, the Commissioner of Official Languages (Ottawa, 
1989), page 132. 
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It is a hopeful sign that the Commissioner received only 11 complaints against the Service 
in 1988—a very sharp drop from the 63 recorded in 1987 and the hundreds that sparked 
our own special study of official languages matters in the Service in 1986-87. 


Staff Relations 


We noted some positive moves towards better staff relations in 1988-89. One was the 
launch of an employee newsletter. In addition, wide circulation was given within the Ser- 
vice to a comprehensive Human Resources Management Plan. Both these developments 
are in the spirit of recommendations we made in Closing the Gaps, our special report on 
official languages and staff relations, issued in 1987. Since problems in staff relations are 
never entirely resolved we will continue to monitor problems as they are brought to our 
attention. 


Polygraph Testing 


Over the years, the Service’s use of the polygraph in screening its own personnel has nar- 
rowed. By 1986-87, employees already on staff were no longer tested, even voluntarily. 
Then the “lifestyle” questions were dropped, so new applicants for Intelligence Officer 
positions are now tested only on “loyalty”. 


But the polygraph is still a long way from where we would like to see it—on the scrap 
heap. After continuing reviews of the available literature, we continue to oppose the use of 
polygraph testing as a tool in security screening, essentially because we do not think the 
acknowledged one-in-10 error rate is acceptable in light of the damage a negative result 
can do to individual reputations and careers. 


We note that Prime Minister Thatcher announced on December 8, 1988, that the United 
Kingdom would not use the polygraph in security screening. She cited a study commis- 
sioned by her Government, which found “that the polygraph is probably incapable of 
achieving a high level of accuracy and reliability when used for screening purposes and, 
moreover, that individuals trained in the use of countermeasures would have a good 
chance of escaping detection”. 


Here in Canada, 1988-89 was a year of much activity but little action in government-wide 
consideration of the polygraph issue. Polygraph policy was discussed repeatedly but no 
final decisions were reached. It is now in the hands of the Security Advisory Committee 
(SAC), a subcommittee of the Interdepartmental Committee on Security and Intelligence. 
SAC has given a working group a mandate to draft standards covering who should be 
tested and how and what protections should be provided for individual rights. 


Meanwhile, it has been agreed at the highest level of officials that the CSIS polygraph 
program should continue as a pilot project. This is the same language that was being used 
two years ago; we were told then that the polygraph program was a “pilot project”. In the 
absence of any terms of reference for an objective study and of a methodology for evaluat- 
ing results, our conclusion then was that CSIS was just trying to disguise its usual pro- 
gram by dressing it up in a lab coat. This time there are some signs that the Service 
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intends to collect and evaluate data in a serious way. Preliminary steps have been taken to 
engage an outside consultant to make a report in the next year. The use of are independent 
consultant could help reassure skeptics that the study is thorough and objective. 


We stand by the recommendation we first made in our 1985-86 Annual Report and have 
repeated ever since: “that the use of polygraph examinations for employment and security 
clearance screening stop, at least until a thorough and objective study has been carried out 
and the Solicitor General and the Government have been able to reach conclusions about 
whether the use of such methods is compatible with the values of a free and democratic 
society”. 


Accommodations 


With the move of the Montreal Region office at the end of 1988-89 into more efficient 
quarters of its own, separate from the RCMP’s, the next priority is construction of a 
proper Headquarters building in Ottawa. Five years after the Service was created, Head- 
quarters are still scattered over a number of buildings in Ottawa, adding to the difficulties 
that any large and complex organization faces at the best of times with internal communi- 
cations. We are informed that a site has been chosen, architects selected and funds com- 
mitted. We encourage the Government to proceed as quickly as possible with a good func- 


tional building. 
2 


Public Relations 


We believe that CSIS deserves the respect of Canadians for the important work that it 
does. We have commented often on the difficult public relations problem that CSIS faces, 
unable for national security reasons to say much about its successes and faced with an 
array of critics, both official critics like ourselves and unofficial ones, at every sign of a 
problem. 


So we are glad to see that the Director of CSIS is accepting a higher profile, meeting with 
the editorial boards of major newspapers and making some public appearances. We believe 
that the better CSIS is known, the more it will gain the respect that it needs to help it 
recruit the best and to secure the cooperation of Canadians in its important work. 
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8. COMPLAINTS 


The last six chapters have dealt with our oversight role. Our other role is the investigation 
and hearing of complaints, and we now turn to it. Complaints can be broken down into two 
categories. First there are complaints about the denial of security clearances. This covers 
federal government employment and contracts under section 42 of the CSIS Act, immi- 
gration under sections 39 and 81 of the Immigration Act, 1976, and citizenship applica- 
tions under section 19 of the Citizenship Act. Second, there are complaints that anyone 
can make under section 41 of the CSIS Act “with respect to any act or thing done by the 
Service” except those that can be dealt with under the staff grievance procedure. 


In Chart 1 (page 48) we briefly sketch the process for section 41 complaints and in Chart 
2 (page 49) the process for complaints about security clearances. There are a few signifi- 
cant differences. We always hold formal hearings on complaints. about security clearances, 
but hearings are often dispensed with in section 41 complaints—when the facts emerge 
clearly from interviews with the people involved and the relevant documents. In addition, 
complainants cannot come to us under section 41 until they have taken up the matter with 
the Director of the Service. 


The question of whether departments have the power to reject a SIRC recommendation on 
a security clearance under section 42 is still before the Federal Court of Appeal, in the 
Thomson case. Our view is that the CSJS Act should be amended to make SIRC recom- 
mendations binding. We also believe that where substantive rights are at stake, SIRC 
recommendations on section 41 complaints should be subject to judicial review by the Fed- 
eral Court of Appeal. Both these points are discussed in Appendix A. 


Complaints in 1988-89 


We took in 55 new complaints in 1988-89, up from 38 in the previous year. While the 
number of citizenship and immigration reports fell to zero from one and two respectively 
in 1987-88, complaints under section 41 rose sharply to 44 from 34 and complaints about 
security clearances jumped to 11 from one in 1987-88. 


The Department of National Defence accounts for nine of the new complaints about clear- 
ances. A large proportion of the new complaints under section 41 are about delays—six to 
12 months in many cases and sometimes more—in immigration and citizenship proceed- 
ings. We can say that CSIS is not generally responsible for these delays. The Service’s role 
in vetting citizenship applications is minimal in any case. Nor have we found unreasonable 
delays by CSIS in security checks on people coming into Canada although, as we note in 
Chapter 3 above, when checks with foreign services are required the Service is unable to 
control the timing. 


We closed 44 cases in 1988-89. There were formal, written decisions in 14, and case histo- 
ries can be found in Appendix D. In 30 cases there was no need for formal investigation 
and hearing because the issues raised were clearly beyond our jurisdiction or the complai- 
nants had not provided a strong enough factual base for us to conduct a full investigation. 
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Table 3. The Complaints Record, 1988-1989* 


New Carried Closed Carried 
complaints over from in over to 
1987-88 1988-89 


Security clearances 
CSIS 
DND 
Citizenship 
Immigration 
Section 41 


* This table covers the period to the end of June, 1989 


CSIS Presentations 


In security clearance cases, CSIS presentations at our hearings were far better in 1988-89 
than ever before. The Service is involving its Legal Branch much more in the preparation 
of evidence and argument, so we are hearing fewer guesses and assumptions and more 
hard facts and logic. 


We have also found it easier to come to agreements with CSIS on the amount of informa- 
tion that can be released to complainants. Our policy, based on sections 46 and 48 of the 
CSIS Act, is to let complainants know as much as possible about the evidence so they can 
attempt to meet the cases against them, but at the same time to protect national security. 
In past annual reports we have complained that CSIS was excessively secretive. We can- 
not, of course, promise that the Committee will never make the same complaint again. But 
we want to record that in 1988-89, at least, we have no occasion to. 


Defence Department Clearances 


Hearings during 1988-89 renewed concerns we have expressed before about the way the 
Department of National Defence (DND) carries out security clearance investigations and 
responds to complaints brought to us when clearances are denied. 


DND is sometimes still too prone to act on unsubstantiated statements and half-truths. 
The facts uncovered in clearance investigations are often cast in the worst possible light. In 
one case, when a complainant asked a sergeant what he could do to improve the report on 
his security clearance, it was assumed that a bribe was being offered. We think this was a 
far-fetched inference. 
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Furthermore, the Department does not seem to recognize that people mature. Many young 
men and women find in the Forces a sturdy framework for well-ordered lives and produc- 
tive careers. It seems unreasonable in these cases when they are denied security clearances 
because of youthful indiscretions that they have left behind. An example can be found in 
the case summaries in Appendix D (number 4). 


It is a commonplace in the military that “the welfare of the rank and file comes first”, but 
this was not always apparent at our hearings. It is dismaying to see a young member of the 
Forces at one of our hearings, unable to afford counsel, matching wits with the best that 
the Forces’ legal and security machine can muster. 


We have been urging since 1986 that departments ensure that their employees have appro- 
priate assistance at our hearings. DND has taken no action, and we again urge it to act on 
our suggestion. Denial of a security clearance has most of the implications of conviction by 
a court martial in terms of future prospects. For this reason, we believe that the Judge 
Advocate should assign an officer to assist the complainant, just as must happen at courts 
martial. 


Chart 1: Complaints Process under Section 41 of the CSIS Act 


| an individual makes 
a complaint to the 
Director of CSIS 


the Chairman 
determines 
whether SIRC 
complains has legal 
to SIRC jurisdiction 


ES 


if SIRC has 
jurisdiction, the 
Chairman designates 
member(s) to preside 
over investigation 
and hearing 


SIRC staff 
begins 
fact-finding 
in relevant 
CSIS files 


the presiding 


| member(s) make 
a written 
1 recommendation 


legal and editorial 


as a whole 
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the recommendation 
SIRC is reviewed from a 


viewpoint by SIRC 


the individual 
is satisfied 
with the reply; 
no further action 


if SIRC 

does not 
1 have jurisdiction, 
no further action 


the presiding member(s) 
may or may not hold a 
formal hearing where 

the complainant & CSIS 
can present evidence 

and argument 


the recommendation 
is communicated to the 
Director of CSIS and 
the Solicitor General 
and an unclassified 


summary of the 
recommendation is 
provided to the 
complainant 


Chart 2: Process for Dealing With Complaints Respecting Security 


Clearances 


| CSIS* reports to 

a department on 
an application 

for clearance 


| the individual 
| complains to 


if SIRC has 
jurisdiction, the 
Chairman designates 
member(s) to preside 
over investigation 
and hearing 


the presiding 

SIRC member(s) 
make a written 

recommendation 


. the 
department 


makes a 
decision 


the Chairman determines 
whether SIRC has 
legal jurisdiction 


SIRC staff 
begins 

| fact-finding 

| in relevant 

CSIS files 


| the recommendation 
is reviewed from 
a legal and 
editorial 
viewpoint by SIRC 
as a whole 


| the individual 

concerned is 
advised of 
the decision 


| the individual 
accepts the 


decision; no 
further action 


if SIRC does not 
have jurisdiction, 
no further action 


pe 


CSIS and 
the complainant 
present evidence 

and argument 
at a formal 
SIRC hearing 


the recommendation 
is communicated to the 
department** and an 
unclassified summary 
of the recommendation 
is provided to the 
complainant 
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* Complaints about Department of National Defence and RCMP clearances follow essentially 


the same process. 


** As noted in the text, whether a SIRC recommendation can be rejected is being considered by 
the Federal Court of Appeal and we recommend that these recommendations be binding. 
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9. INSIDE SIRC 


This chapter reviews activities that fall outside our core mandate of oversight and the 
investigation and hearing of complaints. Some are routine—matters of internal adminis- 
tration. Others involve our responsibility, within the boundaries set by national security 
considerations, to give Parliament and the public a window on security intelligence in 
Canada and to foster informed debate of security intelligence issues. 


Reporting to Parliament 


We appeared before the Standing Committee of the House of Commons on Justice and 
Solicitor General on April 14, 1988, at the very beginning of the year under review, to 
answer questions on our Annual Report for 1986-87. 


Because of the autumn 1988 election campaign, our 1987-88 Annual Report was not 
tabled in Parliament until December 13, 1988 (although it was, of course, in the hands of 
the then Solicitor General by September 30, as required by the CSZS Act). Following the 
close of the 1988-89 fiscal year, we appeared before the Standing Committee on Justice 
and Solicitor General on May 30, 1989, to answer questions on our 1987-88 Annual 
Report and on our 1989-90 spending estimates. 


We also held meetings in May, 1989, with the chairman of that Committee and with oppo- 
sition party representatives on that Committee to discuss proposed arrangements for the 
five-year review of the Act. 


Outreach 


While Parliament is our principal audience, we address other publics as well. Through fre- 
quent contacts with the media and in speaking engagements, we try to make sure the 
CSIS Act and our role are well understood. Among speaking engagements: 


e Ronald G. Atkey, the Chairman, participated in the 1989 Cambridge Lectures, spon- 
sored by the Canadian Institute for Advanced Legal Studies, presenting a paper on 
the limitations that national security can place on freedom of expression. 


e Mr. Atkey was a panelist when Phillip Knightley, author of The Second Oldest 
Profession and other works on security intelligence, was the guest of the Habourfront 
Authors Series in Toronto in the spring of 1989. 


Jean Jacques Blais addressed the 1988 annual conference of the Canadian Associa- 
tion for Security and Intelligence Studies (CASIS) on “The Political Accountability 
of Intelligence Agencies—Canada”’. 


e Paule Gauthier addressed the 1988 Ditchley Foundation conference in England on 
“Oversight—the Canadian Experience”. Mr. Atkey also took part in the discussions 
at the Ditchley Foundation conference. 


e Saul M. Cherniack addressed the annual conference of the Canadian Rights and Lib- 
erties Federation in Regina on SIRC’s role. 
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Like many others, we were also preoccupied in 1988-89 with preparations for the five-year 
review of the Act, due to begin in the second half of 1989. A number of scholars and law- 
yers generously—we paid no fees—responded to our invitation to meet with us in a semi- 
nar to help us fine-tune our thinking. They are listed in Appendix E. We want to say pub- 
licly what we have already told them privately—that we are very grateful for their help. 


During 1988-89 we also made a commitment to help fund a CASIS conference in Septem- 
ber, 1989, on the five-year review process. 


The proceedings of a February, 1988, conference on “Advocacy, Protest and Dissent”— 


held at Queen’s University and sponsored jointly by us and the Office of the Inspector 
General—have now been published.* 


Administration 


Our 1988-89 budget is set out in Table 4. SS 


Table 4. SIRC Budget 1988-1989 


Personnel $640,000 
Salaries and wages $554,000 
Contributions to employee benefit plans $86,000 

Goods and services $657,000 
Professional and special services $503,000 
Other $154,000 


Total operating expenditures $1,297,000 
Capital expenditures $9,000 


TOTAL $1,306,000 


Source: 1989-90 Estimates, Part III, figure 5 
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Our staff numbered 13 in 1988-89. It is headed by the executive secretary who directs 
day-to-day operations. Other members of the staff were the research director, two research 
officers and a research assistant, a senior complaints officer, an executive assistant who 
supports both the research and complaints functions, an administration officer who is also 
registrar of our investigations and hearings and coordinates our responsibilities under the 
Access to Information Act and Privacy Act, a records officer, a records clerk and two 
secretaries. One secretarial position was vacant at year’s end. 


* Dissent and the State, C.E.S. Franks, ed. (Oxford University Press, 1989). 
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As the year came to a close, we were making plans for a reorganization of the research 
branch, with a senior research officer assigned to counter-intelligence operations and a 
senior research officer assigned to counter-terrorism operations, both reporting directly to 
the executive secretary. The staff directory in Appendix F reflects the new scheme. 
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APPENDIX A 


Amending the Act 


A special eight-member committee of the House of Commons under the chairmanship of 
Blaine Thacker, M.P., has now been established to review the CSIS Act and also the 
Security Offences Act. The mandate of this all-party committee is very comprehensive. 
Through our proposals for amendments and our appearance before the committee we hope 
to contribute to its deliberations. 


SIRC is Parliament’s “watchdog” committee. In this appendix* we specify those areas of 
the CSIS Act which we think could be improved. Some of our suggestions have already 
been mentioned in last year’s Annual Report. But this year we make specific recommenda- 
tions for Parliamentary consideration. 


Generally, we believe that the CSZS Act has worked quite well. Under its authority, the 
new security intelligence agency came into being in July, 1984. As we said in our 1987-88 
Annual Report, we continue to believe that the appropriate model for Canada is the fol- 
lowing: 


A civilian agency whose mandate is spelled out in law rather than by executive 
order, with clear political and judicial control, and with independent review. 


That is, of course, exactly what the CSIS Act was designed to create. The following 
suggestions are meant to improve the working of the Act, not to modify its basic design. 


The CSIS Mandate: “Threats to the Security of Canada” 


Everything in the CSIS Act turns on the definition of “threats to the security of Canada” 
contained in section 2. During our term, we have become concerned about the scope and 
the wording of this provision. 


Threats to the Security of Canada: paragraph 2(d) (Domestic Subversion) 


In testimony to the Justice and Solicitor General Committee on December 17, 1987, the 
Chairman of SIRC, Ronald G. Atkey, speaking on our behalf, stated that the so-called 
counter-subversion mandate in paragraph 2(d) of the CSIS Act applied “regardless of 
how unlikely [the activities in question] are to lead to violent revolution”. He added that 
“most of the investigations carried out by the [then] counter-subversion branch were 
authorized either because of the suspected involvement of hostile foreign intelligence ser- 
vices or because of a danger of politically motivated violence”. In urging that the Counter- 
subversion Branch be disbanded, he indicated that the problem was one of proportionality. 


With the closing of this branch, and the decision of the Solicitor General that active inves- 
tigations in the field of counter-subversion would require his personal authorization, we 
believe that it is now time to urge that this part of the mandate be reassessed. It is our con- 
clusion, in light of the evolving experience with paragraph 2(d), that it should now be 
repealed. Such a repeal would, of course, involve repeal of paragraph 21(5)(a), which 


* The substance of this appendix is reprinted from Amending the CSIS Act, the summary of pro- 
posals we prepared for use by the special committee and by others who intend to contribute to its 
work. We include it here for the convenience of readers of the Annual Report. 
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deals with paragraph 2(d) warrants, as a consequence. We realise that there can be a real 
threat to security posed in any democracy from domestic sources. But we believe that 
other parts of the mandate offer adequate protection to the security of Canada. 


Additionally: 


a) The present CS/JS Act already distinguishes between paragraph 2(d) and other 
aspects of the mandate in providing a maximum time period of 60 days for judicial 
warrants granted under authority of this provision (paragraph 21(5)(a)). Therefore, 
the Act already recognizes that activities under paragraph 2(d) require special restric- 
tions. 


b) In our 1986-87 Annual Report (page 36), we noted that in counter—subversion, 
groups are targeted most often under the criteria of undue foreign influence or politi- 
cally motivated violence. These fears are the concerns of other paragraphs in the sec- 
tion 2 mandate. 


c) In 1987, the Solicitor General announced that the Counter-subversion Branch 
would be disbanded and that any retained files were to be transferred to the opera- 
tional branches of the Service addressing the concerns noted in paragraph (5). 


d) We note that last year there were no groups that were subject to investigation 
solely under paragraph 2(d) (1987-88 Annual Report, page 13). 


e) The counter-subversion mandate has probably been criticized more than any other 
provision in the CSZS Act. 


1. We recommend, therefore, that paragraphs 2(d) and 21(5)(a) be repealed. 


Threats to the Security of Canada: paragraph 2(b) (Foreign Influenced Activities) 


Paragraph 2(b) of the CSIS Act defines the following threat to the security of Canada: 


foreign influenced activities within or relating to Canada that are detrimental to 
the interests of Canada and are clandestine or deceptive or involve a threat to 
any person. 


Before any activities fall within that definition, certain key characteristics must be present, 
four in Group A and four in Group B. They must be: 


Group A 
e foreign influenced; 
¢ within or relating to Canada; 
+ clandestine or deceptive; and 


e detrimental to the interests of Canada; or 


Group B 


¢ foreign influenced; 
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e within or relating to Canada; 
e detrimental to the interests of Canada; and 


e involve a threat to any person. 


These requirements are conjunctive: all of them in Group A or Group B must be met 
before the Service can get involved. A final requirement must also be met, although it is 
expressed in the negative. As with the threats defined in paragraphs 2(a), (c), and (d), the 
Service can get involved with any “foreign influenced activities” that include “lawful 
advocacy, protest, or dissent” only if they are carried on in conjunction with any of the 
activities referred to in paragraphs (a) to (d). The key requirements listed above that help 
define the mandate of the Service are most ambiguous. They are not found in other 
Canadian legislation, and their use in the ASJO Act of Australia has also given rise to con- 
siderable controversy. We have had a great deal of experience with the mandate presently 
contained in paragraph 2(b), and we have concluded that it should be revised. The key 
requirements will be addressed in order. 


Foreign Influenced. The phrase “foreign influenced” would cover foreign interest groups, 
political organizations, individuals, associations and corporations: any such groups or 
individuals are arguably “foreign” simply because they are not Canadian. The verb 
“influenced” was used rather than the narrower “directed” employed in the Cabinet 
Directive defining the mandate of the Security Service of the RCMP. 


Within or Relating to Canada. At present, whether the activities are actually carried on in 
Canada, are directed from Canada, or are conducted or directed outside Canada, they 
need only be said to be “related” to Canada for the Service to satisfy the second require- 
ment in paragraph 2(b). There are no criteria set out in the Act to help determine how 
much any particular activity must “relate” to Canada before CSIS can take jurisdiction. 
So long as there is some “reasonable connection” between the activity in question and 
Canada or its interests, this part of the requirement will be too easily met. 


Clandestine or Deceptive. The basic notion of this characteristic relates to secrecy, con- 
cealment or threat. The precise meaning of the term “clandestine” is uncertain. It may 
connote an element of underhandedness or male fides, but some dictionary definitions 
would support an interpretation that merely “secret” activities may be “clandestine”. To 
avoid any uncertainty, we propose that the term “clandestine” be repealed and replaced 
with a word like “surreptitious”, which more clearly connotes some element of under- 
handed behaviour. The meaning of “deceptive” is clear; it seems to connote dishonesty in 
the sense that the person who is deceiving knows what he is doing or saying is false or 
intends to mislead by such falsehood. Where a foreign power “surreptitiously” or “decep- 
tively” intrudes into Canadian national activities, the interference may be every bit as 
objectionable as espionage. The Service should be amply equipped to address this kind of 
interference in our national affairs. 


Detrimental to the Interests of Canada. The most problematic part of paragraph 2(b) is 
the phrase “detrimental to the interests of Canada”. It is not found in any other Canadian 
enactment. It is almost wholly subjective: no criteria are provided to offer any standard for 
determining what is “detrimental”. Although it is true that Canadian statutes routinely 
employ such phrases as “the national interest” or “the public interest”, such formulations 
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are deliberately used by Parliament when it wishes to confer maximum discretion upon 
some decision—maker. But this is hardly the kind of broad discretion that Parliament 
wished to grant to a security service which was required to maintain the principle of a 
“delicate balance” between the need to acquire information and an individual’s right to 
privacy. The recent national debate on the merits of the Free Trade Agreement illustrates 
that even well-intentioned, patriotic citizens can differ strongly on what is in “‘the interests 
of Canada”. We propose that the phrase “detrimental to the interests of Canada’ be 
defined in the Act. 


Involve a Threat to Any Person. There are fewer difficulties with this phrase, connoting as 
it does a genuine fear or apprehension of physical or psychological violence. Therefore, we 
propose only that the term “threat” be modified by an adjective like “serious”. This was 
the step taken by Parliament in response to similar concerns voiced in the-context of the 
mandate contained in paragraph 2(c), relating to politically motivated violence. 


2. We recommend that paragraph 2(b) of the CSIS Act be repealed and replaced by 
the following: 


“foreign directed activities within or directly relating to Canada that are surrep- 
titious or deceptive and that are detrimental to the interests of Canada or involve 
a serious threat to any person”. 


Although this formulation of paragraph 2(b) is narrower, we believe that it will provide an 
adequate mandate for the Service. There is no attempt to limit the mandate to interference 
by “unfriendly nations” only. Nor does this formulation require that the interference occur 
in Canada—activities occurring in our embassies abroad would be covered, for example, so 
long as they are “directly” related to Canada. There is an implicit recognition in the pro- 
posal that foreign states may act through ostensible business organizations; consequently, 
the mandate would not be limited to actions conducted by foreign governments. 


“Unvwitting” agents of influence, if such agents in fact exist, could not be targeted by the 
Service under this paragraph. However, foreigners who attempt to “direct” such interfer- 
ence would clearly be subject to CSIS scrutiny. The addition of the modifier ‘‘serious” to 
threat is designed to limit the definition while still recognizing that the threat could occur 
either in Canada or abroad (such as a threat to a relative in one’s homeland). 


We believe most emphatically that the phrase “lawful advocacy, protest or dissent” must 
continue to limit this aspect of the Service’s mandate as well as the entire definition of 
“threats to the security of Canada”. 


3. We also recommend that as precise a definition as possible of ‘detrimental to the 
interests of Canada” be included in the amended CSIS Act. 


Drafting legal definitions is an arcane art and so we will not attempt to suggest a precise 
definition of the phrase “detrimental to the interests of Canada”. We will, however, offer 
wording which could form the basis for discussion by individuals representing all points of 
view during the forthcoming Parliamentary hearings, as follows: 


“detrimental to the interests of Canada” means activities which are foreign directed, 
are surreptitious or deceptive, and are directed toward: 


a) diminishing the sovereignty or territorial integrity of Canada, 


EE  ————————— 
b) weakening Canada’s military defences, 
c) harming Canada’s international relations with any nation or organization, 
d) seriously endangering the lives, health or safety of Canadians, 


e) obtaining, illegally, or without proper authorization, any information or thing clas- 
sified in the national interest by the Government of Canada, or 


f) the bribery, coercion, or corruption of Canadians in respect of activities falling 
within paragraphs a), b), c), d) or e). 


Overcoming Isolation 


We note that the Independent Advisory Team which investigated the Service in 1987 (the 
Osbaldeston Committee) recommended that “the career paths of CSIS staff should pro- 
vide for movement within both the security intelligence community and the public service” 


(page 17). 


We believe that the Service’s Analysis and Production Branch in particular would profit 
considerably if public servants from elsewhere in government, academics, or others with 
special expertise, could work with it. CSIS officers engaged in analysis and assessment 
also benefit by their ability to work in related agencies of government or universities. 


Although we recognize that there would be a cost incurred in acquiring the extensive secu- 
rity clearances required by those who would rotate through the Service, we believe that the 
benefits would far outweigh the costs. CSIS believes that it already has the capacity to 
institute staff exchanges with the public service. 


4. However, for greater certainty, we recommend that the CSIS Act be amended 
specifically to provide for the rotations by public servants and others with special 
qualifications through CSIS, subject to provisions that would safeguard the identity 
of employees engaged in the covert operational activities of the Service. 


Grievance Procedures 


Under the CSIS Act, SIRC cannot deal with complaints that are subject to grievance 
procedures set out in the CSIS Act or the Public Service Staff Relations Act. The CSIS 
Act contemplates that grievances might be adjudicated by members of the Public Service 
Staff Relations Board (PSSRB). In some cases, for example those involving salary matters 
and the like, SIRC would have little interest or particular competence in a dispute before 
the PSSRB. However, in many other situations, SIRC might be vitally interested. For 
example, a grievance involving alleged insubordination could arise if a member of the Ser- 
vice were to disagree strongly with how the Service was complying with a ministerial 
direction in a sensitive area. 


5. Therefore, we recommend that CSIS be required to give timely notice to SIRC in 
advance of all grievance hearings that are conducted pursuant to subsection 8(3) of 
the CSIS Act. 
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SIRC should be entitled to be briefed in advance by the Service and to attend any griev- 
ance hearing. In this way, SIRC may better determine whether issues arising in a labour 
relations context merit independent investigation in the discharge of SIRC’s separate 
responsibilities. 


Warrants 


The CSIS Act does not give SIRC any specific authority with respect to warrants. How- 
ever, we have reported on warrants pursuant to our general duty to ensure that there is no 
“unreasonable or unnecessary use by the Service of any of its powers” (section 40) and our 
responsibility to “compile and analyze statistics on the operational activities of the 
Service” (subparagraph 38(a)(vii)). 


In testimony to the Justice and Solicitor General Committee on November 20, 1986, Mr. 
Atkey discussed the fact that there was less statistical information concerning warrants 
available under the CSZS Act than had been available under the Official Secrets Act. He 
indicated his belief that parliamentarians are entitled to more of such information. 
Another member of the Committee, Jean Jacques Blais, noted that since it was the role of 
the Committee to review warrant affidavits and their concordance with the materials upon 
which they were based, SIRC will be in a position, eventually, to give broad assurances to 
Canadians that the Act is being followed. In our three most recent Annual Reports (1985- 
86, page 18-19; 1986-87, page 11, and 1987-88, pages 19 and 59) we have expressed our 
concerns about this matter. 


Under the Official Secrets Act, generally, each warrant authorized only one covert tech- 
nique against only one target, whereas one warrant under the CSZS Act can authorize the 
use of many powers against many targets. We do not think that aggregate warrant statis- 
tics under the present legislation are very helpful. Serious concerns about Canadians’ 
privacy rights under the Canadian Charter of Rights and Freedoms prompt the following 
recommendation. 


6. We recommend that the Act be amended to provide specifically that SIRC have the 
responsibility to compile and analyze warrant statistics and that SIRC be required to 
publish annually statistics containing the number of Canadian citizens or landed 
immigrants who have been affected by surveillance powers granted to the Service 
under judicial warrants. 


We have often raised the issue of emergency warrants (1985-86 Annual Report, page 44; 
1986-87 Annual Report, page 12; 1987-88 Annual Report, page 57). The elaborate 
procedures for obtaining a warrant that are currently in place offer important safeguards. 
But we are concerned that it might take too long in an emergency to obtain a warrant if 
the regular procedures are followed. Under the Official Secrets Act, warrants could be 
obtained within about three hours. 


7. We recommend that section 21 of the CSIS Act be amended so as to permit the 
Director of the Service, with the agreement of the Solicitor General in each case, to 
issue a short-term, non-renewable warrant that would require an application to the 
Federal Court within 96 hours. There should also be the stipulation that SIRC must 
be notified within one week of the application. 


Still in the area of warrants, we have also raised the issue of solicitor-client communica- 
tions (1986-87 Annual Report, pages 19-20; 1987-88 Annual Report, page 58). Such 
communications are being protected by warrant conditions prohibiting interception of 
communications at the office or residence of the lawyer, or at any other place normally 
used by the lawyer to consult with clients. Furthermore, the interception of calls between a 
target and his or her lawyer are limited to calls that the Director or a regional director 
general have determined relate to the threat specified in the warrant. 


We are pleased that such conditions are routinely included in warrants, but would prefer 
that such safeguards be enshrined in legislation. The Criminal Code, for example, explic- 
itly protects solicitor-client communications. Of course, we recognize that terrorists or 
other groups whose activities constitute threats to the security of Canada may include law- 
yers in their number. Our concern is limited to communications with lawyers that fall 
clearly within the solicitor-client description. Our proposals would pertain solely to lawyers 
who are acting in their capacity as legal counsel. 


8. We recommend that a section be added to Part II of the CSZS Act to provide statu- 
tory protection to solicitor—client communications. 


9. Further, we recommend that another section be added to Part II of the CSIS Act 
listing warrant limitations that shall be considered by Federal Court judges. 


Devil’s Advocate (Amicus Curiae) 


Since 1987, a Department of Justice lawyer, responsible to the Deputy Solicitor General, 
has appeared at the Warrant Review Committee as “devil’s advocate”.* But this official is 
exercising a more limited mandate than we intended when we first proposed a devil’s advo- 
cate, in our 1986-87 Annual Report (page 9). 


At present, the devil’s advocate does no more than ensure that the information CSIS 
intends to cite in a warrant application is accurate. We had in mind, rather, someone who 
would challenge the need for a warrant at all—someone to make the case that the pro- 
posed target (who does not, of course, even know a warrant is being sought) might make. 


We are also concerned about the location of the devil’s advocate’s intervention in the pro- 
cess. Sitting on the Service’s internal Warrant Review Committee, the devil’s advocate can 
too easily be perceived as a mere token at best, an insider at worst. We believe that the 
devil’s advocate should appear before the Federal Court itself. 


Therefore, although the warrant application system seems to be working much better than 
before, we believe that considerations involving the appearance as well as the substance of 
natural justice prompt reform in this context. 


10. We recommend that Part II of the CSIS Act be amended to add a section requir- 
ing that a “devil’s advocate”, appointed by the Court, appear at each Federal Court 
hearing at which a judicial warrant is sought. 


* By devil’s advocate we mean an official appointed to argue a point of view, with which he or she 
may or may not personally agree, for the purpose of ensuring that all aspects of a matter are fully 
considered. 
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11. We further recommend that where possible this lawyer not be a government law- 
yer, but be drawn from a list of security-cleared outside counsel. 


For example, SIRC has a roster of such lawyers (see Appendix B of this Report). To avoid 
any conflicts of interest, these lawyers could be appointed in alphabetical order or on some 
other random basis. The total number of new warrants and renewed warrants each year 
has fallen significantly, so this practice would not appear to represent a serious drain on 
resources. 


Cabinet Decisions 


Our current inability to see Cabinet decisions that affect CSIS has proved to be a problem 
in one instance we know of. During 1988-89, we were refused access to the Service’s 
Multi-Year Operational Plan (MYOP) because it is prepared for submission to Treasury 
Board, a committee of Cabinet. In this instance, a compromise was reached: while the 
MYOP document itself was withheld, we were given the information it contains. 


We have received assurances from the Ministry of the Solicitor General that cabinet deci- 
sions will be re-written and passed to CSIS as ministerial direction, which we automati- 
cally receive pursuant to subsection 6(2) of the CS/S Act. However, we have no way of 
knowing whether this procedure is foolproof or whether future Solicitors General would 
agree to continue the practice. 


As we stated in our 1987-88 Annual Report, those of us who have been members of cabi- 
nets cannot understand why the statute would preclude the Committee from seeing cabinet 
decisions relating to CSIS operations. In our view, current arrangements create unneces- 
sary public suspicion. 


We recognize, of course, that we should not have access to records which would reveal the 
cabinet’s decision making process. However, cabinet decisions are the executive authority 
used by all departments and agencies to justify their activities. It is essential that SIRC 
have access to cabinet documents directed or related to CSIS if it is to be in a position to 
review CSIS’ performance of its duties and functions. Therefore, we believe that any cabi- 
net decisions in CSIS’ possession which relate to its duties, functions, or resources should 
be available to the Committee. Similarly, any memoranda to cabinet prepared by or about 
the Service should be available. Obviously, members of the Review Committee would be 
enjoined from revealing the content of confidences of cabinet to third parties; they are 
Privy Councillors and are bound by the same oath as are all past and present members of 
cabinet. 


12. We recommend that subsection 39(3) of the CSIS Act be repealed, thereby per- 
mitting the Security Intelligence Review Committee to have access to all information 
under the control of the Service, regardless of its source. 


Parliament might also consider amending subsection 31(2) so as to allow the Inspector 
General access to all information under the control of the Service, including confidences of 
cabinet. 
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Financial Review 


In the past, the Auditor General audited the Security Service of the RCMP and, since he 
has a responsibility to verify how all money derived from the Consolidated Revenue Fund 
is spent, he has a statutory duty to audit CSIS as well. His auditors all have the requisite 
degree of security clearance to do the job. Now that the recommendations of the Osbaldes- 
ton Committee have been implemented, we think that it would be timely for a system 
audit of the Service to be conducted. We think it highly desirable for the Committee to 
have an element of responsibility for such an audit, given its understanding of the opera- 
tional aspects of the Service’s mandate. 


Under section 38 of the CSJS Act, no specific authority is conferred upon SIRC to assess 
the Service’s financial performance; however, the Committee may “review generally the 
performance by the Service of its duties and functions”. The Committee believes that this 
power is technically sufficient to enable it to assess the Service’s financial management. 


13. Nevertheless, and out of an abundance of caution, we recommend that a sub- 
paragraph be added to section 38 of the Act to indicate clearly that the Security Intel- 
ligence Review Committee has the authority to undertake financial reviews of the 
Service in cooperation with the Auditor General. 


“Whistleblowers” 


Many governments have recently attempted to remove potential obstacles to public offi- 
cials who wish to expose activities that they think are wrong. There is a so—called “Whis- 
tleblowers’ Protection Act” in the United States (Civil Service Reform Act, 1978, 5 
U.S.C. s.7701 et seq.). Similar reform is proposed in Ontario, and protection for “whistle- 
blowers” is found in such recent federal legislation as the Canadian Environmental Pro- 
tection Act (s.58(4) of that Act, being S.C. 1988, c.22). As we noted in our 1987-88 
Annual Report (page 59), in the United Kingdom, a special official takes “leaks” from 
members of MI5, who are not required to identify themselves. 


Under the CSIS Act, there is no protection from disciplinary measures provided to 
employees of the Service who expose perceived wrongdoing to the Committee. Indeed, 
complainants must first make their concerns known to the Director, who may be precisely 
the person that the employee wishes to avoid. 


14. Accordingly, we recommend that the CSIS Act be amended by adding subsection 
(3) to section 41 to guarantee anonymity to CSIS employees who complain to SIRC, 
and to guarantee that if such complainants are eventually identified, they will not 
face any disciplinary measures solely by reason of making such complaints. 


Complaints Hearings 


Under the CSIS Act, SIRC hearings must be conducted in private. Under subsection 
48(2) of the Act, no one is entitled as of right to be present when representations are made 
to the Committee by any other person. In 1985, the Committee adopted quite elaborate 
rules of procedure in relation to the investigation of complaints made to it. Separate proce- 
dures have been prepared for complaints involving the denial of security clearances in 
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employment, and in immigration and citizenship matters. These procedures were adopted 
by the Committee pursuant to its right to do so under subsection 39(1) of the Act. The 
extensive procedural safeguards that the Committee has generated and distributed to the 
public are in marked contrast to the often abbreviated process that applies, for example, 
before a deputy head of a government institution reaches a decision to deny a security 
clearance. SIRC’s investigations typically are very extensive and the hearing that is often 
held usually resembles a formal adjudication held by an administrative tribunal exercising 
quasi-judicial powers. 


When public knowledge of evidence about to be adduced might be injurious to national 
security, perhaps because it would reveal sources or otherwise constitute a “threat to the 
security of Canada”, complainants and their counsel are excluded while the evidence is 
heard by the Committee. There have been several challenges initiated in the Federal Court 
questioning the Committee’s procedures in hearing complaints. So far, none of these chal- 
lenges has succeeded and SIRC’s rules of procedures and underlying practices have 
“passed muster” when measured against the Charter of Rights and Freedoms and the 
requirements of procedural fairness. Obviously, SIRC must abide by the outcome of any 
litigation that is not yet completed. 


In oral hearings, it is in the discretion of the member hearing the case to determine 
whether or not a party should be excluded while testimony is given by another party. 
SIRC has evolved a procedure by which the counsel and the excluded party (usually the 
complainant) are then brought back into the room and given the gist of the evidence, with- 
out disclosing the national security information. They are then allowed to ask questions, 
and, where possible, cross—examine, on the basis of this summary. 


We believe that the role now played by counsel to the Committee under our rules of proce- 
dure has proven to be quite fair and effective in this context. During complaint hearings 
when parties are excluded, Committee counsel is specifically instructed to ask Service wit- 
nesses the kinds of questions that one would expect the complainant’s counsel to ask and to 
cross—examine with equal vigour. The summary of evidence that is later provided to the 
excluded party is usually negotiated by counsel for CSIS and SIRC under the supervision 
of the presiding member. What flows to complainants and their counsel is sufficient infor- 
mation to enable them to be as fully informed as possible of the case against them. 


Only one problem has arisen with the present wording of the Act respecting investigations. 
Subsection 48(2) states: 


48(2) In the course of an investigation of a complaint under this Part by the Review 
Committee, the complainant, deputy head concerned and the Director shall be given 
an opportunity to make representations to the Review Committee, to present evidence 
and to be heard personally or by counsel, but no one is entitled as of right to be 
present during, to have access to or to comment on representations made to the 
Review Committee by any other person. 


It has been asserted that since the subsection can be read as denying access to “representa- 
tions” only, it does not deny access to the presentation of evidence or the personal appear- 
ance by any other person. Such an interpretation, if upheld by the courts, would make 
Committee investigations dealing with classified national security matters all but impos- 
sible. 
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We do not believe that this assertion is well-founded. However, it would be useful to re- 
word subsection 48(2) to clarify its intent. 


15. We recommend, therefore, that the words “evidence adduced, or statements 
made” be added to subsection 48(2) so that it provides: 


… but no one is entitled as of right to be present during, to have access to or to 
comment on representations made, evidence adduced, or statements made to the 
Review Committee by any other person. 


Security Clearances 


Without a security clearance, many employment opportunities—both in the public and 
private sectors—are effectively lost. The CSIS Act allows only some affected persons to 
complain to the Committee (s. 42). 


First, the person must have been denied employment, dismissed, demoted or transferred, 
or denied a promotion or a transfer in government or else be refused a contract to supply 
goods and services to government for the same reason. As we noted in our 1987-88 
Annual Report (page 56), the present wording means that when a person is fired or not 
hired by a contractor in order to remove an obstacle to doing business with government, he 
or she has no effective redress. In addition, where certain activities require the use of fed- 
eral facilities, such as airports, which are denied to individuals lacking a security clear- 
ance, some persons will be unemployable. They too have no right to complain to the Com- 
mittee. 


Second, the decision to deny a security clearance must be one taken by a “deputy head”. 


Third, the right to complain at all is predicated upon a denial. This term may be narrowly 
interpreted to mean that only an outright refusal will trigger the statutory right. What 
happens if the authorities delay unreasonably, but never get around to a formal denial? At 
present, the individual concerned can complain to the Review Committee pursuant to the 
procedures specified in section 41, but more protection against such delay may be needed 
in the Act. 


Fourth, the Act refers to a loss of employment opportunity “by reason only of the denial of 
a security clearance”. What happens if the employer can honestly say that there were 
other reasons, albeit very secondary ones? This particular point has been cited on at least 
two occasions in challenges to the Committee’s jurisdiction to investigate a complaint. 


We believe that the right to complain to the Review Committee should be available to 
anyone who is denied a security clearance. There should not be categories of Canadians or 
landed immigrants who do not have the right to complain to SIRC when they are denied a 
security clearance, while others have the right to a full investigation by the Committee. It 
is a fact of life in the modern world that the denial of a security clearance usually has an 
immediate effect on an individual’s employment; it always has a long term effect on the 
individual’s employment potential. 


In any event, above and beyond the serious effects on employment, no Canadian or landed 
immigrant should be put in the position of having his or her loyalty questioned to such an 
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extent that a security clearance is refused without having an automatic right to request an 
investigation by the Review Committee. 


Often, individuals are denied any level of security clearance, but in some circumstances 
individuals who require a TOP SECRET clearance for their employment are granted only a 
SECRET Or CONFIDENTIAL level of security clearance. This usually has the same effect on 
the individual’s employment as an outright denial of any level of security clearance would 
have had. 


The amendments we propose would provide the right to an investigation by the Review 
Committee to any Canadian or landed immigrant denied a security clearance at the level 
required. 


16. We recommend that subsections 42(1) and (2) be repealed and replaced by: 


“42(1) When a security clearance, required by the Government of Canada for an 
individual for any purpose, is denied or is granted at a lower level than that required 
or is downgraded to a lower level than that required, the deputy head or other person 
making that decision shall send, within ten days after the decision is made, a notice 
informing the individual of the denial of a security clearance at the required level, and 
of the individual’s right under this section to complain to the Security Intelligence 
Review Committee.” 


The remainder of section 42 would require minor consequential amendments. 


Effect of Committee Recommendations about Complaints 


At present, the Thomson case is again before the Federal Court of Canada. There is a 
disagreement between the Appeal and Trial Divisions of that Court as to whether the 
Committee’s recommendations on security clearances should be binding upon deputy 
heads. Regardless of the eventual outcome of this case, Parliament may wish to clarify its 
intent during the five-year review of the CSIS Act. 


We note that in Australia’s ASJO Act, the “findings” of the Security Appeals Tribunal 
must be treated as “superseding” the original security clearance (s. 61). 


We believe that it would in no way violate conventions of ministerial responsibility if Par- 
liament decided to empower the Security Intelligence Review Committee to make final 
determinations in those cases where it disagrees with a decision of a deputy head to deny a 
security clearance. Decisions that determine whether an individual may work in a chosen 
field directly affect the rights of individuals. To be vindicated before a neutral tribunal like 
SIRC, only to learn later that a security clearance has still been denied by a deputy head 
in his or her absolute discretion must be deeply disturbing. 


Finally, the new Government Security Policy (GSP) of June, 1986, specifies that the Secu- 
rity Intelligence Review Committee constitutes the redress procedure for all public ser- 
vants who are denied a security clearance. We believe that the clear implication of these 
arrangements is that SIRC has decision-making powers. 
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17. Therefore, we recommend that subsection 52(2) of the Act be amended to provide 
that Commitiee rulings in respect of security clearances are final and binding upon a 
deputy head. 


Access to Information and Privacy 


In the normal course of events, the powers of the Security Intelligence Review Committee 
will almost certainly overlap with the separate powers exercised by the Information Com- 
missioner or the Privacy Commissioner. This has already occurred with respect to the 
Privacy Commissioner. 


In investigating complaints under the Access to Information Act or the Privacy Act, either 
Commissioner may have entered into negotiations with the Service, perhaps with respect 
to the same records that the Committee wishes to inspect in the discharge of its separate 
statutory responsibilities. The Committee believes that access by either Commissioner 
should not be hampered because of a parallel SIRC investigation or vice versa. Each 
independent agency has its own statutory responsibility to discharge. Though we believe 
that the present wording of the Act amply provides for SIRC access under any and all cir- 
cumstances, some government authorities are not entirely convinced of this. 


18. Therefore, we recommend that Parliament consider the advisability of clarifying 
this issue by adding a paragraph to subsection 39(2) of the CSIS Act specifying that 
the Committee is entitled to have access to any information under the control of the 
Service, notwithstanding the existence of any investigations that may be undertaken 
by the Information Commissioner or Privacy Commissioner. 


The Canada Evidence Act—I 


In testimony to the Justice and Solicitor General Committee on November 20, 1986, the 
Chairman replied to a question regarding section 37 of the Canada Evidence Act. Under 
this section, a member of CSIS can curtail testimony in criminal trials. This practice has 
been much criticized and Mr. Atkey reported that “there is discomfort within the Service 
with the particular wording and operation of that section... I think this is a problem area” 
(page 2:16). He then suggested that this was a good topic for consideration during the par- 
liamentary review of the CSIS Act. He agreed that it was “a terribly awkward 
procedure... [and that there was] a potential for prejudice to the accused in a criminal 
trial”. However, SIRC fully appreciates why any security intelligence service would strug- 
gle to keep its sources and “tradecraft” secret. We agree that CSIS intelligence should 
only rarely be used as evidence in court proceedings. However, it must be recognized that 
there will be exceptions and procedures should be available to protect the national interest 
when that happens. 


In our 1986-87 Annual Report (page 25-26), we noted that in section 486 of the Criminal 
Code, the public may be excluded from courtrooms for various reasons that are listed. 
19. In that light, we recommend that section 486 of the Criminal Code be amended 


a) to add the phrase “threats to the security of Canada, as defined in section 2 of 
the CSIS Act” so that the judge would have the power to exclude the public from 
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portions of trials where national security matters might foreseeably be raised; 
and 


b) to allow a judge to exclude the defendant and counsel as well as the public 
when security matters were raised. 


The Canada Evidence Act—II 


Until the enactment of amendments to the Canada Evidence Act in the early eighties, the 
Solicitor General could sign a certificate to the effect that the disclosure of certain infor- 
mation would be injurious to national security. The minister’s certificate was final and 
completely unassailable before any court. 


Section 38 now provides a means by which the written or oral objections to evidence on 
national security grounds may be reviewed. The review may be carried out by the Chief 
Justice of the Federal Court or by a judge designated by him or her. In other words, the 
review of the evidence in question can only be carried out by one specified person or the 
nominee of that person, and the hearing must be carried out in camera and in the National 
Capital Region. 


This process was designed to enhance the rights of individuals involved in criminal cases 
before the courts. However, these rules have caused problems in certain situations arising 
after the Review Committee was created in July, 1984. 


Review Committee recommendations/decisions are sometimes challenged before the Fed- 
eral Court of Appeal under section 28 of the Federal Court Act. When this occurs, special 
direction must be obtained from the Court to protect national security documents which 
would normally be made public if the usual rules were followed. In addition, when the 
Department of Justice objects to the disclosure of national security information to the 
appellant, the Court must then await a ruling from a judge designated by the Chief Justice 
as to the validity of the “national security” objection. This ruling by the designated justice 
can be appealed to the Federal Court of Appeal, and Appeal Court justices can then 
examine the documents in question. Ironically, however, without an appeal in the face of a 
ruling in favour of the Crown by the designated judge, the Appeal Court cannot examine 
the documents. 


This complex process takes place as part of a procedure whose purpose is to review the 
Review Committee’s recommendation/decision following an investigation. Such an investi- 
gation by the Review Committee examines all documents, whatever their classification, 
and hears oral evidence regardless of its “national security” sensitivity. All classified evi- 
dence is withheld from the complainant during a Review Committee investigation. 


Since the Review Committee’s recommendation/decision is very often based, for the most 
part, on “national security” evidence, any court charged with reviewing the Review Com- 
mittee’s conclusions and procedures could only do so effectively if it also had access to all 
the evidence considered by the Review Committee. 


20. Accordingly, we recommend that the CSIS Act be amended to provide, in the 
event of judicial review, that the Federal Court of Appeal have exclusive jurisdiction 
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under s. 28 of the Federal Court Act, and be entitled to review any Review Commit- 
tee report rendered pursuant to section 42 or any report affecting the rights of an 
individual rendered pursuant to section 41, together with all relevant documents. 


21. We further recommend that special procedures be authorized either by statute or 
by regulations to enable Review Committee files and documents to be transferred to 
the Federal Court of Appeal without the nature of those documents being made pub- 
lic, and, where necessary, without even the existence or absence of such files being 
acknowledged. 


Acceptance of these recommendations would have the beneficial side-effect of eliminating 
any requirement for an individual to challenge a Review Committee ruling under section 
18 of the Federal Court Act. This procedure is unfair at present because the individual 
concerned usually knows very little indeed of the case made against him and has very little 
chance of being able to construct an adequate application for judicial review. The practical 
effect of the present procedure is to deprive most individuals who complain under section 
41 of the CSIS Act of the right to challenge a Review Committee report effectively. 


The Framework of Accountability 


After five years of experience, the Committee has formed strong opinions on whether the 
institutions now set out in the Act are effective and necessary. In our unique Canadian 
model, the Solicitor General, accountable to Parliament, is ultimately responsible for the 
Service. Under the Act, there is also a full-time “insider” in the Inspector General, who is 
“the Minister’s person” and assists him in carrying out his responsibility for CSIS. SIRC 
completes the picture. It is a part-time, tri-partisan committee, independent of the gov- 
ernment of the day. In our view, the combination of a tri-partisan group of part-time 
Privy Councillors found in SIRC has worked well. Consensus has usually been achieved 
and partisanship has been minimized. Another advantage is that as compared to the 
experience with oversight bodies elsewhere, “leaks” have not been a problem. 


22. We recommend that the CSIS Act retain the Security Intelligence Review Com- 
mittee with its present jurisdiction. 


The alternative, of course, is to provide for a standing committee of Parliament to oversee 
CSIS. There are two such committees in the Congress of the United States. In Australia, 
Parliamentarians were recently appointed to the Parliamentary Joint Committee on the 
Australian Security Intelligence Organization; however that Committee is somewhat lim- 
ited in gaining complete access to documents held by ASIO. Moreover, the McDonald 
Commission recommended a joint parliamentary oversight committee. Nevertheless, we 
think that the experiment with SIRC has proven successful and propose that the Commit- 
tee be retained in a revamped CSIS Act as the principal oversight body. In urging this 
continued role for SIRC, we would make a related recommendation. 


23. We recommend that the CSIS Act contain a provision requiring the Director of 
the Service to offer to consult regularly with the leaders of the major opposition par- 
ties represented in Parliament, in order to keep them informed on matters relating to 
security. 
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This kind of provision is found in the ASJO Act (s.21) and, to our knowledge, has worked 
well. It would strengthen the role of Parliament in the chain of accountability. 


Should SIRC be empowered to review the activities of all the other institutions that com- 
prise the Canadian intelligence community? In Appendix C of our 1987-88 Annual 
Report, we outlined the main constituents of Canada’s intelligence network. In testimony 
to the Justice and Solicitor General Committee on June 3, 1986, Mr. Atkey stated that 
“this was an issue that Parliament should address at some time” (page 21:25). Mr. Atkey 
did not discuss whether such expanded oversight duties should be conferred upon SIRC. 


Australian legislation provides for an independent oversight body for the entire Australian 
security intelligence community. The Office of the Inspector General of Intelligence and 
Security is responsible for “oversight and review of the compliance with the law by, and 
the propriety of particular activities of, Australian intelligence or security agencies” (The 
Inspector General of Intelligence and Security Act, 1986, section 4). This Office oversees 
the Australian counterparts to CSIS, the Communications Security Establishment, the 
Office of National Assessments, and the directorates of intelligence and security in the 
Department of National Defence, as well as ASIS, Australia’s counterpart to the CIA. 


In the United States, of course, the situation is similar to that in Australia: all intelligence 
agencies are subject to review and oversight by Congressional committees. 


The McDonald Commission recommended that the review body it proposed should cover 
all federal agencies engaged in the clandestine collection of intelligence, except for the 
RCMP. (Recently, the RCMP admitted to the formation of a National Security Investi- 
gation Section (NSIS). There seems to be no obvious reason why this organization should 
not also be subject to external review.) Its report suggested that unless the review body 
was given this broader jurisdiction, “it would be all too easy for a government to evade its 
scrutiny by de facto transfers of responsibilities from the security intelligence agency to 
some other organization which is not subject to its review” (McDonald Commission 
Report, Volume 2, page 885). 


We observe that there is still no review mechanism in place for the balance of the 
Canadian intelligence community apart from ministerial responsibility. Of course, if Par- 
liament were to accept our recommendation to establish an Intelligence Assessment Office 
(see page 72), all Canadian intelligence agencies would benefit from the resulting “quality 
control” which would be exercised by such a body. But such quality control would not be 
the equivalent of a system of review. We believe that it would be appropriate for Canada 
to follow the Australian and American practice by instituting, in line with the McDonald 
Commission’s recommendations, a system of review for all federal agencies engaged in the 
collection of intelligence. 


24. We recommend that Parliament consider enacting legislation to provide for the 
independent monitoring of other institutions within Canada’s intelligence network. 


We have no strong view as to whether this responsibility could be assumed by an expanded 
SIRC or some other independent body established for this purpose. 
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Intelligence: Balancing Supply and Demand 


Especially at a time when sound financial management is at the forefront of the public’s 
attention, Parliamentarians will be particularly interested in assessing the cost—effective- 
ness of the Service. As an intelligence agency, is CSIS gathering and analyzing informa- 
tion effectively and then transforming it into useful “intelligence”? SIRC defines “security 
intelligence” as “the collection, from both open and covert sources, and analysis of infor- 
mation which provides advance warning and advice about activities which may constitute 
a threat to the security of Canada”. 


There are two major categories of intelligence: security intelligence which can originate at 
home or abroad but which deals with threats to the security of Canada, and foreign intelli- 
gence which deals with information about other countries. The Service is the primary con- 
tributor of the former. 


A further useful distinction between different types of intelligence was made by the 
Independent Advisory Team that investigated the Service in 1987 (the Osbaldeston Com- 
mittee). Operational intelligence is “related to the investigation of particular activities 
considered threatening to the security of Canada”. It relies heavily (but not exclusively) on 
investigative techniques, is usually short-term and is produced for specific consumers or 
for a specific purpose. Strategic intelligence “relies more heavily on research using infor- 
mation from all sources, tends to be longer term and more global in scope and is produced 
for an interdepartmental audience or for the government as an entity”. It is “evaluated in 
the context of other Canadian national interests”. 


In our 1987-88 Annual Report, we summarized the results of our investigation of the 
Analysis and Production Branch in CSIS. We concluded that significant improvements 
have been made. However, we noted a lack of the multi-disciplinary input necessary in 
generating the economic, political and social components of comprehensive strategic intel- 
ligence. For instance, to date there has been little input from specialists external to govern- 
ment. In our view, changes in the environment of the Branch are still required if CSIS is 
to move away from producing mainly operational intelligence. 


We note that the Osbaldeston Committee was also concerned about the intelligence pro- 
duced by CSIS and “the lack of a coordinated system for production”. Similarly, in 1987 
the Senate Special Committee on Terrorism and Public Safety (the Kelly Committee) 
recommended that “the Security and Intelligence Secretariat of the Privy Council Office 
be expanded and strengthened to provide a single focus for the gathering of intelligence 
and assessments from federal departments and agencies for review by the Intelligence 
Advisory Committee (IAC) and for dissemination to the relevant federal departments and 
agencies” (page 61). 


The IAC is “the closest Canada comes to having a single focus for the gathering, analysis, 
discussion and dissemination of defence and security information and intelligence”. IAC 
members cooperate and coordinate the production of intelligence, drawing on research and 
analysis carried out by federal agencies, notably CSIS, the Department of External 
Affairs (DEA), the Department of National Defence (DND) and the Communications 
Security Establishment (CSE). At present, the IAC serves all departments; it also sup- 
ports the Cabinet Committee on Security and Intelligence which is the Prime Minister’s 
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vehicle for exercising leadership and setting priorities for both the security intelligence and 
foreign intelligence agencies. 


The McDonald Commission also urged that there be a centralized assessment function in 
Canada, with a centralized assessments body. It recommended that a Bureau of Intelli- 
gence Assessments be established in the Privy Council Office (Second Report, volume 2, 
at pages 854-56). The Bureau would have no collection capacity. The McDonald Commis- 
sion urged that the Bureau be separate from the Security and Intelligence Secretariat, 
with a nucleus of its own intelligence analysts augmented by officers seconded from the 
departments and agencies of government with responsibilities for security and intelligence 
matters. The Director General of the Bureau would report to the Prime Minister through 
the Secretary to the Cabinet and would also be a member of the Intelligence Advisory 
Committee. 


The Commission also urged, however, that the security intelligence agency (now CSIS) 
should have a strong analytic capacity, producing both short-term and long-term threat 
assessments. Its assessments would be used by the proposed Bureau, and its intelligence 
officers would frequently be part of groups working under the auspices of the Bureau to 
produce long-term estimates and priorities. 


We have been favourably impressed with Australia’s Office of National Assessments 
(ONA). In Australia, a clear distinction is made between “collection agencies” and 
“assessment agencies”. Established over ten years ago, the ONA is responsible for collat- 
ing and evaluating information on many political, economic and strategic matters. The 
Director-General of the ONA reports to the Prime Minister. It does not collect intelli- 
gence as such; instead, it assesses what the collection agencies in that country’s security 
intelligence community—including the Australian Security Intelligence Organization 
(ASIO)—may provide to it. The ONA also produces reports on specific issues to assist 
ministers in formulating policy. It was created as an independent body designed to give 
objective, unfettered advice. It also assists the government in setting its intelligence priori- 
ties and requests the collection agencies to obtain specific information it lacks. The ONA 
consists of a mix of analysts drawn from both the public service and the private sector, 
including academics with expertise in specific areas. The previous head of the ONA, 
Michael Cook, was recently appointed Australian ambassador to Washington. He has 
been replaced by Australia’s ambassador to Japan. 


25. We recommend that Parliament examine the feasibility and merits of establishing 
an institution similar to Australia’s Office of National Assessments. 


Such an Intelligence Assessment Office would assess the intelligence product generated by 
the Service, as well as by other federal agencies, such as CSE and the Foreign Intelligence 
Bureau in DEA. In addition, it would assist the Cabinet Committee on Security and Intel- 
ligence in setting the Government’s priorities, and would exercise a quality control func- 
tion over the intelligence produced by all federal agencies. Like CSIS, it might be given a 
statutory mandate; like ONA, it should encourage the involvement of a mix of qualified 
citizens, including experts from outside the government. It would report to the Intelligence 
Advisory Committee. 


Eee 
72 


a 


Foreign Intelligence 


In modern times, Canada has not had a secret foreign service. Should we have an offensive 
intelligence-gathering function, like the CIA in the United States or the Australian Secret 
Intelligence Service (ASIS)? Since we have no capacity to collect foreign intelligence by 
covert human means, we are dependent upon other countries for some types of information 
about foreign countries, which may pose a threat to Canadian independence in some cir- 
cumstances. To the extent that covert sources of intelligence are an asset in gaining access 
to markets and technologies and in international bargaining, Canada will be at a disadvan- 
tage with its major trading partners. However, it is by no means clear that Canada needs a 
secret foreign service. 


In light of its location and the difficulties it had in obtaining the foreign intelligence it 
needed from its allies, Australia established ASIS to concentrate on areas of particular 
interest to that country. Both political and economic intelligence is generated for Aus- 
tralian policy-makers. There does not appear to be any comparable need in Canada for an 
“offensive” foreign intelligence agency. However, the case may be more compelling for 
security intelligence and perhaps criminal intelligence relevant to Canada that is collected 
abroad. 


The Committee is opposed to the establishment of a separate, offensive foreign intelligence 
agency for Canada. We simply do not believe that the case has been made for such an 
agency. However, we believe that the CSIS Act could provide at least the possibility of the 
collection of foreign intelligence by CSIS, should the need arise. 


26. Therefore, we recommend that section 16 of the Act be amended to remove the 
words “within Canada”. 


This amendment would enable CSIS to assist the Minister of National Defence or the 
Secretary of State for External Affairs in collecting intelligence relating to the capabili- 
ties, intentions or activities of foreign states or persons from any source whatsoever. Under 
the section, CSIS would only be able to assist outside Canada if it received a “personal 
request in writing” from either Minister and obtained the written consent of the Solicitor 
General as well. Such an amendment should not impair the ability of SIRC to review the 
operations of the Service, either at home or abroad. 


However, in the event that Parliament chooses to make this amendment to section 16 of 
the Act and there is any doubt as to SIRC’s jurisdiction in this regard, we would propose 
that an amendment be made to section 38. 


27. We recommend that section 38 of the Act be amended to clarify the Committee’s 
authority to monitor any CSIS operations that may take place outside Canada. 


The adoption of recommendations 26 and 27 would not necessarily mean that there would 
be any real change in CSIS operations. However, in considering such an amendment, Par- 
liament could debate whether it wanted to provide the opportunity for CSIS, in particular 
cases. 
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Release of Information 


Section 19 of the Act limits the disclosure by CSIS of information it has collected, using 
its extensive powers. We believe that in the spirit of the Act the same limitations apply to 
disclosure of such information by the Solicitor General and by officials and exempt staff in 
the Ministry of the Solicitor General; they have access to secret CSIS information, and 
uncontrolled disclosure by them would make a mockery of the carefully drafted protec- 
tions found in section 19. However, although we have no reason to believe there has been 
any impropriety, we have learned that the Solicitor General and his officials and staff do 
not believe they are bound by this section. 


28. We recommend, therefore, that the limits prescribed by section 19 of the CSIS 
Act apply equally to the Solicitor General and to all officials and exempt staff in the 
Ministry of the Solicitor General having access to information obtained by CSIS in 
the performance of its duties and functions. 


In another respect, however, we believe the disclosure provision should be broader. Section 
19 now makes provision for disclosure to a “person in the public service of Canada” under 
some circumstances. By a narrow reading, this could mean only paid officials employed 
under the terms of the Public Service Employment Act. We believe it should also include 
Senators and Members of the House of Commons. 


29. We accordingly recommend that paragraph 19(2)(d) of the CSIS Act be 
amended to permit disclosures to Senators and MPs on the same basis as to Ministers 
of the Crown and a “person in the public service of Canada”. 


Human Sources 


As has been stated by the McDonald Commission and by this Committee, the most intru- 
sive investigative tool is probably the “human source”. A “human source” is a person who 
informs the Service of the activities of a CSIS target. The human source may have been 
recruited when he or she was already in a position close to the CSIS target, or may have 
been asked to gain such a position by infiltrating the target’s organization or circle of 
friends. Human sources are usually paid according to the value of the information they 
provide. Some have suggested that the use of human sources be allowed only under the 
authority granted by a judicial warrant, in the same way as other intrusive techniques are 
presently authorized. We believe that this would put too onerous a restriction on the Ser- 
vice, and would, in many circumstances, be most difficult to implement in a practical way. 
It would be difficult, for example, to fit casual or “walk-in” sources, sources under 
development, and many unpaid sources into such a scheme. 


However, we believe that the Service should be required to observe strict ministerial guide- 
lines in the use of human sources. 


30. We recommend, therefore, that the CSIS Act be amended to prescribe that the 
Solicitor General may issue precise guidelines to the Service on the use of human 
sources. Such guidelines would be passed to the Review Committee automatically 
pursuant to subsection 6(2) of the Act. 
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Committee Reports and Statements 


Section 55 of the CSIS Act provides for consultation between the Review Committee and 
the Director when SIRC is preparing certain reports, so as to ensure compliance with the 
security requirements set out in section 37 of the Act. Though we believe the intent of the 
section is clear, it does not state that, in case of disagreement, the final decision as to what 
may be included in a report or statement is that of the Review Committee. 


31. We recommend, therefore, that: 


(a) the opening words of section 55 be amended to provide that before determin- 
ing the content of a statement or report described in section 55, the Review Com- 
mittee shall consult with the Director in order to ensure compliance with section 
37; and 


(b) a new subsection be added, as follows: 


“The Review Committee’s determination in this regard shall be conclusive”. 
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APPENDIX B 


SIRC Counsel 


Because the investigation and hearing of complaints inevitably calls for the examination of 
much classified information, Committee counsel need security clearance. To permit 
immediate action on complaints, the Committee has a panel of lawyers, listed here, with 
Level III (TOP SECRET) clearance, from which it selects its counsel. 


Gina S. Brannan, Toronto George T.H. Cooper, Q.C., Halifax 
Morris Fish, Q.C.,* Montreal Pierre-C. Gagnon, Quebec City 
Gordon Hilliker, Vancouver William G. Horton, Toronto 
Robert E. Houston, Q.C., Ottawa John B. Laskin, Toronto 

Jack R. London, Winnipeg Allan Lutfy, Q.C., Ottawa and Montreal 
Robert W. MacQuarrie, Q.C., Ottawa Edouard Martin, Quebec City 

Eva Marzewski, Toronto Mel Myers, Q.C., Winnipeg 

Simon Noél, Hull Murray Rankin, Victoria 
Christopher J. Roper, Toronto Mary E. Saunders, Vancouver 
Perry W. Schulman, Q.C., Winnipeg Graham WSS. Scott, Q.C., Toronto 
Jacques J.M. Shore, Montreal John M. Sibley, Toronto 

John H. Tory, Toronto J. Peter Vice, Q.C., Ottawa 

Grant Kenneth Weaver, Vancouver Alan Whiteley, Toronto 


David L. Zifkin, Toronto 


* Now a member of the Quebec Court of Appeal. 
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APPENDIX C 


Ministerial Direction to CSIS, 1988-89 


Procedures for disclosure of criminal! record information for security assessments 
Procedures for section 13 and section 14 (CSIS Act) recommendations and reports 
Procedures for handling sensitive files on individuals 


Ministerial approval of paragraph 2(d) (CSIS Act) intrusive investigations 
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APPENDIX D 


Summary Case Histories of Complaints Dealt with by the 
Security Intelligence Review Committee, 1988-89 


Security Clearances 


1. Level III (TOP SECRET) clearance was denied after CSIS learned in its field investiga- 
tion that the complainant used drugs. The individual acknowledged during the 
Committee’s investigation and hearing that he made a serious error in judgment in using 
drugs but said he had stopped using them and was, in fact, enrolled in an intensive 
rehabilitation program. The complainant had been rated Superior in annual job evalua- 
tions ever since he had joined the Public Service. Several experts in drug and alcohol 
rehabilitation were consulted in the course of the Committee’s investigation and hearing. 
The presiding member of the Committee concluded that the complainant had matured, 
was serious about rehabilitation and would be unlikely to use drugs in the future. The pre- 
siding member recommended that the complainant be granted clearance in one year, sub- 
ject to random urine tests to ensure that the use of drugs had not resumed. In fact the 
department went further and granted the clearance immediately subject to the complai- 
nant’s agreement to urine sampling. 


2. Level II (SECRET) clearance was denied when the Defence Department (DND) learned 
that the complainant used drugs after enlisting in the Canadian Forces. The complainant 
also lied about his drug use until he faced a polygraph test; just before taking the test, he 
admitted to using drugs. DND intended to review the complainant’s case within two years. 
During the Committee’s investigation and hearing, the complainant admitted using drugs 
after entering the Forces and lying about it. He said that he lied because he was afraid of 
losing his job. He said he is now married and had matured. The presiding Committee 
member recommended that DND review the case in one year. 


3. Another DND employee was denied Level II clearance when the Department dis- 
covered that he had not been in Canada for 10 years, the usual minimum required by the 
Government Security Policy (GSP). As a result, the complainant was unable to continue 
certain electronics courses offered by the Department. DND acknowledged that there had 
been an administrative error, and the complainant should not have been placed in a posi- 
tion where a Level II clearance was required. During the Committee’s investigation and 
hearing, it was agreed by all parties that DND would place the complainant in a position 
that did not require a clearance until GSP requirements were met. Courses relevant to his 
new work are being offered to him. 


4. A Level II clearance was denied after DND learned that the complainant falsified his 
academic record on his employment application form and also said that he had resigned 
from a previous job when a records check indicated he had been fired. DND questioned 
the employee’s honesty and reliability. During the Committee’s investigation and hearing, 
the complainant admitted that he did not hold a high school diploma at the time of his 
enlistment, but pointed out that he had later completed his secondary education. The com- 
plainant admitted that he had made a serious error in judgment. The presiding Committee 
member concluded that the complainant had matured and would probably not become a 
target for blackmail by hostile intelligence services. The member recommended that the 
clearance be granted. DND reviewed the case, agreed, and granted the clearance. 


i 


81 


5. A civilian employee of DND was denied Level II clearance because of evidence that this 
person was emotionally unstable and might improperly release classified information. 
After hearing evidence from the complainant and from doctors who had seen the complai- 
nant, the presiding member of the Committee concluded that there were reasonable 
grounds to believe that the complainant would threaten the security of classified documen- 
tation and recommended that the complainant be denied clearance. The presiding member 
also recommended that DND provide assistance and counselling to the complainant. 


6. Notice that a civilian employee of DND was being denied Level II clearance from DND 
was forwarded to the Committee. Before the Committee started an investigation, the com- 
plainant wrote to say that she did not wish to pursue the complaint. 


Citizenship 


7. The citizenship case is part of an immigration case, no. 8 below. 


Immigration 


8. The complainant was fighting the denial of citizenship and deportation based on allega- 
tions that he had a close and active association with a terrorist organization and was sus- 
pected of having engaged in terrorist acts. During the Committee’s investigation and hear- 
ing, CSIS substantiated these allegations. Evidence by the applicant lacked credibility. 
The presiding member of the Committee concluded that there were reasonable grounds to 
believe that the complainant would engage in violent acts while in Canada and recom- 
mended that citizenship be denied and that deportation proceedings go ahead. The Com- 
mittee’s decision is being challenged before the Federal Court. 


9. Admission to Canada was denied to the complainant on the grounds that he had had 
long and extensive contact with the intelligence and police services of foreign countries. 
Although CSIS did not expect him to engage in any useful intelligence operations if he 
were admitted to Canada, it believed that his presence in Canada would disturb the ethnic 
community to which he belonged. The presiding members of the Committee concluded 
that the complainant ought not be excluded from admission to Canada. 


10. Admission to Canada was denied by the Department of Employment and Immigration 
on the grounds that the individual had close and active associations with terrorist organi- 
zations and was suspected of having engaged in terrorist acts. In this case, the individual 
was briefly admitted to Canada to give evidence to the Committee. CSIS substantiated the 
allegations against this individual, and the presiding member of the Committee agreed 
that admission should be denied. 


Section 41 


Note: In addition to the four cases summarized here, there were 30 others that were 
clearly beyond the Committee’s jurisdiction or in which the complainant offered no factual 
basis on which an investigation could proceed. The cases described here are those on which 
investigations and hearings were conducted and completed. 
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11. An individual complained that on the basis of information provided by CSIS, the Min- 
ister of Employment and Immigration concluded there was a risk that he was or would be 
co-opted by a foreign intelligence service. The presiding member of the Committee con- 
cluded that the Service’s advice to the minister contained inaccuracies and was incomplete, 
and that the person’s being allowed to stay in Canada would not constitute a threat to this 
country’s security. 


12. An individual who required a Level III clearance complained that CSIS was taking an 
unreasonable time to complete its investigation. The individual was granted a security 
clearance before the Committee’s investigation had been completed. However, this did not 
satisfy the complainant who also alleged that the Service engaged in unnecessary harass- 
ment and conducted its investigation in a way that affected the complainant’s professional 
reputation. According to CSIS, the complainant was suspected of having personality traits 
that might give rise to the possibility of blackmail. The presiding member of the Commit- 
tee found that the complainant was unnecessarily interrogated several times and that 
investigators were unprofessional and unskilled in handling such sensitive issues. However, 
the presiding member concluded that the Service did not make unreasonable use of its 
powers. 


13. The complainant came to the Committee after reading in a newspaper article that 
CSIS might be investigating him. CSIS contended during the Committee’s investigation 
and hearing that the complainant was an agent of influence consciously acting on behalf of 
a foreign government. While CSIS did not conclusively show that this person was in fact 
an agent of influence, the presiding member of the Committee concluded that there were 
reasonable grounds for an investigation to have been initiated. 


14. An individual alleged that he was being investigated by CSIS because of his activities 
in left-wing organizations, and he asked the Committee to provide him with relevant infor- 
mation and files held by the Service. The presiding member decided that the Committee 
should neither deny nor confirm whether CSIS was holding files on the individual. The 
complainant subsequently went to the Federal Court to obtain the alleged files, but his 
request was also rejected by the court. 
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APPENDIX E 


Participants in a Seminar for Members of SIRC 
on the Five-year Review of the CSIS Act 


On June 8, 1989, a number of lawyers and scholars, listed here, accepted the Committee’s 
invitation to share their observations on the CSZS Act. They did so without fee, and the 
Committee is grateful to them for the contribution they made to its thinking on amend- 


ment of the Act. 


Allan Borovoy 

General Counsel 

Canadian Civil Liberties 
Association 

Toronto 


Professor Jean-Paul Brodeur 
Centre international de 

Criminologie comparée 
Université de Montréal 
Montreal 


Allan Lutfy, Q.C. 
Lavery, O’Brien 
Barristers and Solicitors 
Ottawa 


Professor Murray Rankin* 


Faculty of Law 
University of Victoria 
Victoria 


Graham WSS. Scott, Q.C. 
McMillan, Binch 
Barristers and Solicitors 
Toronto 


Professor Reg Whitaker 
Department of Political Science 
York University 

Toronto 


Gina S. Brannan 

Lyons, Goodman, Iacono, 
& Berkow 

Barristers & Solicitors 

Toronto 


Professor C.E.S. Franks 

Department of Political 
Studies 

Queen’s University 

Kingston 


Simon Noél 

Noél, Décary, Aubry & 
Associés ) 

Avocats 

Hull 


Professor Peter Russell 

Department of Political 
Science 

University of Toronto 

Toronto 


David Stafford 

President 

Canadian Association for 
Security and Intelligence 
Studies 

and 

Director of Research 

Canadian Institute of 
International Affairs 

Toronto 


Alan Whiteley 
McMaster Meighen 
Barristers and Solicitors 
Toronto 


* Professor Rankin wrote the background paper on which discussion was based. 
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APPENDIX F 


SIRC Staff on July 1, 1989 


Maurice Archdeacon, Executive SECrCtAr y... eme (613) 990-6839 
Danielle lacher Senior OECTOLALY shoves sicscccicarcus tudes teense ce canene eee tone eniee 990-8442 
Maurice M. Klein, Senior Research Officer, Counter-terrorism 990-8445 
John M. Smith, Senior Research Officer, Counter-intelligence .........0........00 991-9111 
OANA CATO WIC CSCATCIT ONCE diner ee eee neue 990-8443 
Sylvia Mac Kenzie, Senior Complaints Officer.….….........1%.1%""#"" 993-4263 
Gliire Malone EXCCULIVE ASSISTANT net nie 990-6319 
Madeleine DeCarufel, Administration Officer and Registrar….......................…. 990-8052 
DOM TONI RE COLUS OCR enr cee-dcedssan dius cstenpgeceomenes aay eee 990-6838 
Roper Mac DOW Records Clerke 22... aeeanteunenacerer 998-5258 
Dance VidT iON. BCE PLIOMISt DETTE LAVE mn evens ssn eamntie 990-8441 
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